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Executive Summary
1.

The Law Council welcomes the opportunity to make this submission to the
Committee’s review of the Telecommunications Sector Security Regime (TSSR) in
Part 14 of the Telecommunications Act 1997 (Cth) (Telecommunications Act).
This submission focuses on six aspects of the TSSR, and makes recommendations
for improvements and further scrutiny. The six matters are as follows:
(1)

interaction of the TSSR with the significant expansion proposed to the
Security of Critical Infrastructure Act 2018 (Cth) (SCI Act), as outlined in
the Exposure Draft of the Security Legislation Amendment (Critical
Infrastructure) Bill 2020 (ED Bill), given that the telecommunications sector
is proposed to be covered by the expanded regime in the SCI Act;

(2)

two issues relating to the definition of ‘security’ and the functions of the
Australian Security Intelligence Organisation (ASIO) under the TSSR:
(a)

the breadth of the definition of ‘security’, within the meaning of the
Australian Security Intelligence Organisation Act 1979 (Cth)
(ASIO Act) as the basis for the regulatory obligations, powers and
liabilities imposed under the TSSR (and the expanded regulatory
obligations and liabilities proposed in relation to the SCI Act); and

(b)

the absence of clear standards and thresholds for the issuance of
adverse security assessments (ASAs) by ASIO under Part IV of the
ASIO Act in relation to a telecommunications provider, for the
purpose of the Minister for Home Affairs issuing a direction under
the TSSR requiring the provider to act, or refrain from taking action;

(3)

the need for prompt implementation of recommendations of the Committee
in its recent report on its statutory review of the mandatory data retention
regime in Chapter 5-1A of the Telecommunications (Interception and
Access) Act 1979 (Cth) (TIA Act), especially with respect to prohibitions on
the offshore storage of retained data, and the repeal of the ‘backdoor’ data
access permission in section 280 of the Telecommunications Act;

(4)

a lack of information about the application of the Australian Government
Regulator Performance Framework to the Department of Home Affairs in its
administration of the TSSR (and the SCI Act). Nor have any reasons been
provided for any exemptions which may have been given subsequent to
the commencement of the TSSR, which would effectively reverse the
Government’s assurance to the Committee in 2017 that the Regulator
Performance Framework would apply to the administration of the TSSR;1

(5)

overly broad powers of delegation and authorisation under the TSSR,
which enable highly significant regulatory powers to be conferred upon the
Communications Access Co-Ordinator (CAC) (being several officials in the
Department of Home Affairs, including persons at the Executive Level 1
and 2 classifications, appointed by the Minister for Home Affairs under
section 6R of the TIA Act); and concerns about potential invalidity in the
exercise of some of those powers due to an evident administrative error
which led to a 14-month delay in the registration (and therefore
commencement) of an amendment to the instrument of appointment; and

(6)

inadequate permitted disclosure provisions in Part 14, which do not
expressly authorise disclosures for oversight purposes.

1 PJCIS,

Report on the Review of the Telecommunications and Other Legislation Amendment Bill 2016,
June 2017, 80 at [6.19]. Cf Department of Home Affairs, Regulator Performance Framework,
https://www.homeaffairs.gov.au/access-and-accountability/our-commitments/campaign-and-reform/regulatoryreform, which appears to indicate that the framework has not been applied to the TSSR or the SCI Act.
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Interaction of the TSSR with the expanded SCI regime
2.

3.

The ED Bill proposes to expand the range of critical infrastructure sectors and
assets able to be regulated by the SCI Act, as well as the applicable regulatory
obligations. The additional regulatory obligations include:
•

specific cyber security obligations in relation to private owners and operators
of critical infrastructure assets that are deemed in Ministerial rules to be, or
form part of, a ‘system of national significance’; and

•

a Ministerial authorisation (MA) regime enabling the Secretary of the
Department of Home Affairs (Department) to require the Australian Signals
Directorate (ASD) to intervene in a cyber security incident occurring (or which
has occurred) in relation to a critical infrastructure asset. ASD would be
conferred with a comprehensive statutory immunity from any civil or criminal
liability for causing loss, damage, interference or obstruction, in respect of acts
done in compliance, or purported compliance, with a request made by the
Secretary under an MA issued by the Home Affairs Minister.

Significantly, the ED Bill proposes that the telecommunications sector will be able to
be regulated by the expanded regime in the SCI Act,2 in addition to its existing
obligations and liabilities under the TSSR.

Potential duplication, conflict and overlap of regulation
4.

The Law Council acknowledges that there is a policy intent to avoid duplication,
including awaiting the outcomes of the Committee’s present review of the TSSR
before setting the content of security obligations under an expanded SCI regime (if
such legislation is introduced and passed before the Committee reports on TSSR).3

5.

The ED Bill also proposes to delegate legislative powers to the Minister to make
rules excluding certain telecommunications assets from the operation of the SCI
regime. It would also be open to the Minister to make rules prescribing the
substance of regulatory obligations for the communications sector under the SCI Act
as simply the fulfilment of existing obligations under the TSSR.4

6.

However, this means that any avoidance of regulatory duplication or oppression as a
result of exposure to multiple regulatory obligations is left almost entirely to
executive discretion. Moreover, no draft rules for the communications sector (or any
other sector) were released with the ED Bill that could offer any tangible assurance
about the intended exercise of delegated legislative powers.

Increased regulatory burden
7.

In any event, the telecommunications sector will be subject to additional regulatory
obligations to those under the TSSR, even if the delegated legislative powers
proposed under the SCI Act are exercised in the manner suggested. This includes:

Bill, Schedule 1, item 7 (amending section 5 of the SCI Act to insert the definition of ‘critical
telecommunications asset’); and item 21 (inserting sections 8D and 8E of the SCI Act, to create definitions of
‘critical infrastructure sector,’ which includes ‘(a) the communications sector’; and ‘critical infrastructure asset’,
which provides that a ‘critical telecommunications asset’ is taken to relate to the communications sector’).
3 Department of Home Affairs, Explanatory Document to the ED Bill, (November 2020), 8 at [40]; 12 at [60].
4 ED Bill, Schedule 1, items 22-29 (amendments to section 9 of the SCI Act); and items 39 and 45 (inserting
the new security obligations, including delegated legislative powers to prescribe the contents of rules or other
regulatory obligations for individual critical infrastructure sectors or assets).
2 ED
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•

liability to two sets of Ministerial direction powers to do, or omit to do, certain
things on security related grounds (one under the TSSR and the other under
the existing provisions of the SCI Act);

•

potential liability to additional cyber security obligations, including incident
notification and planning, and liability to government intervention in cyber
incidents affecting telecommunications infrastructure; and

•

liability to two sets of enforcement powers, one under the Telecommunications
Act (including as conditions of carrier licences, or requirements under statutory
rules applicable to carriage service providers), and the other under the
SCI Act. The proposed enforcement powers under the SCI Act will include the
potential exercise by the Department of Home Affairs of highly intrusive
powers of monitoring and investigation that are not available under the TSSR.
This includes the power to enter private premises, and secure (by making nonoperational) and seize items on those premises.

Incompatibilities between TSSR and expanded SCI regime
8.

In addition to the management of risks of duplication or oppression being left
substantially to executive discretion, the Law Council has also identified several
inconsistencies. They include:
•

secrecy obligations: the SCI regime is subject to highly restrictive secrecy
obligations in sections 45-47 of the SCI Act, which do not clearly permit
disclosures for the purpose of oversight or obtaining legal advice. Section 47
of the SCI Act further purports to override the information-gathering powers of
courts, tribunals and oversight agencies such as the Commonwealth
Ombudsman. No such restrictions apply under the TSSR;

•

officials with regulatory responsibilities: under the TSSR, most regulatory
and administrative responsibilities are performed by the CAC (being a person
or persons who are appointed by the Minister for Home Affairs under section
6R of the TIA Act). Presently, numerous staff of the Department of Home
Affairs are appointed to the position, including all staff at the Executive Level 1
and 2 classifications in specified organisational units within the Department.5
In contrast, the equivalent regulatory functions proposed under the SCI Act in
the ED Bill are conferred on the Secretary, and are delegable only to
employees of the Department holding positions classified as Senior Executive
Service (SES) levels.6 This is a very significant difference in the seniority of
persons who may be authorised to perform the same or substantially similar
regulatory functions;

•

compulsory information-gathering powers: under the TSSR, the Secretary
of the Department of Home Affairs may delegate their information-gathering
powers to the Director-General of Security (and only the Director-General).7 In
contrast, the ED Bill proposes that the Secretary’s information-gathering
powers under the SCI Act (under the expanded regime) will be delegable to
any SES-level employee of the Department.8 Accordingly, there is very
significant variation in the levels of seniority and expertise of the persons who
may be able to exercise the same, or substantially similar, intrusive powers to
obtain, use and disclose sensitive information (potentially including the
confidential commercial information of telecommunications providers); and

5

Telecommunications (Interception and Access) (Communications Access Co-ordinator) Instrument 2019.
SCI Act, section 59.
7 Telecommunications Act, section 315G.
8.SCI Act, section 59.
6
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•

enforcement bodies: many breaches of regulatory obligations under the
TSSR will be enforceable by the Australian Communications and Media
Authority (ACMA) under carriers’ licence conditions and conditions of statutory
rules for carriage service providers under the Telecommunications Act.9 In
contrast, the SCI Act contains a dedicated civil penalty and enforcement
regime, which is proposed to be expanded significantly by the ED Bill. The
Secretary of the Department of Home Affairs (or delegate) would be the
‘authorised applicant’ for the enforcement powers under the SCI Act, unless
the Secretary has, at their discretion, appointed the head and senior staff of
another Commonwealth regulatory body (such as the CEO and SES-level staff
of the ACMA).10 It is therefore possible that there will be differences in
exposure to liability and penalty, and differences in regulatory approaches
under the TSSR and SCI regime.

Recommendation 1—harmonisation of the proposed SCI Act expansions with TSSR
•

The proposed expansions to the regulatory regime in the SCI Act should
not be passed unless and until the Committee has had an adequate
opportunity to undertake a comprehensive review of both the relevant
amending Bill (when introduced) and the TSSR, including with a view to
addressing the concerns raised at paragraphs [4]-[8] of this submission.

Other Law Council concerns about the expanded SCI regime
(see Attachment 1)
9.

More broadly, in its submission to the Department on the ED Bill, the Law Council
raised a number of concerns about the proposed expansion of the SCI regime.
These concerns focused particularly on the proposed MA regime, and arrangements
for independent oversight and review (both judicial review and merits review).

10.

As these matters are relevant to the regulatory impost of the TSSR and expanded
SCI regime on telecommunications carriers, carriage service providers and
intermediaries, a copy of the Law Council’s submission on the ED Bill is provided as
Attachment 1 to this submission.11

Adoption of the definition of ‘security’ in the ASIO Act
11.

The term ‘security’, as defined in section 4 of the ASIO Act, is the central concept for
the application of the major regulatory powers, obligations and liabilities in the
TSSR.

12.

The protection of security is the central purpose for which telecommunications
carriers, carriage service providers and intermediaries must comply with their
regulatory obligations under section 313 to do their best to protect their networks
and assets; and their obligations under Division 3 of Part 14 to periodically lodge
security capability plans and make notifications of changes to their networks.

13.

The concept of ‘security’ as defined in the ASIO Act is also central to the exercise by
the Minister for Home Affairs of the power to issue binding directions under sections

9

Telecommunications Act, sections 61, 68, 98 and 101 and Schedules 1 and 2 (standard carrier licence
conditions and carriage service provider rules) which include obligations to comply with the requirements of
the Telecommunications Act.
10 ED Bill, Schedule 1, item 56 (amending section 49 of the SCI Act).
11 The Law Council’s submission to the Department of Home Affairs on the ED Bill is also published at:
https://www.lawcouncil.asn.au/resources/submissions/exposure-draft-security-legislation-amendment-criticalinfrastructure-bill-2020.
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315A and 315B, requiring a telecommunications entity to do, or refrain from doing, a
specified act or acts on security-related grounds.
14.

In addition, Commonwealth officials are empowered to use and disclose information
obtained from telecommunications providers under the TSSR (including confidential,
commercially sensitive information) for the purposes of ‘security’ within the meaning
of the ASIO Act.

15.

As the Law Council has observed previously, the concept of security in section 4 of
the ASIO Act extends far beyond the ordinary meaning of that term, and is overly
broad for the purpose of the more significant regulatory obligations imposed under
the TSSR. The Law Council is also concerned that this overbreadth would be
exacerbated if the proposals identified in the submission of the Department of Home
Affairs to the present inquiry are adopted, to amend the general security obligation
in section 313 to be more prescriptive of the actions that carriers, carriage service
providers and intermediaries must take to protect their networks and assets from
being used for activities prejudicial to security.

16.

Under section 4 of the ASIO Act, the term ‘security; covers:
(a)

espionage, sabotage, politically motivated violence, promotion of communal
violence, attacks on Australia's defence system, and acts of foreign
interference;

(aa) the protection of Australia's territorial and border integrity from serious threats;
and
(b)
17.

the carrying out of Australia's obligations to any foreign country in respect of
the matters in paragraphs (a) and (aa) above.

In addition to the breadth of each component term in the concept of ‘security’ in the
ASIO Act, the Law Council also notes that:
•

extending the TSSR to cover the matter in paragraph (b) (Australia’s
obligations to other countries) has not been demonstrated to be necessary
or proportionate to a legitimate objective in respect of securing Australia’s
telecommunications systems. The Law Council continues to support the
exclusion from the TSSR of paragraph (b) of the ASIO Act definition;

•

the component term ‘politically motivated violence’ (also defined in section
4 of the ASIO Act) is technically capable of covering legitimate protest and
dissent, including the actions of people who do not personally engage in
violence, but their protest or advocacy may attract ‘counter-protestors’ who
may engage in violence. However, separate statutory limitations in
section 17A of the ASIO Act and the Minister’s Guidelines to ASIO (made
under section 8A of that Act) attempt to limit that ASIO’s investigative activities
in relation to such legitimate activity. No such limitations are imported into the
TSSR. The Law Council considers that specific limitations are required; and

•

the component term ‘acts of foreign interference’ (also defined in section 4
of the ASIO Act) is not limited to acts that are done by, or at the behest of, a
foreign power, which are clandestine and deceptive and are carried on for
intelligence purposes. They also include acts that are carried on for the
purpose of affecting political or governmental processes (which could
potentially cover good faith policy advocacy) and acts which are, in any way,
detrimental to Australia’s interests (as may be determined or interpreted by
those administering the TSSR from time-to-time, without any specification as
to the requisite degree of detriment). In contrast to the requirements in the
Minister’s Guidelines to ASIO made under section 8A of the ASIO Act, which
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prescribe various approval requirements and proportionality thresholds for the
conduct of intelligence collection investigations and exercise of powers by
ASIO, no equivalent limitations are imported into the TSSR. The broad
concept of ‘acts of foreign interference’ is therefore ‘at large’ in the TSSR.
18.

The Law Council acknowledges that there is a legitimate interest in the Government
working collaboratively with the telecommunications sector in relation to all risks
within the definition of security in the ASIO Act. However, for the imposition of
significant, legally binding regulatory obligations and liabilities under the
TSSR to be reasonably regarded as being proportionate to a legitimate securityrelated objective, greater precision in the scope of the operative concept of ‘security’
(and its component terms) is necessary.

19.

Presently, for example, a telecommunications carrier is potentially exposed to the
loss of their carrier licence if they fail to comply with obligations purported to be
imposed under the TSSR (including Ministerial directions) that are directed to:
•

fulfilling any obligations Australia may have to foreign governments, which are
covered by paragraph (b) of the definition of security. Such obligations to
foreign governments may arise under bilateral agreements which are in force
from time-to-time, the details of which may be kept secret for any reason; and

•

preventing telecommunications carrier from providing services to a company
that is owned or controlled (in full or in part) by a business enterprise of a
foreign government, which may be engaging in legitimate policy advocacy
about regulatory matters affecting the conduct of that business. (Noting that
there is scope for argument that this activity by the foreign business enterprise
is caught by the definition of ‘acts of foreign interference’ as a component of
the definition of ‘security’ in the ASIO Act).

Recommendation 2—use of the ASIO Act definition of security
•

The definition of security for the purpose of Part 14 of the
Telecommunications Act should be amended so that:
-

the matters covered by paragraph (b) of the definition of security in
section 4 of the ASIO Act are not within the scope of ‘security’
under the TSSR; and

-

there are specific protections for activities involving legitimate
protest and dissent, to ensure that these activities do not trigger
the application of the TSSR, as a form of ‘politically motivated
violence’ within the ASIO Act definition of security (noting that the
protections found in section 17A of the ASIO Act and the ASIO
Guidelines do not apply to the TSSR).

Threshold for furnishing ASAs in relation to the TSSR
20.

The Law Council supports the retention of the issuance of a merits reviewable ASA
as a precondition to the Home Affairs Minister exercising a power of direction under
sections 315A and 315B of the Telecommunications Act (and the corresponding
power of direction under section 32 of the SCI Act).

21.

However, as the Law Council has commented previously, the thresholds for issuing
an ASA under Part IV of the ASIO Act are opaque. This is particularly problematic in
the context of Australia’s domestic regulatory regimes in relation to critical
infrastructure, on which millions of Australians and the national economy rely and
could be significantly affected by directions issued to their providers under the TSSR
(or SCI Act, or both regimes if the proposed amendments are enacted).
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22.

An ASA is defined in section 35 of the ASIO Act as a security assessment in respect
of a person (including a company) that contains:
(a)

any opinion or advice, or any qualification of any opinion or advice, or any
information that is or could be prejudicial to the interests of the person; and

(b)

a recommendation that prescribed administrative action be taken or not
taken in respect of the person, being a recommendation the
implementation of which would be prejudicial to the interests of the person.

23.

The issuing of an ASA is not required to be based on conventional standards of
proof, such as the civil standard of the balance or probabilities. The specific criteria
by which ASIO makes its assessments are also largely unknown. While merits
review will be available in the Security Division of the Administrative Appeals
Tribunal (which the Law Council welcomes) that will not necessarily disclose to
regulated entities the criteria used in the issuance of the ASA, and thereby allow
them to proactively structure their business activities in a manner that avoids their
being made subject to an ASA and consequent Ministerial direction under the TSSR.

24.

If ASAs are to be used in domestic regulatory regimes such as the TSSR (and the
regime under the SCI Act, particularly if expanded to the communications sector in
addition to the TSSR), then there should be increased transparency.

25.

More generally, the Law Council notes that, despite the increased reliance that
major regulatory regimes such as the TSSR and SCI Act are placing on the security
assessment regime, Part IV of the ASIO Act is the sole major part of the ASIO Act
that has not been subject to detailed review and potential modernisation-type
reforms. Most other parts of the ASIO Act (including special powers warrants) were
reviewed by the PJCIS in 2012 and 201312 and were subsequently amended in
2014.13 The Law Council considers that the security assessment regime requires
review to ensure that it remains fit-for-purpose in contemporary circumstances.

26.

Given the expanded use of the security assessment regime, this should include
consideration of interests in transparency, procedural fairness and accessibility of
review rights.

27.

As a related matter, if such a review of Part IV is to be undertaken, the Law Council
considers that it should also specifically consider the legal rights of people who are
the subject of security assessments by ASIO, but there are prolonged delays in
ASIO’s completion of that assessment (in the nature of many months or years).

28.

The Law Council notes that merits review rights only apply to ASIO’s decisions to
furnish ASAs. There are no apparent statutory rights available where there is a
failure by ASIO to complete a security assessment within a certain time, including in
cases in which a non-prejudicial security assessment is a condition precedent to an
administrative decision for the conferral of a benefit on the person (such as a
security clearance or a visa, for the purposes of a person’s employment, residence
or study in Australia).The Law Council is concerned that this is a gap in the rights
available to people who are subject to security assessments. The more use that is
made of security assessments in administrative and regulatory regimes, the greater
the potential for this gap to have serious, detrimental impacts.

12 PJCIS,

Report on Inquiry into Proposed Reforms of National Security Legislation, (June 2013).
Security Legislation Amendment Act (No 1) 2014 (Cth). See further: PJCIS, Report on Review of
the National Security Legislation Amendment Bill (No 1) 2014, (September 2014).
13 National

Review of Part 14 of the Telecommunications Act 1997 (Cth)

Page 11

Recommendation 3—Adverse Security Assessments in connection with TSSR
•

If ASAs are to be used as the basis for issuing Ministerial directions
under the TSSR and SCI Act, they should be subject to greater
transparency requirements, in relation to the assessment criteria and the
threshold for issuance (such as applying the civil standard of proof).

•

More broadly, the security assessment provisions of Part IV of the ASIO
Act require independent review and potential modernisation, including
with a view to improving transparency, procedural fairness, the
accessibility of merits review rights with respect to ASAs, and providing
for the rights of the subjects of security assessments where there are
protracted delays by ASIO in completing those assessments.

Recommendations from the data retention review
29.

The Law Council supports the timely implementation of recommendations of the
Committee in its recent statutory review of the data retention regime in the TIA Act,
all of which are relevant to the operation of the TSSR.14 This reflects that
telecommunications carriers and carriage service providers are subject to security
obligations under the TSSR in respect of the telecommunications data which they
are required to retain under the TIA Act.

30.

The Committee’s data retention recommendations that are of particular relevance to
the TSSR include the following:
•

a prohibition on the storage of retained data outside Australia, unless an entity
is specifically exempt;15 and

•

stronger protections in respect of disclosures of retained data, in respect of
which telecommunications carriers and carriage service providers are subject
to the TSSR obligations. In particular, it recommended the repeal of
paragraph 280(1)(b) of the Telecommunications Act, which enables the
disclosure of telecommunications data outside the limited recipients
prescribed in the TIA Act, provided that another Commonwealth, State or
Territory law purports to authorise access.16

31.

At the time of writing this submission, a Government response to the Committee’s
report remained outstanding. The Law Council urges the Government to adopt, and
implement promptly, all of the Committee’s recommendations in its review of the
mandatory data retention regime.

32.

The Law Council considers that the Parliament should not countenance any
proposed expansions of the SCI regime (including in relation to the
telecommunications sector, which is presently already regulated by the TSSR), or
any amendments to the TSSR regime, until the Committee’s recommendations on
data retention are implemented fully.

Recommendation 4—outstanding recommendations of data retention review
•

The Committee should not recommend passage of any proposed
expansions of the SCI Act (which the Law Council understands are to be
introduced in December 2020) or the TSSR unless and until the

14 PJCIS,

Report on the Review of the Mandatory Data Retention Regime, (October 2020).
Ibid, 123-124 at [5.120]-[5.124] and recommendation 21.
16 Ibid, 118-119 at [5.97]-[5.99] and recommendation 15.
15
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Government has:
-

accepted the Committee’s recommendations in its review of the
mandatory data retention regime; and

-

has introduced legislative amendments (potentially as part of the
SCI amendments) to implement recommendations 15 and 21 of the
Committee’s review of the mandatory data retention regime.

Application of the Regulator Performance Framework
33.

During the Committee’s review of the originating Bill to the TSSR in 2016-17, the
(then) responsible portfolio department, the Attorney-General’s Department,
provided the Committee with an assurance that the administration of the new regime
would be subject to the Australian Government Regulator Performance
Framework.17
The Committee sought this assurance because stakeholders
participating in the inquiry expressed support for the application of that framework,
and raised concerns that no formal commitment had been made in this regard.18

34.

While the Committee recommended that a range of regulatory performance
measures be included in the separate annual reports that are required to be
prepared and tabled under section 315J, this recommendation appeared to be in
addition to the Committee’s understanding that the reporting requirements under
the Regulator Performance Framework would apply.19 That is, there would also be
annual evaluations of, and public reporting against, the following key performance
indicators (KPIs) prescribed by the Regulator Performance Framework:

35.

•

regulators do not unnecessarily impede the efficient operation of regulated
entities;

•

communication with regulated entities is clear, targeted and effective;

•

actions undertaken by regulators are proportionate to the risk being managed;

•

compliance and monitoring approaches are streamlined and coordinated;

•

regulators are open and transparent in their dealings with regulated entities;
and

•

regulators actively contribute to the continuous improvement of regulatory
frameworks.

The Law Council notes that the annual reports on the operation of the TSSR, which
are prepared under section 315J of the Telecommunications Act, do not appear to
include sections reporting specifically against the KPIs in the Regulator Performance
Framework.20 The Department’s webpage on TSSR also does not appear to make
reference to the application of the Regulator Performance Framework.

17 PJCIS,

Report on the Review of the Telecommunications and Other Legislation Amendment Bill 2016,
June 2017, 76 at [6.3] (including footnote 5, which cited the relevant evidence of the Attorney-General’s
Department to the Committee on 23 March 2017) and 80 at [6.19].
18 Ibid, 75-76 at [6.2]-[6.4].
19 Ibid, 80-81, recommendation 7.
20 See, for example, Department of Home Affairs, Telecommunications Sector Security Reforms: 2019-20
Annual Report, (Undated, 2020).
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36.

Further, there do not appear to be separate Regulator Performance Framework
reports published on the part of the Department’s website dealing with its
compliance with that framework in relation to its administration of TSSR.21

37.

In fact, the Department’s website states that the Regulator Performance Framework
applies only to limited aspects of the Department’s activities, which do not include
the TSSR or SCI regime (namely, migration, aviation and maritime security, and
border-related matters affecting trade, travel and customs). The Department’s
annual regulatory performance reports therefore do not address its functions under
the TSSR and SCI regime.

38.

The Law Council would be concerned if there has been an unannounced decision to
retreat from the Government’s statement of commitment to the Committee in 2017
that the Regulator Performance Framework would apply to the operation of the
TSSR. The Law Council therefore recommends that the Committee seeks an
assurance from the Department about this matter, which could include seeking
detailed information about:
•

how the Regulator Performance Framework is applied in the Department’s
regulatory planning process, and in its regulatory operations under the TSSR;

•

how the Department’s performance under the Regulator Performance
Framework in relation to the TSSR is specifically evaluated (including whether
any feedback is sought and obtained from regulated entities), and details of its
reporting (including frequency of reports, to whom they are provided, and
whether they are made available publicly); and

•

if the Government or the Department has decided to exclude the TSSR from
the Regulator Performance Framework:
-

an explanation of the reasons for this decision; and

-

a further explanation of the reasons that the public (including industry
and civil society stakeholders) were not consulted on, or informed of,
that decision, in view of the fact that the Committee specifically sought
and obtained an assurance from the Government in 2017 as a result of
stakeholder concerns raised during the review of the Bill.

39.

The Law Council considers that the Department’s administration of the TSSR and
SCI Act should be subject to the Regulator Performance Framework. Evaluation
reports should be made public and uploaded to the Department’s Regulator
Performance Framework webpage.

40.

This reflects the critical need for regulated entities, the Parliament and the wider
community to have a credible basis upon which to be assured of the Department’s
competence and performance as a regulator under the TSSR. Such a regime is not
a matter that typically falls within the normal expertise of a department whose
primary function is (apart from the functions of the Australian Border Force) the
provision of policy advice and program administration support to the Government.
A high degree of transparency is needed.

41.

The inclusion of the TSSR and SCI regime in the Regulator Performance
Framework is even more important given the proposed expansion of the SCI
regime, which will cover the telecommunications sector and will expose all regulated
entities under the SCI Act to significant additional obligations and liabilities.

21 Department

of Home Affairs, Regulator Performance Framework, https://www.homeaffairs.gov.au/accessand-accountability/our-commitments/campaign-and-reform/regulatory-reform.
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Recommendation 5—application of the Regulator Performance Framework
•

The Department of Home Affairs should be subject to the Australian
Government Regulator Performance Requirement in relation to the TSSR
(and SCI Act).

•

The Government should provide a public explanation of why the
assurance provided to the Committee in 2017 that the TSSR would be
subject to the Regulator Performance Framework does not appear to
have been honoured, given the absence of any reference to the TSSR on
the Department’s Regulator Performance Framework webpage.

Powers of delegation and authorisation
The Communications Access Co-Ordinator
42.

43.

44.

The CAC is conferred with numerous regulatory functions and powers under the
TSSR. This includes:
•

making determinations that certain network or other changes do not need to
be notified under section 314A, and exempting individual carriers or providers
from notification obligations under that section;

•

conducting assessments of, and providing advice on, the security implications
of proposed network or other changes under section 314B; and

•

conducting assessments of, and providing advice on, carriers’ and providers’
security capability plans under section 314D.

As noted above, the CAC is appointed by the Minister for Home Affairs by legislative
instrument made under section 6R of the TIA Act. Presently, several employees of
the Department of Home Affairs are appointed to the role.22 As the appointments
are made by reference to all persons who hold positions of a particular classification
in various administrative areas of the Department, and there may be multiple such
positions, it is not possible to know:
•

the total number of persons who are appointed as CAC;

•

of those appointees, the persons who, in fact, perform functions and exercise
powers as CAC specifically in relation to the TSSR; and

•

the governance arrangements within the Department for the performance of
functions and exercise of powers by persons appointed as CAC. (The Law
Council envisages that such governance arrangements would cover matters
including training and continuing education; substantive and perceived
independence; conflict of interest management and other arrangements with
respect to probity; mechanisms for the allocation of responsibilities and
de-confliction among multiple appointees; assurance and oversight programs;
regulatory performance evaluation; and internal review arrangements in
relation to the administrative decisions of persons appointed as CAC.)

In addition, some of the positions appointed as CAC under the current instrument of
appointment appear to be of a disproportionately low level of seniority, relative to the
significant of the regulatory powers invested in the CAC. For example, persons
holding positions (including on an acting basis) classified as Executive Level 1 are
appointed as CAC. The appointment of persons at this level to perform significant

22 Telecommunications

(Interception and Access) (Communications Access Co-ordinator) Instrument 2019.
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regulatory functions, which may trigger significant compliance costs and exposure to
legal liability for regulated entities, raises questions about whether it is realistic to
expect that such appointees would be capable, both in substance and perception, of
acting without external influence or a significant risk of such influence. (That is,
there is a risk that such officers may effectively ‘act under dictation’ by more senior
Departmental officials, including those officials to whom they directly or indirectly
report in performing their ordinary duties of employment.)
45.

Further, irrespective of the level of seniority of individual appointees to the role of
CAC, it is not clear, on the basis of all of the named administrative areas in the
instrument of appointment, that all of the persons who are appointed as CAC (and
are therefore legally capable of exercising powers under the TSSR) would
necessarily have the specific technical and regulatory skills to effectively perform the
substantive regulatory functions and powers conferred on the CAC, including under
the TSSR.

46.

While the position of the CAC was originally established to coordinate information
obtained or sought under the TIA Act, it has increasingly been conferred with
substantive regulatory powers and functions under multiple, unrelated pieces of
security legislation. This includes under the data retention regime in the TIA Act,
enforcement powers in relation to the compulsory industry assistance regime in
Part 15 of the Telecommunications Act, and proposed enforcement powers in the
Telecommunications Legislation Amendment (International Production Orders) Bill
2020 presently under review by the Committee.

47.

In contrast, the Law Council notes that, under the proposed expansions to the SCI
Act, the Secretary would perform the relevant functions and could only delegate
their powers to SES-level employees of the Department.

48.

The Law Council is further concerned that there was recently an approximately
14-month delay in registering a legislative instrument making changes to the
appointment of persons as CAC, to reflect an organisational restructure of the
Department.23 This appears to have been an administrative error. However, it may
call into question the validity of acts done by persons purporting to act as CAC for
that period of delay.

49.

The Law Council considers that, in combination, these circumstances merit a
re-thinking of whether the CAC is the most appropriate entity to perform the
regulatory functions under the TSSR (or under other legislation) and, if so, whether:

23

See: Telecommunications (Interception and Access) (Communications Access Co Ordinator) Instrument
2019 (made 1 July 2019 and registered 7 September 2020) (2019 instrument of appointment).
The 2019 instrument of appointment was registered one day before a further amending instrument, the
Telecommunications (Interception and Access) (Communications Access Co Ordinator) Amendment
Instrument 2020 (made and registered 8 September 2020) (2020 amending instrument). It appears to the
Law Council that the failure to register the 2019 instrument of appointment was identified when the 2020
amending instrument was being prepared.
However, the delayed registration (and therefore commencement) of the 2019 instrument of appointment call
into question the validity of acts done in purported reliance on that instrument, from 2 July 2019 to 7
September 2020, as the previous instrument—the Telecommunications (Interception and Access)
(Communications Access Co-ordinator) Instrument 2018 (2018 instrument)—would have been in force for
that period. The 2018 instrument would have appointed persons by reference to positions within the
Department that no longer existed because of its restructure. This means that the class of persons appointed
may not have been capable of being identified with sufficient specificity in order for the 2018 instrument to be
valid beyond the Departmental restructure.
As the explanatory statements to the 2019 instrument of appointment and the 2020 amending instrument did
not acknowledge or explain the reasons for the delayed registration of the 2019 instrument, it is unknown
whether any powers or functions were purportedly exercised by Departmental staff between 2 July 2019 and 7
September 2020, and if so, which functions or powers may now be in doubt (including in relation to the TSSR).
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50.

•

section 6R of the TIA Act should be amended to insert statutory criteria for the
appointment of persons as CAC, to prescribe minimum levels of seniority and
expertise for appointment (at least with respect to particular regulatory powers
and functions);

•

there are adequate oversight, reporting and other transparency measures in
relation to the exercise of powers by persons appointed as CAC; and

•

the Department has implemented adequate assurance mechanisms in respect
of the making and registration of instruments of appointment, to:
-

avoid repetition of the recent, prolonged delay in registering key updates
to appointments; and

-

identify any remedial action that may be needed to validate acts done in
purported reliance on amendments to the instrument of appointment,
during the prolonged period of delay (of over 12 months) in the
registration of that instrument.24

The Law Council’s preference is that powers are invested in the Secretary of the
Department, with a limited power of delegation to SES-level staff who, in the opinion
of the Secretary based on reasonable grounds, have appropriate technical and
regulatory expertise to perform the relevant functions.

Recommendation 6—functions of the Communications Access Co-Ordinator
•

•

Part 14 of the Telecommunications Act should be amended to:
-

repeal provisions conferring regulatory powers and functions on
the CAC; and

-

substitute these provisions with equivalent powers of authorisation
and delegation to those in the SCI Act (namely, the powers and
functions should be conferred on the Secretary subject to a power
of delegation in favour of SES-level employees of the Department).

The Government, via the Department, should provide an explanation to
the Committee and wider public of the matters noted at paragraph [49] of
this submission, regarding the 14-month delay in the registration of an
instrument of appointment of certain officials as CAC under section 6R
of the TIA Act.

Secretary’s power to delegate information-gathering powers
51.

Section 315G authorises the Secretary to delegate their information-gathering
powers under the TSSR to the Director-General of Security (to the exclusion of any
Departmental staff). As noted above, this contrasts with the powers of delegation
proposed in the expansions to the SCI regime, which are limited to Departmental
SES-level employees.

52.

In addition to recommending harmonisation of the power of delegation (noting the
proposal for both the TSSR and SCI Act to apply to telecommunications carriers,
carriage service providers and intermediaries) the Law Council suggests that the
Committee seeks further information about the exercise of the power of delegation

24 The

Law Council understands that the Senate Committee for the Scrutiny of Delegated Legislation is
presently considering these issues, and has written to the Minister for Home Affairs seeking further
information: Senate Standing Committee for the Scrutiny of Delegated Legislation, Delegated Legislation
Monitor 12 of 2020, (November 2020), 21 (see also the letter to the Minister dated 12 November 2020).
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under section 315G. In particular, the Committee may wish to seek information from
the Department as to:
•

whether the power has been delegated to the Director-General of Security;

•

if so, whether the delegation was made subject to directions about the
exercise of the delegated power (and the contents of any such directions); and

•

whether the delegated power has been:
-

exercised by the Director-General of Security; and

-

contemplated but ultimately not exercised, in favour of other powers to
obtain information (including the use of the power to confer civil
immunities under section 21A of the ASIO Act, or the exercise by ASIO
of its covert powers under warrant or authorisation).

53.

On the latter point, the Law Council also notes that, given the subsequent
enactment of section 21A of the ASIO Act in 2018 (which enables ASIO to request
information from any person, in exchange for the conferral of a civil immunity), the
power of delegation to the Director-General in section 315G of the
Telecommunications Act may be otiose. In any case, there is now extensive
duplication, which raises propriety risks in decision-making about, and the exercise
of, each set of information-gathering powers.

54.

More generally, the conferral of a power on one agency head to delegate their
powers to the head of another agency (with their own statutory functions, obligations
and interests in relation their own agency’s activities) may raise particular
challenges and risks in relation to the effective governance of that power. The fact
that ASIO is exempt from the Privacy Act, whereas the Department of Home Affairs
is not, may also have implications for the treatment of information obtained from
telecommunications providers under any exercise of the delegated informationgathering power pursuant to section 315G.

Recommendation 7—Secretary’s power of delegation to DG Security
•

Section 315G of the Telecommunications Act should be amended to omit
the Secretary’s power of delegation to the Director-General of Security,
and substitute this with a power of delegation to SES-level Departmental
employees, consistent with the powers of delegation in the SCI Act.

•

The Department should provide to the Committee the information about
the matters referred to at paragraph [52] of this submission, regarding
the exercise of the existing power of delegation in section 315G.

Absence of permitted disclosures for oversight purposes
55.

Section 315H of the Telecommunications Act permits the disclosure of information
obtained in the exercise of compulsory information-gathering powers under Part 14
for the purposes of assessing risks to networks or facilities, or otherwise for the
purposes of security (as that term is defined in section 4 of the ASIO Act).

56.

The Law Council is concerned that there is no explicit direction in relation to
disclosures made for the purpose of independent oversight of the operation of
Part 14. While section 315H does not directly impose an offence, it can operate in
combination with the official secrecy offences in Part 5.6 of the Criminal Code Act
1995 (Cth).
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57.

It would therefore be preferable for it to be made explicit, on the face of Part 14,
that it is lawful and proper to disclose information obtained under that Part to an
independent oversight body, for the purpose of that body performing functions or
duties of exercising powers.

58.

Given the broad secondary uses that are permitted under subsection 315H(1), in
combination with the definition of ‘Commonwealth officer’ in subsection 315H(4), the
amendments recommended by the Law Council should expressly permit disclosures
to the Commonwealth Ombudsman, Australian Information Commissioner,
Inspector-General of Intelligence and Security, Australian Law Enforcement Integrity
Commissioner and Inspector-General of the Australian Defence Force.

Recommendation 8—permitted disclosures for oversight purposes
•

Section 315H of the Telecommunications Act should be amended to
include an explicit ‘permitted disclosure’ provision enabling all
information obtained under Part 14 to be disclosed to independent
oversight bodies with functions in relation to TSSR. As a minimum, this
should include the bodies specified at paragraph [58] of this submission.

Further statutory review and oversight of the TSSR
59.

The Law Council’s submission to the Department on the ED Bill (see Attachment 1)
made several recommendations to enhance review and oversight of the expanded
SCI regime, which the Law Council considers should apply equally to the TSSR.
These include the following measures:
•

further statutory reviews by the Committee. (This could be accompanied by
any modernisation type amendments to the Committee’s governing legislation,
which the Committee may consider necessary or desirable to facilitate its
legislative scrutiny and review activities—for example, more flexible provisions
enabling the use of sub-committees);

•

the conferral of an inspection function on the Commonwealth Ombudsman
(and a commensurate increase in funding for that office, including to enable
the acquisition of security-related infrastructure and security cleared personnel
as required, and access to independent technical expertise); and

•

the Government or the Parliament (or both) nominating a performance audit
priority to the Commonwealth Auditor-General, being the administration by the
Home Affairs portfolio of the SCI regime and the TSSR. Resourcing for the
Australian National Audit Office should be increased, including to enable
performance auditing of the implementation of major recent expansions to
national security legislation. (Independent performance auditing will be
particularly important for measures with significant regulatory impacts on the
private sector, or which otherwise involve the performance by the Department
of Home Affairs of regulatory functions.)

Recommendation 9—further statutory review and oversight of the TSSR
•

Part 14 of the Telecommunications Act should be amended to make
provision for the periodic statutory review, and standing inspection
functions of the Commonwealth Ombudsman set out at paragraph [59] of
this submission, consistent with the Law Council’s submission on the
ED Bill proposing to amend the SCI Act.

•

The Committee should consider writing to the Commonwealth AuditorGeneral nominating the regulatory and administrative functions of the
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Department of Home Affairs in relation to the TSSR and SCI Act as a
performance audit priority. The Law Council recommends that the
Government should support such an audit priority, as a tangible
demonstration of its commitment to an effective (and continuously
improving) regulatory framework for the security of privately held critical
infrastructure assets, including the telecommunications sector.
•

The Government should increase the budget of the Australian National
Audit Office to conduct further performance audits, including of the
regulatory and administrative activities of the Home Affairs portfolio in
relation to major recent expansions of national security legislation
(including TSSR and the SCI Act).

Review of Part 14 of the Telecommunications Act 1997 (Cth)

Page 20

Exposure Draft:
Security Legislation
Amendment (Critical
Infrastructure) Bill 2020
Department of Home Affairs
27 November 2020

Telephone +61 2 6246 3788 • Fax +61 2 6248 0639
Email mail@lawcouncil.asn.au
GPO Box 1989, Canberra ACT 2601, DX 5719 Canberra
19 Torrens St Braddon ACT 2612
Law Council of Australia Limited ABN 85 005 260 622
www.lawcouncil.asn.au

Table of Contents
About the Law Council of Australia ............................................................................... 4
Acknowledgements ........................................................................................................ 5
Executive Summary ........................................................................................................ 6
Delegations of legislative power .................................................................................... 6
Oversight and review of administrative decisions and conduct ...................................... 6
Preliminary issue: intended timing for legislative passage ......................................... 7
The need for adequate time for Parliamentary scrutiny ................................................. 7
Importance of scrutinising proposed delegations of legislative power ........................ 7
Importance of scrutinising the novel, ministerial authorisation framework for
governmental intervention in cyber security incident responses ................................. 8
Access to draft administrative materials in scrutinising the Bill ...................................... 9
Regulation Impact Statement ..................................................................................... 9
Other supporting administrative materials .................................................................. 9
Interaction with proposed foreign investment reforms...................................................10
Interactions with statutory reviews of critical infrastructure laws ................................... 11
Schedule 1: amendments to the Security of Critical Infrastructure Act 2018 (Cth) ... 11
Key proposed amendments.......................................................................................... 11
Summary of Law Council position on Schedule 1 measures ........................................13
Key issues ................................................................................................................14
Caveat ......................................................................................................................16
Expanded positive security obligations, and cyber security obligations for ‘systems
of national significance’ ................................................................................................16
Scope, thresholds and contents of obligations ..........................................................16
Interaction with proposed amendments to foreign investment laws ...........................18
Ministerial authorisation regime for governmental intervention in serious cyber
security incidents (‘SCI-Act MA regime’) .......................................................................19
Thresholds and process for issuing an SCI-Act MA ..................................................19
Recommended improvements ...............................................................................20
Secretary’s powers of direction under an SCI-Act MA ...............................................26
Assessment of the necessity and proportionality of proposed directions ...............26
Oversight by the Commonwealth Ombudsman .....................................................27
Revocation and cessation obligations ...................................................................27
Involvement of the Australian Signals Directorate .....................................................28
Safeguards in relation to intervention powers ........................................................28
IGIS evidentiary certification function ....................................................................29
Enforcement powers ....................................................................................................31
Independent review and oversight arrangements .........................................................32
Overarching issue: impact of secrecy provisions on review and oversight ................33
Limitations in judicial review rights ............................................................................34
National security as the basis for a wholesale exclusion of ADJR Act review.........34
Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 2

ADJR Act review as a perceived disincentive to industry cooperation ...................35
Absence of merits review rights ................................................................................36
Independent operational oversight ............................................................................36
Commonwealth Ombudsman ................................................................................36
Australian Information Commissioner ....................................................................38
Inspector-General of Intelligence and Security ......................................................39
Parliamentary and independent review of the expanded SCI regime ........................40
Parliamentary review .............................................................................................40
Performance auditing ............................................................................................41
Immunities from legal liability ........................................................................................42
Less restrictive alternatives to civil immunities—statutory indemnification ................43
Immunities for ASD personnel...................................................................................43
Scope of proposed section 35BF immunity ...........................................................43
Conferral of multiple, inconsistent immunities on ASD ...........................................44
Schedule 2: expanded immunities for the Australian Signals Directorate ................45
Current immunities for ‘computer-related acts’ .............................................................45
Proposed expansions of the immunities .......................................................................46
Law Council position ....................................................................................................47
The need for the expanded immunity ........................................................................47
Safeguards ...............................................................................................................48
Proposed scope of the expanded immunity ..................................................................48
Ability to intercept telecommunications and access telecommunications data ..........48
Recommended amendments ....................................................................................50
Comment on technical capability investment ................................................................51
Proposed IGIS notification requirements ......................................................................52
Acts which are likely to cause material damage, interference or obstruction .............52
Importation of criminal fault elements as a pre-condition to IGIS notification .............53
Acts for which ASIO would require a warrant or an authorisation to do in Australia ...53
Recommended amendments ....................................................................................54

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 3

About the Law Council of Australia
The Law Council of Australia exists to represent the legal profession at the national level, to speak on
behalf of its Constituent Bodies on national issues, and to promote the administration of justice, access
to justice and general improvement of the law.
The Law Council advises governments, courts and federal agencies on ways in which the law and the
justice system can be improved for the benefit of the community. The Law Council also represents the
Australian legal profession overseas, and maintains close relationships with legal professional bodies
throughout the world.
The Law Council was established in 1933, and represents 16 Australian State and Territory law societies
and bar associations and the Law Firms Australia, which are known collectively as the Council’s
Constituent Bodies. The Law Council’s Constituent Bodies are:

•

Australian Capital Territory Bar Association

•

Australian Capital Territory Law Society

•

Bar Association of Queensland Inc

•

Law Institute of Victoria

•

Law Society of New South Wales

•

Law Society of South Australia

•

Law Society of Tasmania

•

Law Society Northern Territory

•

Law Society of Western Australia

•

New South Wales Bar Association

•

Northern Territory Bar Association

•

Queensland Law Society

•

South Australian Bar Association

•

Tasmanian Bar

•

Law Firms Australia

•

The Victorian Bar Inc

•

Western Australian Bar Association

Through this representation, the Law Council effectively acts on behalf of more than 60,000 lawyers
across Australia.
The Law Council is governed by a board of 23 Directors – one from each of the constituent bodies and
six elected Executive members. The Directors meet quarterly to set objectives, policy and priorities for
the Law Council. Between the meetings of Directors, policies and governance responsibility for the Law
Council is exercised by the elected Executive members, led by the President who normally serves a 12
month term. The Council’s six Executive members are nominated and elected by the board of Directors.
Members of the 2020 Executive as at 1 January 2020 are:

•

Ms Pauline Wright, President

•

Dr Jacoba Brasch QC, President-elect

•

Mr Tass Liveris, Treasurer

•

Mr Ross Drinnan, Executive Member

•

Mr Greg McIntyre SC, Executive Member

•

Ms Caroline Counsel, Executive Member

The Secretariat serves the Law Council nationally and is based in Canberra.

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 4

Acknowledgements
Law Council contributors
The Law Council gratefully acknowledges the contributions of the Business Law Section
to this submission.
Consultative process
The Law Council commends the Department of Home Affairs (Department) for releasing
exposure draft legislation prior to the anticipated introduction of a Bill to Parliament in the
final sitting fortnight of 2020 (commencing 30 November).
The release of an exposure draft Bill was supported by the Law Council and other
stakeholders who made submissions on the previous consultation paper, Protecting
Critical Infrastructure and Systems of National Significance, during the eight-week
consultation period in August-September 2020.
The Law Council also welcomes the Government’s statement of commitment in the
explanatory document accompanying the exposure draft legislation, which undertakes to
adopt the principles of partnership and co-design in the development and administration of
the expanded regulatory framework for critical infrastructure security, particularly with
respect to cyber security capability and incident responses.
However, as noted in this submission, the Law Council is concerned by the limited time
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Executive Summary
The Law Council of Australia welcomes the opportunity to comment on the Exposure
Draft of the Security Legislation Amendment (Critical Infrastructure) Bill (ED Bill).
The Law Council supports the objective of the Bill to create a transparent and
coordinated national regulatory framework for the security of critical infrastructure,
which focuses on building resilience against attack or compromise. The Law
Council acknowledges the regulatory focus on cyber security, which reflects the
major dependence on electronic communications and transactions across all sectors
of the Australian economy and society, in all facets of business and personal life.
The Law Council welcomes the stated intent to ensure that the regulatory burden of
the new regime is no greater than is necessary and proportionate to achieve this
legitimate policy objective. The explanatory materials indicate that the Government
is alert to the need to avoid duplication of existing sector-specific regulation; and to
take a measured and risk-based approach to enforcement and government
intervention in responding to cyber security incidents affecting private infrastructure.
The Law Council’s aim is to ensure that these objectives are given full expression in
the legislative framework. It is critical that the primary legislation contains adequate
safeguards, which require the scheme to operate in a targeted, proportionate, fair
and accountable way, rather than being overly reliant on executive discretion.
The Law Council raises two overarching issues, summarised below, in respect of
which several amendments are recommended in this submission. The Law Council
also cautions against seeking the urgent passage of this legislation in the remaining
eight Parliamentary sitting days of 2020, given its complexity and potential impacts.

Delegations of legislative power
The ED Bill proposes broad delegations of legislative power, both to prescribe the
scope and coverage of regulatory obligations, and the nature of government
intervention in responding to cyber security incidents affecting private infrastructure.
While appreciating the need for flexibility to tailor requirements to individual sectors,
and to respond urgently to cyber security incidents, the Law Council considers that
the proposed delegations of legislative power require stronger statutory parameters
on their scope and manner of exercise. The Law Council also considers that the
Parliament should have a stronger and more direct role in the approval, oversight
and review of the proposed governmental intervention power in cyber security
incidents. This is particularly important given that the ED Bill proposes to confer
legal immunities on officials who exercise powers of direction and intervention.

Oversight and review of administrative decisions and conduct
The Law Council is concerned that inadequate provision is made for independent
oversight and review of the exercise of powers under the expanded regime.
Statutory judicial review of the most significant powers would be excluded, and no
merits review rights exist. Despite the significant proposed expansion of the regime,
the existing secrecy provisions in the Security of Critical Infrastructure Act 2018
(Cth) (SCI Act) will continue to apply, which purport to override the powers of courts,
tribunals and oversight bodies to compel the disclosure of information, and prohibit
disclosures to lawyers for the purpose of obtaining legal advice, and voluntary
disclosures to Commonwealth integrity agencies. There is also no proposal to
invest the Commonwealth Ombudsman with standing inspection functions in relation
to the actions of the Department in exercising powers under the regime.
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Preliminary issue: intended timing for legislative passage
The Law Council understands from the Department’s advice at a public information
session on the previous consultation paper in August 2020 that the Government, at
that time, intended to introduce and seek passage of this legislation in 2020.
However, only eight Parliamentary sitting days remain in 2020.

The need for adequate time for Parliamentary scrutiny
If there remains a desire to seek passage in 2020, the Law Council recommends
that this position is revisited, to ensure that an adequate timeframe, in the nature of
several months, is provided for Parliamentary scrutiny and debate.
This longer timeframe would be commensurate with the national significance of the
proposed measures, together with their significant regulatory footprint and impacts
on individual rights and liberties. It could avoid the need for multiple post-enactment
reviews of, and the need for major remedial amendments to, legislation that is
passed urgently with truncated scrutiny. This occurred with the Telecommunications
and Other Legislation Amendment (Assistance and Access) Act 2018 (Cth), and the
Law Council supports efforts to avoid any repetition of this outcome.
Importance of scrutinising proposed delegations of legislative power
Given the nature of the ED Bill as a high-level framework, which enables detailed
regulatory obligations to be set in delegated legislation, a fundamental issue for the
Parliamentary scrutiny of the Bill will be to determine the most appropriate division of
matters to be dealt with in primary legislation and delegated legislation. The
Parliament will also need to consider the conditions and other safeguards to be
imposed on, or in relation to, the exercise of delegated legislative powers.
Consequently, the Law Council considers that a proposal to seek the near
immediate passage of this legislation in 2020 could not credibly be justified on the
basis that deferred commencement of the Act, up to six months after it receives
royal assent, would provide an adequate, longer period for the Minister for Home
Affairs (Minister) to develop statutory rules prescribing the substance of regulatory
obligations, and for the Parliament to scrutinise and consider whether to disallow
those legislative instruments.
While the Law Council supports the disallowable nature of the various sets of
statutory rules required to be made under the new regime, disallowance is no
substitute for the Parliament being given an adequate opportunity to scrutinise the
nature, scope and terms of the legislative powers that it is being requested to
delegate to the executive, and the immunities it is being asked to confer for acts
done in good faith compliance or purported compliance.
In this regard, weight should also be placed on the fact that most of the subordinate
legislative instruments will be rules rather than regulations, which will have a lesser
degree of internal scrutiny in their development and approval, and will not be drafted
by the Office of Parliamentary Counsel. The use of rules, rather than regulations, to
prescribe important matters was of concern to the Senate Scrutiny of Delegated
Legislation Committee in its 2019 report on its inquiry into the Parliamentary scrutiny
of delegated legislation.1 The Law Council considers that this proposal heightens

1

Senate Standing Committee for the Scrutiny of Delegated Legislation, Parliamentary Scrutiny of Delegated
Legislation, (March 2019), 92 at [5.39].
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the need for detailed and thorough Parliamentary scrutiny of the proposed
delegations of legislative power in a Bill.
Further, the ED Bill proposes that many of the essential requirements of the regime
will be set by individual notices, directions and determinations issued by the Minister
or Secretary of the Department, which are non-legislative instruments that are not
required to be made public. Most of these instruments will be subject to the
extensive non-disclosure provisions in the SCI Act.
Since it is therefore likely that the Parliament and wider public will have limited or no
visibility of the exercise of these delegated powers, it is important that there is
thorough scrutiny of the provisions of primary legislation which proposed to confer
those powers and regulate their exercise. This includes the careful examination of
applicable oversight, review and accountability mechanisms.
It will be particularly important that the Government does not seek to call on a Bill for
Parliamentary debate and passage until all legislative scrutiny committees, including
the Parliamentary Joint Committee on Human Rights and the Senate Scrutiny of
Bills Committee, have concluded their consideration of the Bill, and there has been a
reasonable opportunity for Parliamentarians to consider those reports.
The Law Council’s strong preference for allocating an adequate amount of time for
Parliamentary scrutiny is consistent with the caution recently sounded by the Senate
Standing Committee on Delegated Legislation in its review of the Parliamentary
scrutiny of delegated legislation. That Committee observed that many concerns it
had identified in its scrutiny of legislative instruments could have be avoided if the
Government had proposed, or the Parliament had insisted upon, placing stronger
parameters on delegated legislative powers when developing and scrutinising Bills.2
Importance of scrutinising the novel, ministerial authorisation framework for
governmental intervention in cyber security incident responses
Proposed Part 3A of the SCI Act seeks to establish a novel arrangement for
governmental intervention in cyber security incidents affecting privately held critical
infrastructure assets. In effect, it adopts domestically a similar ministerial
authorisation (MA) framework to that governing the offshore activities of certain
intelligence agencies under the Intelligence Services Act 2001 (Cth) (ISA).3
The effect of the proposed MA framework (SCI-Act MA regime) is that the
Secretary of the Department of Home Affairs (Secretary) will be authorised to issue
a wide range of directions to critical infrastructure owners and operators, and to the
Australian Signals Directorate (ASD) to intervene in the response to an incident.
(However, the Law Council notes that the taking of offensive action to combat a
cyber security attack is expressly excluded.)
The novel and complex nature of this arrangement, particularly in relation to
oversight and safeguards, requires further explanation and context beyond the
limited information provided in the explanatory document to the ED Bill. More time
is also needed to scrutinise this aspect of the proposed regime than has been
2

Ibid, Chapter 5, especially recommendations 8-10.
ISA, Part 2, Division 1 (especially sections 8 and 9) which prescribes MA requirements for certain activities
of the Australian Secret Intelligence Service (ASIS), Australian Signals Directorate (ASD), and Australian
Geospatial-Intelligence Organisation (AGO). Generally, an MA will be required for activities of all agencies
that involve the production of intelligence on an Australian person overseas, and certain activities of ASIS
which will have a direct effect on an Australian person overseas. Ministerial authorisation is required for these
acts, irrespective of whether they would otherwise constitute an offence or a tort. However, for those acts
which would otherwise be unlawful or tortious, section 14 of the ISA confers an immunity from legal liability
upon members of agencies who undertake acts in the proper performance of their agency’s functions.
3
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possible in the consultation period for the ED Bill, and more time than is available in
the remaining eight Parliamentary sitting days in 2020.

Access to draft administrative materials in scrutinising the Bill
Regulation Impact Statement
The explanatory document accompanying the ED Bill (Explanatory Document)
indicates that, while work is being done to assess the regulatory impacts of the
expanded regime, and a ‘qualitative’ Regulation Impact Statement (RIS) has been
prepared, there is no apparent intention to release a formal RIS for the Bill itself.4
Rather, there appears to be an intention to prepare an individual RIS accompanying
each set of sector-specific statutory rules which prescribe regulated assets, and
details of obligations with respect to risk management and incident response plans,
vulnerability assessments and reporting requirements. It appears that these
statutory rules would be prepared, and the accompanying RIS and other explanatory
materials released, after the Bill has been passed.5
The Law Council would prefer to see the preparation and release of at least a
high-level RIS accompanying the Bill, as well as an individual RIS accompanying
each set of sector-specific statutory rules if the Bill is passed. Such transparency
would considerably aid the scrutiny of the proposed legislation.
The Law Council derived assistance from the inclusion of a RIS in the explanatory
memoranda to the Telecommunications and Other Legislation Amendment Bill 2016,
which enacted the telecommunications sector security regime (TSSR) in Part 14 of
the Telecommunications Act 1997 (Cth) (Telco Act), and the Security of Critical
Infrastructure Bill 2017, which enacted the SCI Act.
The Law Council acknowledges that the regimes in the SCI Act and Telco Act are
presently limited to defined sectors. Nonetheless, the practice of releasing a RIS
with the originating Bills to those Acts highlighted the utility of stakeholders having
access to as much information as possible about projected regulatory impacts and
the way in which they are being considered, as part of the process of scrutinising the
originating Bills, and not only when later examining subordinate legislation
prescribing further details to make the regime operational.
Other supporting administrative materials
The Law Council also considers that it would be desirable for the Parliament,
industry, civil society and wider public to have access to draft administrative
materials to support the implementation of the expanded regulatory regime, while a
Bill is under consideration by the Parliament. This would ideally include:

4
5

•

draft rules to be made under the proposed legislation, or at least statements of
approach that outline core elements and guiding principles to promote
substantive equality and consistency of treatment across different sectors;

•

draft operational materials about the approach to monitoring and enforcing
compliance, including details about the intended application of the Australian
Government Regulator Performance Framework to the Department in relation
to its administration of the expanded regime under the SCI Act; and

Explanatory Document, 8 at [42].
Ibid.
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•

draft guidance materials about decision-making in relation to requesting,
approving and executing the SCI-Act MA regime for responses to serious
cyber security incidents.

The Law Council understands that some details about the implementation and
operation of the proposed regime, such as technical specifications in relation to
system information and software, may be sensitive and the dissemination of draft
guidance materials may need to be undertaken via secure means, such as the
Trusted Information Sharing Network (TISN) for communications between
government and industry on security related matters.
However, the types of administrative materials listed above, which the Law Council
considers should be prepared and made available while the Parliament is
scrutinising the Bill, are not directed to the disclosure of technical or otherwise
sensitive operational or commercial information. Rather, they seek clarity about the
intended regulatory approach under the proposed expansions to the SCI regime.
The Law Council notes that the release of such guidance materials during the
Parliamentary scrutiny of a Bill can provide considerable assurance about the
intended manner of operation of the regime. This can be relevant to stakeholder
views and the Parliament’s decision-making about the nature and scope of the
discretionary powers sought to be delegated to members of the executive, and the
matters that should be dealt with in primary legislation alone.
This was the case with the establishment of the TSSR measures in 2016-17, in
which draft administrative guidelines were released and considered as part of the
Parliamentary scrutiny of the Bill. This enabled the identification of areas of
uncertainty for industry and other stakeholders, and the identification of priority
areas by the Parliament in respect of which specific guidance was requested.6

Interaction with proposed foreign investment reforms
The Foreign Investment Committee (FI Committee) of the Law Council’s Business
Law Section (BLS) also wishes to register its concern with the apparent absence of
coordination of public consultation processes for the proposed amendments to the
regulatory regimes for critical infrastructure and foreign investment.
In August 2020, the FI Committee provided submissions to the Department of the
Treasury, which commented on proposed amendments to the Foreign Acquisitions
and Takeovers Act 1975 (Cth) (FATA), in the exposure draft of the Foreign
Investment Reform (Protecting Australia’s National Security) Bill 2020 and
associated exposure draft regulations proposed to be made under the FATA, as
amended.
However, when the proposed changes to the FATA were first released, the proposed
changes to the SCI Act had not been released. Accordingly, the full impact of those
proposed changes was not apparent, including their impact on the proposed
mandatory notifications under the FATA. Likewise, the RIS in relation to the FATA
changes was prepared before the proposed changes to the SCI Act were finalised,
meaning that it does not take account of the broader package of changes and their
impacts, and that many persons who responded with submissions to the FATA
changes did not have the opportunity to consider these important developments.

6

See: Parliamentary Joint Committee on Intelligence and Security, Advisory Report on the
Telecommunications and Other Legislation Amendment Bill 2016, (June 2017), especially recs 1, 4 and 12.
Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 10

Accordingly, the Law Council supports a longer timeframe for the consideration of
both sets of proposed amendments, so that their combined effects (including
regulatory impacts) can be assessed.

Interactions with statutory reviews of critical infrastructure laws
Moreover, the Parliamentary Joint Committee on Intelligence and Security (PJCIS)
is required to commence a statutory review of the SCI Act by 11 April 2021.7 That
review has not yet commenced. The PJCIS is required to consider the operation,
effectiveness and implications of the Act; as well as whether it would be appropriate
to have a unified scheme for all critical infrastructure assets, including
telecommunications assets.8
Separately, the PJCIS is also undertaking a statutory review of the related TSSR for
telecommunications carriers and carriage service providers and intermediaries in
Part 14 of Telco Act, which is required to report by 18 September 2021.9
The Law Council considers that the major reforms proposed to the SCI Act in the
ED Bill would ideally be considered as part of, or in coordination with, these
statutory reviews of the existing regulatory regimes.
This would enable evidence of current experience to inform the development of the
proposed expansions, and for the proposed expansions to be assessed holistically,
as a component of a broader national regulatory framework. This will also help to
avoid risks of fragmentation or inconsistent treatment between entities regulated by
the SCI Act and the TSSR measures in the Telco Act respectively.
Recommendation 1—adequate opportunity for Parliamentary and public scrutiny
•

If a Bill is introduced to Parliament in 2020, passage should not be
sought until the Autumn 2021 sittings, to enable thorough scrutiny
(including the combined impact of the proposed amendments to
security of critical infrastructure and foreign investment laws).
This should include adequate time for all legislative scrutiny
committees, including the Parliamentary Joint Committee on Human
Rights and the Senate Scrutiny of Bills Committee, to report and for
members to consider those reports.

•

Schedule 1: amendments to the Security of Critical
Infrastructure Act 2018 (Cth)
Key proposed amendments
The Law Council notes the following proposed expansions of the regulatory regime.
•

The imposition of an expanded ‘positive security obligation’ on the
owners and operators of critical infrastructure assets, which:
-

expands the range of critical infrastructure sectors and assets able to be
regulated under the regime (namely, a total of eleven sectors, with
individual assets that ‘relate to’ those sectors being covered). Certain
regulatory obligations may be ‘turned on’ for particular assets via the

7

SCI Act, section 60A.
Ibid, subsection 60A(1).
9 Telco Act, section 315K.
8
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making of statutory rules by the Minister, or by private Ministerial
declaration if certain security-related grounds exist;
-

•

imposes further obligations on regulated entities, which are enforceable
by civil penalty provisions. The new regulatory obligations are additional
to the existing obligations in the SCI Act with respect to reporting and
notification, and complying with Ministerial directions to take, or refrain
from taking, specified action on security grounds. They cover:
▪

requirements to develop, comply with, report on and periodically
review and update ‘critical infrastructure risk management
programs’, which identify material hazards and mitigation or
elimination strategies (and comply with any other matters set out in
rules made by the Minister); and

▪

requirements to provide notification if a cyber security incident
occurs which has a ‘relevant impact’ on the operation of a critical
infrastructure asset (essentially a direct or indirect impact, of any
magnitude, on the availability, integrity and reliability of the asset,
or a direct or indirect impact on the confidentiality of information
about the asset or information stored in the asset or in a
computer);

The imposition of specific cyber security obligations in relation to
‘systems of national significance’
The new concept of a ‘system of national significance’ will cover a critical
infrastructure asset that is declared, in writing, by the Minister in a nonlegislative instrument, if the Minister is satisfied the asset is a ‘system of
national significance’ (having regard to interdependencies between the asset
and other critical infrastructure assets, and any other matters they consider
relevant). The additional obligations are:

•

-

incident response planning obligations, including requirements to
develop, comply with and review and update an incident response plan
for cyber security incidents; to conduct and report on cyber security
exercises as directed by the Secretary;

-

requirements to conduct and report on vulnerability assessments
in relation to computer systems and cybersecurity generally, as directed
by the Secretary; and

-

requirements to report periodically on system information, which
relates to the operation of a computer that is used to operate a system of
national significance, including requirements to install system
information software, as directed by the Secretary;

The conferral of additional enforcement powers on the Secretary of the
Department in relation to all of the new and existing obligations
The ED Bill proposes to enliven additional enforcement powers in the
Regulatory Powers (Standard Provisions) Act 2014 (Cth) (RPA) to confer
monitoring, investigation and infringement notice powers on the Department of
Home Affairs. This is additional to the enforcement powers in existing section
49, which enliven the civil penalty, enforceable undertaking and injunction
provisions of the RPA.

•

The establishment of an MA regime for government intervention in
serious cyber attacks on privately held critical infrastructure assets

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 12

While these powers are labelled ‘assistance’ they are more accurately
characterised as intervention, because they are exercisable in the absence of
the agreement or request of the owners or operators of privately held critical
infrastructure assets. The proposed regime operates on the following basis:
-

-

the Minister issues an SCI-Act MA, on the oral or written application of
the Secretary, if satisfied that:
▪

a cyber security incident has occurred, is occurring or is imminent;

▪

that incident is likely to have a relevant impact on a critical
infrastructure asset;

▪

there is a material risk of serious prejudice to Australia’s social or
economic stability, defence or national security;

▪

no existing Commonwealth, State or Territory regulatory system
could respond adequately; and

▪

the Minister is satisfied that various directions able to be given
under the MA are likely to facilitate a practical and effective
response to the incident;

the SCI-Act MA may authorise the Secretary to do one or more of the
following, for up to 20 days:
▪

issue directions to an owner or operator of a critical infrastructure
asset to take action or omit to take action, or to provide
information; and

▪

request ASD to intervene, if satisfied that this is reasonably
necessary and proportionate, technically feasible, and the
infrastructure owners or operators are unwilling or unable to take
action themselves.

ASD’s acts of intervention may include the following (in respect of which
it is conferred with immunity from criminal or civil liability for acts done in
good faith compliance, or purported compliance, with the SCI-Act MA):
▪

accessing or modifying data held in a computer that is part of the
critical infrastructure asset to which the SCI Act-MA relates;

▪

undertaking an analysis of a computer, or computer program or
data; and

▪

doing incidental acts including accessing, adding, copying, altering
or deleting data; altering the function of a computer; removing or
disconnecting a computer; connecting another computer,
temporarily removing a computer from premises, and entering
premises (including with the assistance of a constable, who is
authorised to use force against property for this purpose).

Summary of Law Council position on Schedule 1 measures
The Law Council does not oppose, in principle, the establishment of a coordinated
and nationally consistent regulatory regime for the protection and resilience of
critical infrastructure assets within Australia, from all forms of security risks.
However, the regulatory burden and associated limitations on rights and liberties
must go no further than is necessary, reasonable and proportionate.
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The Law Council notes that the proposed expansion of the SCI regime appears to
be unprecedented among Australia’s Five Eyes counterparts. Moreover, it is
important to acknowledge that the proposed expanded regime would not operate in
a comparable constitutional and legislative framework for the protection of human
rights as those which exist in all other Five Eyes jurisdictions.
Key issues
The Law Council comments on matters of detail in the proposed regime, which
focus on the following core areas:
Delegations of legislative power
•

broad delegations of legislative power with limited statutory parameters for its
discretionary exercise, particularly in relation to prescribing the assets covered
by the regime, details of security obligations in relation to those assets, and
the determination of a cyber security incident to be ‘serious’ for the purpose of
enlivening the SCI-Act MA regime;

Thresholds and scope of powers, including enforcement
•

imprecise or low thresholds for the exercise of coercive and intrusive powers,
including enforcement (particularly the conferral of investigative and
monitoring powers on the Department of Home Affairs, with wide powers of
delegation in relation to enforcement functions);

Review rights
•

limitations on legal rights of review of administrative decisions made under the
proposed expanded regime, namely:
-

-

limitations in judicial review rights, primarily:
▪

the exclusion of statutory judicial review rights in relation to all
decisions made under the proposed SCI-Act MA regime in new
Part 3A of the SCI Act, based on a generalised appeal to national
security considerations; and

▪

the impact of highly restrictive secrecy provisions in section 47 of
the SCI Act that will likely prevent the effective exercise judicial
review rights in original jurisdiction; and

the absence of any merits review rights (for example, rights to seek
review in the Security Division of the Administrative Appeals Tribunal);

Immunities from civil and criminal liability
•

the scope of proposed immunities from civil and criminal liability for persons
performing functions or exercising powers under the expanded regime;

•

a potentially unintended result in relation to ASD, which will mean that it is
conferred with multiple immunities under multiple statutes, however:
-

each immunity will differ in its scope. In particular,
▪

the proposed immunity in the SCI Act will not be contingent on the
‘proper performance’ by ASD of its functions, which is one of the
requirements for the existing immunities conferred under section
14 of the Intelligence Services Act 2001 (Cth) (ISA) and Part 10.7
of the Criminal Code Act 1995 (Cth) (Criminal Code); and
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▪

-

the immunities in the ISA and Criminal Code are also subject to
evidentiary certification powers by the Inspector-General of
Intelligence and Security (IGIS) in respect of whether ASD
engaged in an activity in the proper performance of its functions. A
much broader certification function applies in relation to the
proposed SCI Act immunity, covering any fact. The Law Council is
concerned about the appropriateness of the proposed
establishment of such a broad certification arrangement, and the
proposed conferral of that certification function on the IGIS; and

the proposed immunity in the SCI Act will not require ASD to notify the
IGIS when ASD relies on that immunity and knows that a third party has
suffered, or is likely to suffer or to have suffered, material loss or
damage as a result of ASD’s actions. This is in contrast to the proposed
notification obligations in Schedule 2 to the ED Bill, in relation to ASD’s
immunity under Part 10.7 of the Criminal Code;

Operational oversight
•

limitations on independent operational oversight of the expanded regime,
particularly the functions of the Commonwealth Ombudsman in overseeing the
actions of the Department of Home Affairs in administering the regime.
This includes the following key issues:
-

the absence of a statutory basis for the Commonwealth Ombudsman to
conduct inspections of the Department of Home Affairs in relation to its
administration of the regime;

-

the application of the secrecy provisions in existing sections 45-47 of the
SCI Act to an expanded range of information:
▪

section 46 does not presently contain any exceptions to the
secrecy offence in section 45 for voluntary disclosures to
Commonwealth oversight bodies with relevant responsibilities; and

▪

section 47 purports to override the coercive information-gathering
powers of those bodies.

The ED Bill does not propose any consequential amendments to these
provisions to accommodate a genuine need for enhanced oversight as a
result of the broader powers, obligations and liabilities proposed to be
conferred; and
-

the absence of consequential amendments to the secrecy provisions in
section 34 of the Inspector-General of Intelligence and Security Act 1986
(Cth) (IGIS Act) to remove conflict between the prohibitions on
disclosure of information in that provision, and the permitted disclosures
to the Commonwealth Ombudsman under proposed section 43B of the
SCI Act (per item 50 of Schedule 1 to the ED Bill); and

Statutory reviews of the expanded regime
•

the absence of statutory provisions requiring independent or Parliamentary
reviews (or both) in relation to the operation of the expanded regime, after it
has been in force for a reasonable period, such as three years.
For example, the ED Bill does not propose to update or expand upon the
present, one-off statutory review provision in existing section 60A of the SCI
Act, which requires the PJCIS to commence a review of that Act in 2021.
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Caveat
In view of the limited timeframes for consultation on the ED legislation, and the
significant volume of legislation presently the subject of Parliamentary inquiry or
public consultation, these issues are not necessarily exhaustive or conclusive of the
Law Council’s position.

Expanded positive security obligations, and cyber security
obligations for ‘systems of national significance’
Scope, thresholds and contents of obligations
The expanded security obligations in proposed Parts 2A and 2B, together with the
expanded definition of ‘critical infrastructure asset’ (and component terms) confer
significant delegations of legislative power to prescribe the entities which are
covered, and the substance of their regulatory obligations under Parts 2, 2A, 2B, 3
and 3A of the SCI Act (as proposed to be amended).
While the Law Council recognises the interests in flexibility, including to take account
of changes in the nature of assets and sectors and their attendant capabilities and
security risks, it considers that further statutory parameters are needed, including:
•

•

consideration of whether further matters can be placed in primary legislation
as criteria for the exercise of delegated legislative powers. This should include
consideration of the following matters:
-

a statutory pre-condition for protocols to have been made detailing the
process for rule-making under the SCI Act; and

-

a statutory pre-condition to identify and take into consideration the
impacts of proposed new or amended rules on broader regulatory
regimes, including with respect to foreign investment (see below);

more extensive consultation requirements in relation to proposed rules, which
relevantly provide for:
-

longer consultation periods than the proposed period of 14 days, which
the Law Council considers is disproportionate to the significant
regulatory impacts of the proposed rules on regulated entities as well as
third parties), and the highly technical nature of the SCI regime;

-

more extensive requirements to notify relevant entities of proposed
regulatory changes than the proposed requirement to cause a notice to
be placed on part of the Department’s website (which may be unlikely to
come to the attention of entities affected by the proposed rules, and may
compound the inadequate statutory minimum consultation period);

-

express statutory obligations on the Minister to take into account
consultation comments before making rules;

-

an express provision stating that rules are invalid if the Minister has
failed to comply with all of the statutory consultation requirements; and

-

stronger limitations on the Minister’s power to bypass consultation
requirements in circumstances of emergency. This should include
requirements directed to ensuring the necessity and proportionality of
such a course of action, such as the following matters:

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 16

-

•

▪

requirements for the Minister to be satisfied that an incident which
has occurred (or is imminent) will not only have a significant impact
on an asset; but will also be likely to cause serious prejudice to
national interests, or otherwise have significant, adverse effects on
third parties that rely on the asset; and

▪

requirements for the Minister to consider the potential impacts on
regulated entities of failure to consult; and to weigh these against
the assessment of the gravity and likelihood of harm to essential
national interests that may arise from delay in issuing rules as a
result of a consultation process; and

stronger safeguards in relation to the operation of the rules in respect of
which the Minister has bypassed the general consultation requirements.
For example:
▪

such rules should sunset within a fixed, short-term period (in the
nature of months) so that they are not in force any longer than is
necessary for the immediate response to a particular incident;

▪

the Minister should be under an explicit statutory obligation to
conduct consultations on permanent / ongoing rules, and to revoke
the temporary / emergency rules at the first available opportunity;

▪

some form of legal protection against enforcement action (such as
an exception or defence of reasonable excuse) should apply in
relation to regulated entities that fail to comply with their
obligations under rules that were not the subject of consultation, if
compliance with those obligations would have been impossible, or
would have exposed the entity to significant hardship;

consideration should be given to statutory mechanisms to improve
Parliamentary scrutiny and control over the exercise of the proposed
rule-making powers, in recognition of their expansive scope and the gravity of
their impacts on regulated entities and others. This should include
consideration of the following amendments to the Bill:
-

the insertion of provisions which defer the commencement of statutory
rules (except in emergencies) until after the expiry of the Parliamentary
disallowance period, rather than commencement immediately upon
registration on the Federal Register of Legislation.
Deferred commencement would maximise the opportunity for meaningful
Parliamentary scrutiny of the rules. Importantly, it would mean that the
Parliament would not have to weigh any concerns it may have with the
substance of rules with the regulatory impact on industry of repealing
rules that are already in force. (Noting that regulated entities are likely to
have incurred significant expense in their structuring their compliance
arrangements around the rules.) Rather, Parliament would be free to
examine the rules purely on the merits of their substance, without having
to additionally take into account the impacts of disallowance if the rules
were already binding on regulated entities; and

-

provisions which confer functions on the PJCIS (or another
Parliamentary Committee) to conduct inquiries into statutory rules made
under the SCI Act, and to make advisory recommendations about the
exercise (or otherwise) of disallowance powers. One reason it may be
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advantageous to confer such a function on the PJCIS is the ability of that
Committee to receive classified evidence;
As discussed subsequently in relation to secrecy provisions, in the context of review
and oversight, consideration should also be given to whether there is a need for
further permitted disclosures in section 46 of the SCI Act, to facilitate effective
consultation in relation to proposed rules. For example, regulated entities that are
affected by proposed rules may need to disclose ‘protected information’ for the
purpose of obtaining legal advice on those proposed changes. They may also need
to consult with third parties that use their assets, or which provide services to them,
to ascertain the impacts of proposed rules.
Recommendation 2—stronger parameters on proposed delegations of power in
respect of expanded security obligations
•

The ED Bill should be revised to take account of the matters set out at
paragraphs [47] and [48] of this submission in relation to the proposed
delegation of legislative powers to the Minister.

Interaction with proposed amendments to foreign investment laws
The FI Committee of the Law Council’s BLS made submissions on 31 August 2020
to the Department of the Treasury on exposure drafts of:
•
•

proposed amendments to the FATA in the Foreign Investment Reform
(Protecting Australia’s National Security) Bill 2020; and
the Foreign Investment Reform (Protecting Australia’s National Security)
(National Security Business) Regulations 2020 (National Security FATR).

In those submissions, the FI Committee recommended that the proposed crossreferencing to critical infrastructure assets under the SCI Act in section 10A of the
draft National Security FATR be fixed to the current list of critical infrastructure
assets, without automatic updating or the current definition of critical infrastructure
assets be replicated in the draft National Security FATR as a standalone category.
The FI Committee is now even more concerned about the proposed crossreferencing, having reviewed the ED Bill. The proposed expansion of the concept of
'critical infrastructure assets' in the SCI Act to cover an additional 11 sectors will
capture an extraordinarily broad range and number of businesses. It will not always
be the case that the acquisition of a ‘direct interest’ (generally a 10 per cent or
greater interest) in any such business raises any actual or potential national security
issues so as to justify a mandatory notification requirement under the Foreign
Investment Review Board (FIRB) regime.
The FI Committee notes that, by seeking to define 'critical infrastructure assets' for
the purposes of the FATA by reference to the SCI Act, the Government avoids the
difficult task of:
•

considering which of the additional sectors, and businesses within those
sectors, proposed as critical infrastructure assets for the purposes of the
SCI Act should be considered as national security businesses for the
purposes of the FATA; and

•

identifying whether there are ambiguities in the proposed amendments to the
SCI Act in the ED Bill, which need to be clarified, both for the purposes of the
SCI Act and the FATA. By way of non-exhaustive examples of ambiguities:
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-

the proposed definition of ‘critical data storage or processing asset’
seems to apply to the owner of property on which a data centre is based
and to equipment providers who provide IT for the data centre.
However, the FI Committee understands that the intent is that it applies
only to those actually involved with the operation of the data centre; and

-

the ED Bill proposes to amend the SCI Act to confer delegated
legislative powers to effectively ‘turn on’ and ‘turn off’ the regulatory
regime under that Act in relation to a particular asset (by prescribing or
‘de-prescribing’ it as a ‘critical infrastructure asset’). However, it is not
clear whether the FATA (as is proposed to be amended) will capture the
effect of rules made under the SCI Act (as proposed to be amended)
which effectively change the definition of ‘critical infrastructure asset’
under the SCI Act.

Although this task may be difficult, the FI Committee considers that it is necessary
for the effective operation of both the foreign investment and SCI regimes. It should
be done in consultation with the business community and other stakeholders, to
ensure that there remains an appropriate balance between protecting against
national security risks and not deterring foreign investment.
Otherwise there will undoubtedly be an exponential increase in the number of
applications submitted to FIRB, well beyond the figures put forward in the regulation
impact section of the explanatory memorandum to the Foreign Investment Reform
(Protecting Australia’s National Security) Bill 2020 which stated that ‘It is estimated
that the reforms will result in around 100 additional applications and 1,800 additional
registrations being made by investors each year, involving an additional aggregate
compliance cost of approximately $1.5 million per annum, on average’.
The FI Committee believes that the figure will be more in the ballpark of at least
1,000 additional applications each year. Unless FIRB is given substantial additional
resources, this will unavoidably mean lengthy FIRB processing times and possible
loss of foreign investment to other jurisdictions, which is not in anyone's interests.
Accordingly, it will be crucial that the Government provides the business community
with a reasonable opportunity to provide submissions on the proposed definition of
'critical infrastructure assets' for the purposes of both the SCI Act and the FATA, and
to reconsiders its cross-referencing proposal having regard to such submissions.
The Law Council recommends that these matters are taken up in addition to the
recommendations above, which are directed to setting stronger statutory parameters
on the proposed delegations of legislation power under the SCI Act to determine the
application of the regime to specific assets, and the content of applicable
obligations.

Ministerial authorisation regime for governmental intervention in
serious cyber security incidents (‘SCI-Act MA regime’)
Thresholds and process for issuing an SCI-Act MA
The SCI-Act MA regime in proposed Part 3A of the SCI Act is similar, in many
respects, to the MA regime in the ISA in relation to the overseas intelligence
collection activities of ASD, the Australian Secret Intelligence Service (ASIS), and
the Australian Geospatial-Intelligence Organisation (AGO) in relation to activities
that involve the production of intelligence on Australian persons in foreign countries
(ISA-MA regime).
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However, the key differences between the ISA-Act MA regime, and the proposed
SCI-Act MA regime, are that the proposed SCI-Act MA regime:
•

will authorise acts inside Australia;

•

will authorise those acts inside Australia for the purpose of responding to a
‘serious cyber security incident’ affecting privately held critical infrastructure
assets in Australia, rather than the overseas collection of intelligence about
Australian persons, which is relevant to Australia’s interests;

•

will be administered by the Home Affairs portfolio, with the Home Affairs
Minister issuing MAs on the application of the Secretary of the Department;

•

will confer wide discretionary powers on the Secretary about the acts to be
undertaken pursuant to the SCI-Act MA, including the exercise of coercive
powers against owners and operators of critical infrastructure assets;

•

will require ASD to perform (non-offensive) intervention functions at the behest
of another portfolio Minister (and Secretary of that portfolio Department) rather
than its own Minister, on its direct request for authorisation; and

•

will authorise SCI-Act MAs to remain in force for up to 20 days, which in the
absence of explanation is difficult to reconcile with the stated policy intention
that the extraordinary intervention powers proposed to be conferred under
SCI-Act MAs are directed to circumstances of urgency and emergency.

Recommended improvements
There are a number of positive aspects of the proposed powers to issue and make
directions under SCI Act MAs, including:
•

a limitation of the power to incidents which are likely to cause serious
prejudice to specified national interests;

•

explicit requirements to be satisfied of the necessity and proportionality of the
powers sought to be authorised, including statutory guidance in applying the
test of proportionality;

•

a requirement for the Minister to consult with the responsible entity or entities
for the relevant critical infrastructure asset or assets, before issuing an
SCI-Act MA; and

•

while there is no limitation on the number of subsequent SCI-Act MAs that can
be issued in relation to an incident, the Minister is required to take into account
the number of occasions on which an MA was issued previously.

However, the Law Council is concerned about overbreadth in several aspects of the
issuing threshold and process for SCI-Act MAs and recommends various
amendments, as set out below.
Independent issuing
Consideration should be given to an independent issuing process, noting the
recommendations of the third Independent National Security Legislation Monitor
(INSLM), Dr James Renwick SC, in relation to the compulsory industry assistance
regime in Part 15 of the Telco Act (as enacted by the TOLA Act in 2018).
The third INSLM recommended independent issuing (by a new Investigatory Powers
Division of the Administrative Appeals Tribunal, headed by a retired judge) of the
extraordinary powers of coercion able to be exercised against private industry,
having regard to the gravity of those powers and the need for the highest levels of
public and industry trust and confidence in the integrity of that regime.
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The Law Council considers that the considerations identified by the third INSLM
apply equally to the proposed intervention regime in new Part 3A of the SCI Act.
The proposed SCI intervention regime is fundamentally distinguishable to the
matters to which the MA model in the ISA is directed. Namely, the proposed
SCI-related intervention powers will:
•

apply domestically, and will therefore affect Australian persons who are
physically present in Australia. This includes the application of immunities for
acts done under, or in purported compliance with, an SCI-Act MA (which will
extinguish the rights of Australian persons to legal remedies in relation to any
loss, damage, injury or harm suffered as a result of interventions); and
confer powers of coercion that require private entities to engage or refrain
from engaging in particular actions and provide certain information, not merely
intrusive surveillance powers.

•

The Law Council submits that these factors mean that the model proposed by the
third INSLM in relation to the compulsory industry assistance regime in the Telco Act
is a preferable basis for the new SCI intervention regime than the MA regime in the
ISA for intelligence collection purposes.
Recommendation 3—issuing authority for intervention powers
•

Consideration should be given to an independent issuing authority for
authorisations to exercise powers of direction and intervention under
new Part 3A of the SCI Act, along the lines recommended by the third
INSLM in relation to the authorisation of compulsory industry
assistance powers under Part 15 of the Telco Act.

Issuing threshold
While the Law Council supports the proposed threshold of ‘serious prejudice’ to
specified national interests, it is concerned that the national interests which are
specified in proposed paragraph 35AB(1)(c) are extremely broad and vague, and
appear to duplicate and overlap with each other in several respects.
Australia’s social and economic stability
For example, the concept of ‘social or economic stability’ in proposed subparagraph
35AB(1)(c)(i) is undefined, and its ordinary meaning could cover a wide and
uncertain (and potentially indeterminate) range of matters. The rule of law requires
that the law must be readily known and available and certain and clear. This
requires that key terms be defined with precision, especially in relation to thresholds
for the exercise of coercive and intrusive powers.
The defence of Australia
The concept of ‘defence of Australia’ is recognised explicitly in proposed
subparagraph 35AB(1)(c)(ii). However, proposed subparagraph 35AB(1)(c)(iii)
covers the concept of ‘national security’ which is defined in existing section 5 of the
SCI Act as ‘Australia’s defence, security and international relations’.
In addition to the duplication of the concept of ‘defence’ in proposed subparagraphs
(ii) and (iii) of paragraph 35AB(1)(c), it is unclear why the proposed intervention
powers need to be available for the purpose of the conduct of Australia’s relations
with foreign governments. The Explanatory Document does not address the
necessity or proportionality of this aspect of the proposed SCI-Act MA regime.
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Meaning of ‘national security’: importation of the definition of ‘security’ in the ASIO Act
Further, existing section 5 of the SCI Act defines ‘security’ (as a component of the
term ‘national security’ as used in new section 35AB) by reference to the definition
of that term in section 4 of the ASIO Act, which is extremely broad, covering, among
other matters:
(a)

espionage, sabotage, politically motivated violence, promotion of communal
violence, attacks on Australia's defence system, and acts of foreign
interference;

(aa) the protection of Australia's territorial and border integrity from serious threats;
and
(b)

the carrying out of Australia's obligations to any foreign country in respect of
the matters in paragraphs (a) and (aa) above.

In addition to the breadth of each component term in the concept of ‘security’ in the
ASIO Act, the Law Council also notes that:
•

the component term ‘politically motivated violence’ (also defined in section
4 of the ASIO Act) is technically capable of covering legitimate protest and
dissent (including the actions of people who do not personally engage in
violence, but their protest or advocacy may attract ‘counter-protestors’ who
may engage in violence). However, separate statutory limitations in
section 17A of the ASIO Act and the Minister’s Guidelines to ASIO (made
under section 8A of that Act) attempt to limit that ASIO’s investigative activities
in relation to such legitimate activity. No such limitations are imported into the
SCI regime, including in relation to the SCI-Act MA regime in new Part 3A; and

•

no justification has been offered for the proposal to extend the SCI-Act MA
regime to the matters in paragraph (b) of the definition of security in the
ASIO Act (that is, the fulfilment of Australia’s obligations to other countries).
The Law Council considers that the conferral of coercive powers for this
purpose is neither necessary nor proportionate to a legitimate objective.

Meaning of ‘offensive cyber action’
The Law Council welcomes the proposed exclusion in new subsection 35AB(12) of
‘offensive cyber action’ from the activities that ASD or a private owner or operator of
critical infrastructure may be required to perform under an SCI-Act MA.
However, the ED Bill does not define the expression ‘offensive cyber action’.
The Law Council is concerned that, in practice, the distinction between a ‘defensive’
and an ‘offensive’ action may not always be clear, and interpretations may
reasonably differ. The Law Council recommends that an attempt is made at a
statutory definition of this term (even if this is done on a non-exhaustive basis) to
facilitate clarity to the maximum extent possible.
Recommendation 4—definitional matters relevant to issuing thresholds
•

The definitions of key terms in the issuing criteria for SCI-Act MAs in
proposed section 35AB of the SCI Act should be amended to address
the matters of ambiguity, overbreadth and overlap identified above.
As a minimum:
-

the definition of ‘security’ as a component term of ‘national
security’ for the purpose of proposed subparagraph
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35AB(1)(c)(iii) should exclude paragraph (b) of the definition of
security in the ASIO Act;
-

the reference to ‘defence’ in proposed subparagraph
35AB(1)(c)(ii) should be omitted, given that it is covered by the
defined term ‘national security’ in proposed
subparagraph35AB(1)(c)(iii);

-

consideration should be given to the necessity and
proportionality of allowing SCI-Act MAs to be issued in relation
to matters causing serious prejudice to Australia’s foreign
relations, noting that this concept is covered by the definition of
‘national security’ in section 5 of the SCI Act, as used in
proposed subparagraph 35AB(1)(c)(iii);

-

express statutory limitations should be applied to the requesting
and issuing of SCI-Act MAs on the basis of national security that
is constituted by ‘politically motivated violence’ (as a component
of the definition of ‘security’ in the ASIO Act, which is
incorporated by reference in the definition of ‘national security’ in
section 5 of the SCI Act). These limitations should place
additional limitations on the power to issue SCI-Act MAs in
relation to legitimate acts of protest, advocacy and dissent
(especially cases in which lawful protestors are not themselves
engaging in harmful or violent acts, but their actions may incite
counter-protestors who engage in such acts);

-

the term ‘offensive cyber activity’ for the purpose of the
exclusion in proposed subsection 35AB(12) should be defined,
so as to provide clarity and certainty; and

-

the terms ‘social stability’ and ‘economic stability’ for the
purpose of proposed subparagraph 35AB(1)(c)(i) should be
defined, so as to provide clarity and certainty.

Application of necessity and proportionality tests for authorised acts
The Law Council welcomes the inclusion of proposed subsections 35AB(5)-(7),
which require the Minister to be satisfied of the necessity and proportionality of the
proposed actions authorised under an SCI-Act MA requested by the Secretary.
However, this is not a complete assessment of the requirements of necessity and
proportionality. The Law Council recommends that the Ministers should also be
required to undertake a cumulative assessment of the necessity and
proportionality of all of the individual powers proposed to be conferred under the
MA. The Minister should not be authorised to issue an SCI-Act MA unless satisfied
of the necessity and proportionality of the cumulative powers proposed to be
conferred, as well as the individual necessity and proportionality of each power.
Recommendation 5—application of issuing tests of necessity and proportionality
•

Proposed subsections 35AB(5)-)(7) of the SCI Act should be amended
to require the Minister to undertake an assessment of the cumulative
necessity and proportionality of all of the powers proposed to be
authorised under an SCI-Act MA, in addition to individually assessing
the necessity and proportionality of each proposed power.
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Evidentiary basis and consultation requirements
There are no evidentiary thresholds for the Minister’s satisfaction of the relevant
conditions in proposed section 35AB.
Further, while there are some consultation requirements in relation to proposed MAs
(namely, with the Prime Minister, Defence Minister and owners or operators of
relevant critical infrastructure assets), the Law Council considers that these
requirements do not go far enough to ensure that decisions are made on the basis
of sufficient evidence and take into account all relevant considerations.
To address these matters, the Law Council recommends that the statutory
conditions are strengthened in line with the recommended measures below. They
would be additional to the proposed requirements in the ED Bill for the Minister to be
satisfied of the matters specified in existing subsections 35AB(1)-(10). Namely:
•

the Minister should be required to obtain the agreement of the Prime Minister
and Defence Minister to the proposed SCI-Act MA, not merely to consult with
them (as this means that the Minister would retain a statutory power to act
contrary to their advice, or fail to consider it in making an issuing decision);

•

the Minister should also be required to obtain the agreement of the AttorneyGeneral to a proposed SCI-Act MA, given the Attorney-General’s responsibility
for human rights and integrity policy (as well as their experience in approving
ASIO’s warrant requests, which seek to engage in intrusive activities on the
basis of security);

•

consideration should be given to a certification requirement, as a pre-condition
to requesting and issuing an SCI-Act MA, which requires certification from:
-

-

the Director-General of ASD as to:
▪

the existence of a ‘serious cyber security incident’;

▪

the need for the proposed intervention;

▪

the technical feasibility and potential impacts of any proposed
directions to be issued to critical infrastructure owners or
operators; and

▪

the fact that any proposed powers to require ASD’s intervention
will not involve the taking of ‘offensive cyber action’; and

the Director-General of Security in relation to the likelihood that the
cyber incident will cause serious prejudice to national security;

•

all MA requests must be accompanied by a statement of facts and grounds (as
is required for ASIO’s warrant requests under section 28 of the ASIO Act); and

•

there must be, in force, a protocol issued by the Minister for the making and
determination of requests for SCI-Act MAs, with the following attributes:
-

ideally, the protocol would be available publicly, preferably as a
legislative instrument, or at least published administratively (as is the
case for the protocol for the listing of terrorist organisations under
Division 102 of the Criminal Code); and

-

if publication of a protocol (in full or in part) is not compatible with
requirements of security, then a copy of any classified protocol (or
classified portions of a protocol) should be given to the IGIS,
Commonwealth Ombudsman, Opposition Leader and PJCIS.
Unclassified parts should be shared publicly.
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Recommendation 6—evidentiary and consultation requirements
•

Section 35AB of the SCI Act should be amended to address the
matters listed at paragraph [78] of this submission.

Documentation requirements for SCI-Act MAs that are issued orally
The Law Council understands the need for an oral issuing power in circumstances
of extreme emergency. It welcomes the approach to framing the power to make oral
SCI-Act MAs in proposed section 35AE, which applies a general prohibition on oral
issuing, subject to an exception if the Minister is satisfied that the time taken to give
the authorisation in writing would frustrate the actions sought to be taken.
The Law Council also welcomes the requirements in proposed section 35AE for the
Minister to make a written record of an oral SCI-Act MA, and ensure that copies are
given to the relevant critical infrastructure owner or operator as well as the IGIS (in
relation to oversight of ASD).
However, the Law Council is concerned about the following matters:
•

the time limit for making a written record (48 hours after the oral issuing
decision) is too long, given that the Secretary may conceivably issue
directions immediately in view of the circumstances of urgency in which an
oral SCI-Act MA is intended to operate. The Law Council recommends a
much shorter time limit, in the nature of one or two hours, so that action
taken under an SCI-Act MA does not commence in the absence of a written
record of that MA. This would be commensurate with the conceivable
complexity in the conditions of an SCI-Act MA, and the gravity of the powers of
coercion and intervention conferred. These factors make it critical that there is
a written record of the scope of powers conferred under an SCI-Act MA before
those powers are exercised;

•

there is no requirement for the Commonwealth Ombudsman to be given
a copy of the SCI-Act MA, or be alerted to the Secretary’s request for the
MA. This is anomalous, since it is the Ombudsman, and not the IGIS, which
has oversight responsibility for the actions of the Secretary in requesting an
SCI-Act MA and issuing directions under that MA.
While there may be a subjective policy intent that the IGIS will use their power
under proposed section 43B of the SCI Act to disclose SCI-Act MAs to the
Commonwealth Ombudsman, reliance on the discretion of the IGIS from timeto-time is not compatible with the separate and independent oversight
functions of the Ombudsman in relation to the Department.

•

there is no requirement for the Director-General of ASD to be given a
copy of the SCI-Act MA. Rather proposed section 35AX only requires the
Secretary to include a statement in a request for ASD to undertake an
intervention activity that the actions requested are in compliance with an
underlying SCI-Act MA. The Law Council considers that ASD should be
legally guaranteed access to the MA instrument itself, so that it can form an
assessment as to whether the powers it is asked to exercise are lawful and
proper, having direct regard to the scope of the source of authority.
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Recommendation 7—requirements for oral authorisations
•

Proposed section 35AE (and related provisions) of the SCI Act should
be amended to address the matters identified at paragraph [81] of this
submission.

Duration of SCI-Act MAs
The Law Council considers that further explanation is required for the proposed
20-day maximum duration of SCI-Act MAs in proposed section 35AG, having regard
to the fact that the regime is intended to operate in emergencies.
The Law Council seeks reasons for the selection of 20 days and not a shorter
period, including by reference to an evidence base that draws upon the duration of
previous serious cyber security incidents that affected critical infrastructure assets.
Recommendation 8—further information about proposed maximum duration
•

The Government should provide further explanation of the proposed
20-day maximum duration for SCI-Act MAs, which draws upon
evidence of the duration of previous serious cyber security incidents
that affected critical infrastructure assets, and were assessed as
causing or being likely to cause prejudice to the national interests
specified in proposed paragraph 35AB(1)(c) of the SCI Act.

Secretary’s powers of direction under an SCI-Act MA
The Law Council welcomes the inclusion of several requirements new Part 3A in
relation to the exercise by the Secretary of powers of direction under an SCI-Act
MA. These include:
•

requirements in proposed Divisions 3-5 of new Part 3A of the SCI Act, under
which the Secretary must consider and be satisfied of the necessity and
proportionality of proposed directions;

•

requirements to consult with the owners or operators of critical infrastructure
assets prior to issuing directions; and

•

the proposal in item 68 of Schedule 1 to the ED Bill to exclude the Secretary’s
functions and powers under new Division 3A from the general powers of
delegation.

However, the Law Council recommends several additional safeguards, as set out
under the subheadings below.
Assessment of the necessity and proportionality of proposed directions
As with the above recommendations about the issuing thresholds for SCI-Act MAs,
the Law Council also considers that the Secretary should be required to asses the
combined impacts of all directions issued in relation to the responsible entity for an
asset, in addition to the individual assessment of each intended direction.
This will ensure that the tests of necessity and proportionality are applied in an
accurate and holistic manner.
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Recommendation 9—application of necessity and proportionality tests
•

Divisions 3-5 of new Part 3A of the SCI Act should be amended to
require the Secretary to consider the necessity and proportionality of
the combined effect on regulated entities and third parties of each
proposed direction or intervention request they intend to give under
an SCI-Act MA, in addition to the necessity and proportionality of each
individual direction or request.

Oversight by the Commonwealth Ombudsman
As discussed separately below in relation to oversight, it is problematic that there is
no proposal in the ED Bill to invest the Commonwealth Ombudsman with an
inspection function (and associated powers of access to relevant information) in
relation to the Secretary’s actions in respect of SCI-Act MAs.
While the IGIS has a standing inspection function under the IGIS Act, it does not
extend to the actions of the Secretary in requesting or exercising authority under an
SCI-Act MA, as the functions of the IGIS are limited to six intelligence agencies.
While the Ombudsman has functions under the Ombudsman Act 1976 (Cth)
(Ombudsman Act) to investigate matters relevant to the actions of the Secretary
(and persons assisting them) under new Part 3A, including in response to
complaints, there is no pro-active function to access Home Affairs’ systems to
conduct ongoing scrutiny of the case underlying an SCI-Act MA request, and to
assess the actions of the Secretary in issuing directions or requesting ASD’s
intervention.
In contrast, the IGIS performs these inspection functions in relation to MAs issued
under the ISA, and will also have oversight of ASD’s actions under intervention
requests issued by the Secretary, but not the requests themselves (since Home
Affairs is not presently within the oversight remit of the IGIS).
The Law Council considers that the proposed SCI-Act MA regime should be subject
to equivalent oversight to that presently performed by the IGIS in relation to the
ISA-MA regime. As noted below in relation to oversight, this will likely require the
allocation of additional resources to the Commonwealth Ombudsman.
Revocation and cessation obligations
It is positive that there are express obligations under new sections 35AH and 35BA
on the Minister to revoke an SCI-Act MA, and the Secretary to revoke intervention
requests given to ASD under such an MA, if satisfied that the issuing grounds are no
longer met.
However, the Law Council has identified the following apparent gaps in these
obligations, which it recommends should be addressed before a Bill is introduced to
Parliament:
•

there is no obligation on the Secretary to inform the Minister (and the DirectorGeneral of ASD) as soon as possible if they become aware of facts to suggest
that the issuing grounds are no longer met;

•

there is no obligation on the Secretary or Director-General of ASD to cease
taking action under an SCI-Act MA, or request issued under such an MA, if
satisfied that the grounds no longer exist (even if the instrument has not yet
been revoked);
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•

there is no obligation on the Secretary or Minister to cause ASD to be notified,
as soon as possible, of the revocation of an SCI-Act MA (only the relevant
owners or operators of the critical infrastructure asset and the IGIS). There is
only an obligation to notify ASD of the revocation of an intervention request
given by the Secretary under an SCI-Act MA; and

•

given that an SCI-Act MA enlivens significant immunities from legal liability, the
maximum timeframe of 48 hours for notifying the revocation of an SCI-Act MA
and the revocation of an intervention request is too long. This should be
shortened to one-to-two hours (even a longer timeframe is permitted for
subsequently furnishing a written instrument or record of the revocation).

Recommendation 10—enhanced obligations concerning revocation/cessation
•

The revocation provisions in proposed section 35AH (SCI-Act MAs)
and 35BA (Secretary’s intervention requests under SCI-Act MAs)
should be amended to address the matters identified at paragraph [94]
of this submission.

Involvement of the Australian Signals Directorate
Safeguards in relation to intervention powers
The Law Council recommends that the ED Bill is amended to include several
additional safeguards in relation to the performance by ASD of functions under
intervention requests given by the Secretary, pursuant to an SCI-Act MA. These
measures are as follows:
•

Conditions for executing an intervention request: when ASD is issued with
an intervention request by the Secretary, under the purported authority of an
SCI-Act MA, the Director-General of ASD should be subject to an express
requirement to independently consider whether the actions requested are:
-

necessary, reasonable and proportionate; and

-

within the scope of authority of the underlying SCI-Act MA;

If the Director-General of ASD is not reasonably satisfied of these matters,
they must not do the acts specified in the request, and must inform the
Secretary as soon as possible (who must then revoke or vary the direction, if
this is possible to cure the defects identified by ASD);
•

Additional requirements concerning the removal of computers from
private premises: When ASD exercises powers of entry to private premises
and removes computers, it should be subject to additional requirements to:
-

provide the occupant, owner and operator with a written receipt of the
removal, which includes a statement of their rights to complain to the
IGIS or Ombudsman (or both) and the process available to them for
requesting return;

-

return the computer within a specified timeframe (for example, 24 hours)
unless exceptional circumstances apply, in which case it may be
extended incrementally, rather than the nebulous requirement of ‘as
soon as practicable’; and
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•

notify the IGIS of the removal and return, and additionally if ASD causes
any damage to the computer during its removal; and

Reporting requirements: ASD’s reporting requirements to the Defence and
Home Affairs Minister on its intervention activities in proposed section 35BH
should be improved as follows:
-

-

the reporting deadline should be limited to seven days after the request,
not three months as is proposed. It should be noted that, while MAs
issued under the ISA are subject to a three-month statutory reporting
timeframe, ISA- MAs:
▪

are in force for a much longer period (up to six months, not 20
days); and

▪

cover far broader activities (namely, the undertaking of a series of
activities to produce intelligence for a specified purpose consistent
with the agency’s statutory functions; not responding to a particular
cyber security incident to manage the impacts on a particular
primary critical infrastructure asset); and

the reports should be required to include details of any removal of
computers, and the doing of any act that caused, or was assessed as
reasonably likely to cause, material loss, damage or interference to third
parties who use or are reliant on that computer.

Recommendation 11—stronger safeguards in relation to ASD intervention
•

ASD’s intervention powers under proposed Division 5 of new Part 3A
of the SCI Act should be amended to include the safeguards listed at
paragraph [95] of this submission.

IGIS evidentiary certification function
Proposed section 35BG of the SCI Act purports to confer a general evidentiary
certification function on the IGIS, to issue prima facie certificates in relation to ‘any
facts the Inspector-General of Intelligence and Security considers relevant with
respect to anything done, or omitted to be done’ by ASD or a staff member of ASD in
the exercise of the powers of intervention, under a request given pursuant to an
SCI-Act MA.
Absence of justification for an evidentiary certificate regime
The breadth of the proposed evidentiary certification function is extraordinary. No
explanation appears to have been given in the Explanatory Document for any
evidentiary certification function, let alone one that extends to any matter in respect
of ASD’s actions under the proposed intervention regime. In particular, no
explanation is given as to why parties should not simply adduce evidence in
accordance with the usual rules of evidence, with matters of admissibility and weight
to be determined by the court in which legal proceedings are conducted.
Proposed conferral of an unlimited evidentiary certification function on the IGIS
Even more extraordinary is the proposal to confer an unlimited evidentiary
certification function on the IGIS, rather than the Director-General of ASD (as is the
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case with evidentiary certification functions under the ASIO Act about operational
matters, which are conferred on the Director-General of Security).10
This creates a significant risk of the IGIS being exposed to pressure or influence by
the Government of the day, or agencies or policy Departments, to issue certificates
in proceedings challenging aspects of intervention powers exercised by ASD.
Significant differences to the IGIS’s evidentiary certification functions under the ISA
and Criminal Code
The proposed evidentiary certification function in new section 35BG of the SCI Act is
distinguishable to the far more limited certification functions under section 14 of the
ISA and Division 476 of the Criminal Code.
Under those provisions of the ISA and Criminal Code, ASD (among other
intelligence agencies) is conferred with an immunity for acts done in the ‘proper
performance’ of its statutory functions. The IGIS may issue a prima facie evidentiary
certificate, at their discretion, in relation to whether an act was done in the ‘proper
performance’ by ASD of its functions. This is the only matter that the IGIS may
certify under the ISA and Criminal Code. This matter is connected explicitly with the
elements of the immunities conferred on ASD (and other intelligence agencies). It is
also connected explicitly with the IGIS’s statutory function under the IGIS Act to
conduct oversight of the propriety of intelligence agencies’ activities (in addition to
examining matters of legality and human rights compliance).
In sharp contrast, the proposed evidentiary certification function in new section
35BG of the SCI Act is not only unlimited, but it also has no nexus with the elements
of the immunity in proposed section 35BF, or the specific oversight functions of the
IGIS under the IGIS Act. As discussed below in relation to immunities, proposed
section 35BF has a far broader scope than the immunities conferred on ASD under
the ISA and Criminal Code, in that:
•

there is no limitation to acts done in the ‘proper performance’ of ASD’s
functions; and
the proposed immunity in new section 35BF also extends to acts done in the
purported exercise of authority, not merely those acts that were, in fact,
within the scope of legal authority.

•

There Law Council considers that there is a serious question as to whether it is
appropriate for any entity, let alone an independent oversight body such as the
IGIS, to have evidentiary certification functions as to whether ASD purported to act
in compliance with the limits of its authority under proposed Part 3A of the SCI Act.
As discussed below in relation to immunities, the Law Council also recommends that
the proposed immunity should be limited to acts done in actual compliance with
authority, not purported compliance that was, in fact, non-compliant.
Recommendation 12—IGIS evidentiary certification function
•

Proposed section 35BG of the SCI Act should be amended to limit the
evidentiary certification function of the IGIS to the matter of whether
the actions taken by an ASD staff member were done in the proper

10

See, for example: ASIO Act subsections 21A(8) and (9) (Director-General may issue evidentiary certificates
in relation to ASIO's power to confer immunities on persons who render voluntary assistance); and section
34AA (Director-General may issue evidentiary certificates in relation to ASIO's special powers warrants).
See also, section 35R (Attorney-General may issue evidentiary certificates relating to the granting of special
intelligence operation authorities).
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performance by ASD of its functions, consistent with the scope of the
evidentiary certification functions of the IGIS under section 14 of the
ISA and Division 476 of the Criminal Code. This amendment should be
contingent on amendments to the immunity in proposed section 35BF,
to limit it to acts done in the proper performance of ASD’s functions.
•

The admission and treatment of evidence of any other matters relating
to ASD’s actions should be left to the discretion of the court in the
relevant legal proceedings.

•

However, if there is no appetite to amend the immunity in section 35BF
as recommended above, the evidentiary certification function in
proposed section 35BG should be omitted from the Bill.

Enforcement powers
The Law Council notes that the proposed enlivenment of regulatory powers under
the RPA will have a significant effect on the rights and liberties of affected
individuals. This effect will be particularly significant in relation to powers of
monitoring and investigation, which enable entry to premises, the use of force
against things, and the securing and seizure of items.
These powers are high-risk when conferred on any entity. The fact that the
Department of Home Affairs (apart from the Australian Border Force) is a primarily a
policy department, rather than an experienced regulator, heightens this risk.
Powers of enforcement are conferred on the Secretary and are delegable to any
SES employee in the Department (irrespective of qualifications, skills and training).
The Bill, in new subsections 49(2) and (3) of the SCI Act, further proposes to make
these enforcement powers delegable to the heads and SES staff of ‘relevant
Commonwealth regulators’ (being any Department or body specified in rules made
by the Minister, without any statutory limitations on the power to prescribe entities).
If these powers are to be conferred, the Law Council considers that further
information is required in relation to their need, as well as limitations on the persons
who may exercise them, by reference to their qualifications, skills and training.
The proposed expansion of regulatory enforcement powers also increases the need
for ongoing inspection by the Commonwealth Ombudsman of the Department’s
activities in training persons to exercise those powers, and in their execution.
The Law Council also strongly supports the application of the Australian
Government Regulator Performance Framework to the Department in respect of the
expanded regulatory powers under the SCI Act. That framework would require the
Department to measure and evaluate its performance against several key
performance indicators, and publish periodic reports on that performance. The Law
Council is concerned that the Explanatory Document makes no mention of the
intended application of this important evaluative and accountability mechanism
(or any reasons for any suggestion that the Department should be exempt).
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Recommendation 13—expansion of regulatory enforcement powers
•

Further explanation is required for the need to confer monitoring and
enforcement powers in relation to the SCI Act, to enable Parliamentary
and public scrutiny of the stated case.

•

If those powers are to be conferred, there should be:
-

further conditions on the appointment of authorised officers, who
are eligible to exercise those powers, by reference to their
completion of specified training, and their possession of
specified skills and qualifications; and

-

provision for the Commonwealth Ombudsman to perform a
statutory inspection function in relation to this aspect of the
Department’s administration of the enforcement regime
(particularly in relation to the training and appointment of
authorised officers, and their exercise of intrusive powers);

-

limitations placed on the legislative powers delegated to the
Minister to make rules prescribing a department or other body as
a ‘relevant Commonwealth regulator’ for the purpose of the SCI
Act. The Minister should not be permitted to prescribe an entity
unless:

-

▪

that entity is invested with regulatory functions under
another law of the Commonwealth or a State or Territory, in
relation to the applicable class of critical infrastructure
asset;

▪

the Minister is satisfied, on reasonable grounds, that the
entity has appropriately skilled and trained personnel;
adequate resources; rigorous governance, assurance,
accountability and oversight mechanisms to exercise the
regulatory powers; and a sound record of human rights
compliance; and

▪

the Minister has consulted the chief executive of the entity
about a proposal to prescribe the entity being prescribed as
a ‘relevant Commonwealth regulator’, and the chief
executive has consented to this; and

a requirement that the Department is subject to the Australian
Government Regulator Performance Framework.

Independent review and oversight arrangements
While the ED Bill proposes some oversight-related measures, such as requirements
for the IGIS to be given notification of certain matters, the Law Council is concerned
that inadequate provisions is made for independent oversight and review of the
operation of the expanded SCI regime.
Independent review and oversight are critical to public trust and confidence in the
regime, having regard to its significant regulatory impost and the conferral of
significant coercive powers. Independent review and oversight will demonstrably
facilitate its lawful and proper operation.
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Overarching issue: impact of secrecy provisions on review and oversight
The Law Council is concerned that the existing secrecy provisions of the SCI Act will
be a major impediment to the effective exercise of review rights and oversight
functions in respect of the expanded SCI regime.
•

section 45 of the SCI Act prohibits the disclosure of ‘protected information’
(essentially, all information obtained under the SCI Act. The definition of
‘protected information’ is proposed to be expanded to cover information
obtained under the new powers in the ED Bill); and

•

section 46 of the SCI Act contains various exceptions, including for the
purposes authorised or required under a law of the Commonwealth or a law of
a State or Territory, if prescribed by rules. However, this is qualified by
section 47, which provides that, except where necessary to do so for the
purpose of giving effect to the SCI Act, an entity cannot be compelled to
produce protected information to a court, a tribunal or any other person who
has the power to require the production of information or documents (which
would include the Ombudsman and IGIS, among other oversight bodies).

Accordingly, the SCI Act does not provide a clear legal pathway for voluntary
disclosure to oversight bodies. In contrast, sections 42 and 43 contain express
exceptions for disclosures to certain Ministers and their departments (including for
the purpose of industry regulation or oversight) and law enforcement. Moreover, to
the extent that an oversight body sought to use its statutory powers to compel the
production of that information, section 47 would purport to override those powers.
In addition, the SCI Act makes no provision for disclosures to lawyers for the
purpose of obtaining legal advice, or disclosures for the purpose of legal
proceedings. On the contrary, section 47 expressly purports to override the powers
of a court to compel production. It is not clear that the expression in section 47
‘except where it is necessary to do so for giving effect to this Act’ would cover the
interests of a regulated entity in commencing proceedings to challenge a decision
made under the SCI Act.
The secrecy provisions in existing sections 45-47 of the SCI Act therefore create a
significant risk of frustrating the effective exercise of legal review rights and the
performance of independent oversight functions in respect of the proposed regime.
The Law Council considers it essential that the overbreadth in these secrecy
provisions is addressed, especially if the proposed amendments are to proceed.
Otherwise the existing and expanded regime will be effectively unreviewable and will
not be subject to meaningful and effective oversight.
Recommendation 14—expansion of permitted disclosures, and preservation of
compulsory information-gathering powers of oversight and review bodies
•

Sections 45-47 of the SCI Act should be amended to provide that:
-

the SCI Act does not override the powers of courts, tribunals and
oversight bodies to require the disclosure of protected
information;

-

voluntary disclosures to the Commonwealth Ombudsman, IGIS
and Australian Information Commissioner are permitted, for the
purpose of those agencies performing functions or exercising
powers in relation to the oversight of the SCI regime; and

-

voluntary disclosures are permitted for the purpose of:

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 33

▪

obtaining legal advice about an entity’s obligations under,
or in relation to, the SCI Act;

▪

commencing or responding to legal proceedings (in any
Australian court, or in the Administrative Appeals Tribunal)
under or in relation to that Act.

Limitations in judicial review rights
Item 1 of Schedule 1 to the ED Bill proposes to amend the Administrative Decisions
(Judicial Review) Act 1977 (Cth) (ADJR Act) to exclude from statutory judicial
review all administrative decisions made under the proposed SCI-Act MA regime in
new Part 3A of the SCI Act.
This exclusion will cover both the decisions of the Minister in relation to the issuing
of MAs, and decisions of the Secretary in exercising powers under those MAs to
issue directions to regulated entities and require ASD to undertake intervention
action. (By extension, the Secretary also exercises an effective power to confer an
immunity on ASD and thereby extinguish individuals’ rights to legal remedies, by
making an intervention request that enlivens the immunity for ASD personnel in
proposed section 35BF of the SCI Act.)
The Explanatory Document states that the exclusion of ADJR Act review is
considered ‘entirely reasonable’ on the basis of national security and the
circumstances of urgency in which SCI-Act MAs are intended to be issued. It notes
that judicial review remains under available under the original jurisdiction of the High
Court and the mirroring jurisdiction of the Federal Court in section 39B of the
Judiciary Act 1903 (Cth).11
National security as the basis for a wholesale exclusion of ADJR Act review
The Law Council considers that a general appeal to national security is an
inadequate justification for a wholesale exclusion of statutory judicial review rights,
in respect of decisions to impose liabilities and take other actions that may have
significant, adverse impacts on regulated entities and third parties that rely on the
relevant critical infrastructure assets.
In particular, the stated justification does not explain why less restrictive alternatives
to a wholesale exclusion could not be pursued. They include the deferral of the
exercise of review rights until after the incident has been managed or the immediate
risk has otherwise abated, rather than permanent extinguishment of those rights.
Precedent for deferred exercise already exists in sections 9A and 9B of the ADJR
Act in respect of decisions relating to criminal justice or civil proceedings. Other
alternatives to wholesale exclusion include limiting the matters to be included in
statutory reasons required to be given under section 13 of the ADJR Act.
Further, the stated justification does not explain why there must be a wholesale
exclusion of all decisions made under new Division 3A, and not only the Minister’s
assessment that there is a risk of serious prejudice to security, defence or social or
economic security, which is the focus of the justification advanced in the Explanatory
Document.12 This is not the only decision that must be made under Division 3A.
The Minister must also assess a range of other matters in determining whether to
issue an MA and the matters to be authorised, and the Secretary must also assess
various matters in determining whether to exercise a coercive power under an MA.

11
12

Explanatory Document, 65 at [418]-[419], and 66 at [422].
Ibid, 65 at [419].
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In the absence of any such justification and the gravity of the powers proposed to be
conferred under new Division 3A, the Law Council recommends that a more
nuanced approach is taken (as outlined in the recommendation below).
ADJR Act review as a perceived disincentive to industry cooperation
In addition, the Law Council does not agree with a further suggestion in the
Explanatory Document that the availability of ADJR Act review rights will create a
disincentive to industry cooperation, because it may require the compulsory
disclosure of sensitive information to a court, and that this potential disincentive
requires the exclusion of ADJR Act review.13 In particular:
•

existing section 47 of the SCI Act purports to override the powers of the courts
to compel discovery; and

•

further, even if section 47 is amended as recommended by the Law Council:
-

to the extent that a regulated entity may wish to commence judicial
review proceedings in relation to a decision of the Minister or Secretary
(or delegate) under new Part 3A, that entity will be in a position to
individually assess the risks of disclosing its commercially or otherwise
sensitive information in those proceedings, and determine whether those
risks can be mitigated with applications for suppression or nonpublication orders, or whether it would be preferable not to commence
proceedings in order to avoid any disclosure of that information;

-

to the extent that an entity’s information may be disclosed in
proceedings to which it is not a party (or is not the applicant), the court’s
inherent powers to control its proceedings include powers to order
suppression or non-publication of certain evidence, which provide
mechanisms for protecting sensitive information; and

-

to the extent that the Commonwealth, as respondent, is concerned
about the disclosure of sensitive information, it could claim public
interest immunity. The Attorney-General could also seek to invoke the
protective provisions of the National Security Information (Criminal and
Civil Proceedings) Act 2004 (Cth).

Recommendation 15—statutory judicial review rights
•

Item 1 of Schedule 1 to the ED Bill should be omitted. Consideration
should be given to making provision for the following matters:
-

the deferred exercise, rather than absolute extinguishment of,
statutory judicial review rights;

-

the conferral of judicial review rights in relation to the
administrative decisions and conduct of the Secretary in giving
directions and issuing intervention requests under SCI-Act MAs
(even if there is an exclusion or limitation on the review of the
Minister’s issuing decisions); and

-

more targeted limitations or exclusions on rights to review of
Ministerial decisions, rather than wholesale exclusion.
In particular, while the Minister’s decision-making about the
existence of a threat to Australia’s national security, defence or
social or economic security might be excluded from review,

13

Ibid, 65-66 at [420].
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statutory judicial review rights could be conferred in relation to
the Minister’s assessment of the following statutory conditions:
▪

technical feasibility of an authorisation for action or
intervention directions;

▪

the fact that the relevant owners or operators of the critical
infrastructure assets were ‘unwilling or unable’ to take
action of their own volition to respond to the incident; and

▪

the basis for the Minister’s satisfaction that authorising the
Secretary to issue information-gathering directions is ‘likely
to facilitate a practical and effective response to the
incident’.

Absence of merits review rights
The Law Council also notes that no merits review rights are conferred in respect of
decisions made under the proposed expansions to the SCI Act regime. The Law
Council recommends that this is reconsidered in view of the following:
•

the proposed exclusion of statutory judicial review rights, combined with the
limitations in the utility and exercise of judicial review rights in original
jurisdiction;

•

the significance of the regulatory obligations imposed under the scheme
(including liabilities to significant civil penalties and enforcement powers), and
the breadth of discretion in imposing those requirements (including making
assessments about matters that will necessarily require detailed knowledge
and understanding of the operating systems, processes and methods of
particular sectors and particular assets);

•

the absence of in-built dispute resolution mechanisms in the ED Bill about
decisions to issue directions under the new aspects of the SCI regime;

•

the facilities available in the Security Division of the Administrative Appeals
Tribunal to hear classified evidence, including its existing jurisdiction with
respect to the review of ASIO security assessments underpinning Ministerial
directions given under existing section 32 of the SCI Act; and

•

the importance of independent, fair and transparent review rights to industry
and public trust and confidence in the operation of the proposed regime,
including by ensuring that Commonwealth officials exercising the significant
powers proposed under the regime are subject to rigorous accountability
mechanisms.

Recommendation 16—merits review rights
•

The ED Bill should be amended to confer merits review rights in
respect of the decisions of the Minister and Secretary (or delegates)
under all of the proposed expansions of the SCI regime.

Independent operational oversight
Commonwealth Ombudsman
The ED Bill proposes to confer significant new and expanded powers on the
Secretary of the Department of Home Affairs. Extraordinary powers must be
accompanied by commensurate oversight measures. The ED Bill does not propose
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to confer additional functions on the Commonwealth Ombudsman to conduct
inspections of the activities of the Department under the expanded SCI regime.
Inspection function
Unlike the statutory functions of the IGIS under the IGIS Act, the Commonwealth
Ombudsman does not have standing jurisdiction under the Ombudsman Act to
conduct inspections of agencies’ activities. Rather, inspection functions must be
conferred under individual statutes, as is the case under the TIA Act and Telco Act.
While the Ombudsman would have functions under the Ombudsman Act to
investigate complaints or initiate own-motion investigations into matters of
administration arising from the operation of the SCI Act (as amended), the Law
Council considers that a standing inspection function is needed.
A standing inspection function, equivalent to that of the IGIS in relation to ASD’s
activities under proposed Division 3A or otherwise in support of the SCI regime,
would enable the Ombudsman to undertake to enable periodic monitoring of the
Department’s activities, rather than investigating specific incidents.
This is important given that investigations are normally commenced ‘for cause’
where there is a credible suspicion of wrongdoing (commensurate with the
significance of the powers of investigation). In contrast, ongoing inspections can
assist in the early identification of issues, and enable the oversight body to work with
the relevant agency to develop and implement corrective actions, before there is a
need for major remedial action. Standing inspection functions can also provide
assurance to the public and regulated entities that there is regular oversight, and not
merely investigations when a potential problem is identified.
Resourcing
In view of previous comments of the Commonwealth Ombudsman about the need
for further resources to perform additional oversight functions under new or
expanded national security laws, the Law Council urges the Government to increase
the Ombudsman’s resourcing to enable effective oversight of the expanded SCI
regime. This should include adequate resources to ensure an appropriate number
of staff to perform oversight functions, access to technical expertise (especially in
conducting oversight of decision-making about whether a proposed direction or
requirement is technically feasible), and access to security related infrastructure
(such as premises, ICT systems and security cleared staff).
Secrecy provisions
As mentioned above, the Law Council is also concerned that the secrecy provisions
of the SCI Act purport to prohibit voluntary disclosures of ‘protected information’ to
the Ombudsman (potentially including as part of complaints made by the owners or
operators of critical infrastructure assets, or affected third parties that rely on those
assets) as well as purporting to override the Ombudsman’s coercive informationgathering powers in investigations (or inspections, if such a function were conferred
under the SCI Act).
In addition, while proposed section 43A of the SCI Act permits Ombudsman officials
to disclose protected information to IGIS officials, the Law Council is concerned that
no consequential amendments are proposed to the secrecy and non-disclosure
provisions of the Ombudsman Act. This may mean that the intended informationsharing arrangements under the SCI Act will not be legally effective.

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 37

Attorney-General’s certification power
Further, unlike the IGIS, the Commonwealth Ombudsman is subject to Ministerial
intervention in relation to their acquisition of information. Subsection 9(3) of the
Ombudsman Act provides that the Attorney-General can issue a certificate to the
Commonwealth Ombudsman in respect of certain information, which has the effect
of prohibiting the Ombudsman from requesting or requiring another person to
disclose it. The Attorney-General can issue a certificate on various grounds,
including if satisfied that the disclosure of the specified information would be likely to
prejudice security.
The Law Council queries the appropriateness of such intervention powers in respect
of the SCI regime, given that this regime will necessarily be focused on national
security and will conceivably deal with classified and otherwise sensitive information
relevant to Australia’s national security, defence and international relations.
Recommendation 17— Commonwealth Ombudsman
•

The Commonwealth Ombudsman should be conferred with ongoing
statutory inspection functions in relation to the administration by the
Department of Home Affairs of the expanded SCI regime, in particular
the issuing of binding directions to regulated entities, and its
applications for, and execution of, SCI-Act MAs.

•

Resourcing for the Commonwealth Ombudsman should be increased
to enable the performance of these oversight functions, including:

•

-

access to independent technical expertise;

-

access to the necessary security infrastructure (including
physical premises, ICT systems and security cleared staff).

Consideration should be given to the adequacy of disclosure
provisions under the Ombudsman Act 1976 (Cth) to enable effective
oversight of the SCI regime. This should include consideration of:
-

provisions governing voluntary and compulsory disclosures of
information to, and by, Ombudsman officials, in relation to
‘protected information’ under the SCI Act; and

-

the appropriateness of the Attorney-General’s certificate
provisions in subsection 9(3) in relation to their potential
application to ‘protected information’ under the SCI Act. (Noting
that the issuance of a certificate under the Ombudsman Act
prevents the Ombudsman from obtaining information of matters
on specified grounds, including national security—which is the
focus of the SCI regime.)

Australian Information Commissioner
The SCI regime enables the collection of personal information (although some of the
proposed cyber security notification obligations expressly prohibit the collection of
personal information). Further to the Law Council’s comments on privacy matters
associated with the SCI regime in its submissions on the Security of Critical
Infrastructure Bill 2017,14 the Law Council is concerned to ensure that there are

14

Law Council of Australia, Submission to the PJCIS Review of the Security of Critical Infrastructure Bill 2017,
(February 2018), 3-4 at [18]-[23].
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adequate compliance oversight mechanisms in relation to the obligations of the
Department under the Privacy Act 1988 (Cth) (Privacy Act).
Presently, the secrecy provisions of the SCI Act may restrict the ability of the
Australian Information Commissioner from performing their oversight functions, as
Privacy Commissioner, under the Privacy Act.
The Law Council recommends the Government, in consultation with the Australian
Information Commissioner, considers whether consequential amendments are
needed to the secrecy provisions of the SCI Act, and the Australian Information
Commissioner Act 2010 (Cth) or the Privacy Act (or all of these enactments) to
ensure that there is effective, independent compliance oversight, including an
avenue for complaints of alleged breaches to be investigated and for privacy
assessments to be conducted, and enforcement powers under the Privacy Act to be
exercised as required.
Recommendation 18—Australian Information Commissioner
•

Consideration should be given to whether the Australian Information
Commissioner requires access to ‘protected information’ under the
SCI Act for the purpose of performing their oversight functions in
relation to information obtained and handled under the SCI regime,
particularly in performing their functions as Privacy Commissioner.

•

The Australian Information Commissioner should be consulted on this
matter, if this has not already occurred in the development of the ED
Bill. The Explanatory Memorandum to the Bill (once introduced)
should document the fact of consultation, whether the approach
proposed in the Bill accords with the Information Commissioner’s
advice, and the reasons for any departure from that advice.

Inspector-General of Intelligence and Security
While the ED Bill contains a number of measures that will assist the IGIS in
exercising their oversight functions and powers in relation to ASD (including
notification requirements in relation to SCI-Act MAs, and a power to share
information with the Commonwealth Ombudsman) the Law Council is concerned
that the proposed amendments do not go far enough in respect of the following:
•

secrecy provisions in the SCI Act: as noted above, section 47 of the SCI Act
purports to override the compulsory powers of the IGIS to obtain information
as part of inquiries. The absence of an express permission in the SCI Act for
people to make disclosures to IGIS officials also calls into question the
relationship of the immunity in section 34B of the IGIS Act for all disclosures
made to the IGIS in connection with their oversight functions with the
prohibition on disclosures (and the associated offence for breach) in the SCI
Act. It would be preferable for the two statutes to make express provision for
their interaction, namely by amending the SCI Act to include an exception for
disclosures to IGIS officials; and

•

secrecy provisions in the IGIS Act: while the SCI Act purports to allow IGIS
officials to disclose ‘protected information’ under that Act to Ombudsman
officials, this does not overcome the prohibitions on disclosure under the IGIS
Act and will therefore be ineffective to enable the intended information-sharing
to occur. Section 34 of the IGIS Act relevantly prohibits IGIS officials from
disclosing information obtained in the performance of their oversight functions
under the IGIS Act, except for the purpose of performing functions under that
Act. Consequential amendments to the IGIS Act are therefore needed.
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In addition, the introduction of an MA regime under the SCI Act, which confers
powers on the Minister for Home Affairs and the Secretary of the Department to
require ASD to undertake acts of intervention, raises a significant question about the
possible fragmentation of oversight. Just as the ED Bill proposes greater, and
novel, interoperability between Home Affairs and ASD, interoperability of applicable
oversight must also be factored into the design of the regime. It should not be dealt
with as an ‘add on’ after the core parameters for the exercise of powers are set.
To this end, the Law Council queries whether the functions of the IGIS should be
extended consequentially as part of the proposed SCI reforms to include oversight
of the functions of the Department of Home Affairs under new Part 3A of the SCI Act.
Alternatively, this issue should be considered as part of the forthcoming legislative
amendments to implement the Government’s acceptance of the recommendations
of the 2017 Independent Intelligence Review, to expand the oversight functions of
the IGIS to cover the intelligence functions of the Department of Home Affairs, the
Australian Federal Police, the Australian Criminal Intelligence Commission and
AUSTRAC.
Recommendation 19—Inspector-General of Intelligence and Security
•

Section 34 of the IGIS Act should be amended consequentially to
enable IGIS officials to disclose ‘protected information’ under the SCI
Act to the Commonwealth Ombudsman. This will remove the conflict
between the prohibition on such disclosure in section 34 of the IGIS
Act and the permitted disclosure in proposed section 43B of the SCI
Act (item 50 of Schedule 1 to the ED Bill).

•

Further consideration should be given to oversight arrangements for
the proposed intervention regime in new Part 3A of the SCI Act.
In particular, consideration should be given to the following:
-

expanding the oversight functions of the IGIS to cover the
actions of the Secretary of the Department of Home Affairs in
relation to the SCI-Act MA regime (that is, the Secretary’s
functions in requesting and executing MAs, and making
subsequent use or disclosures of information obtained); or

-

in developing legislation to implement the Government’s
acceptance of the recommendations of the 2017 Independent
Intelligence Review to expand the jurisdiction of the IGIS to
include oversight of the intelligence functions of the Department
of Home Affairs, consideration should be given to the
arrangements for the oversight of the Department’s functions
under the SCI-Act MA regime. In particular, consideration should
be given to the need for comprehensive and coordinated
oversight with respect to the interoperability of the Department
and ASD under that regime.

Parliamentary and independent review of the expanded SCI regime
Parliamentary review
Existing section 60A of the SCI Act requires the PJCIS to undertake a statutory
review of the operation of the SCI regime, which must commence in 2021. This
provision was inserted via Parliamentary amendments to the originating Bill to
implement a recommendation of PJCIS for such review. That recommendation was
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made in recognition of the novel nature of the regulatory regime, and its potentially
significant impacts on industry, and on rights and liberties more generally.15
However, the ED Bill does not propose to update section 60A of the SCI Act to make
provision for a statutory review of the expanded SCI regime after the proposed
amendments have been operational for a reasonable period of time (for example, in
the range of three years).
The Law Council supports the routine use of statutory provisions requiring the
parliamentary or independent review of legislation after sufficient experience has
been accumulated in its practical operation or administration.16 It would be
preferable if such review provisions were routinely included in proposed legislation
on a pro-active basis, rather than being included only on the recommendations of
Parliamentary Committees. Accordingly, the Law Council recommends that the Bill
is amended to make provision for a further statutory review of the expanded regime.
Ideally, this would be performed by the PJCIS. However, given that Committee’s
significant workload and the technical issues raised by the proposed expansion of
the SCI regime, consideration could given to appointing an independent expert to
conduct a statutory review, or conferring a function on the INSLM. The PJCIS could
then use that report as the basis for its subsequent parliamentary review.
Recommendation 20— independent review of the expanded SCI regime
•

The Bill should provide for further statutory reviews of the expanded
SCI regime after three years of operation, as follows:
-

an independent review to be undertaken by either the INSLM, or
an eminent person with expertise in regulation and enforcement
matters in relation to critical infrastructure, who is appointed by
the Government with the prior agreement of the Opposition; and

-

a subsequent review by the PJCIS, taking into account the
findings of the abovementioned independent review.

Performance auditing
In addition, given the proposed significant expansion of the regulatory and
administrative functions of the Department in relation to the expanded SCI regime,
the Law Council considers that there would be merit in the Commonwealth
Auditor-General conducting a performance audit of the Department’s activities.
While the determination of audit priorities is an independent decision for the
Auditor-General, it would be open to the Department to suggest that the
Auditor-General consider including this matter in their future audit priorities (noting
that the Auditor-General periodically invites suggestions about audit priorities).
A suggestion of this kind directly from the Department would be a tangible and
powerful demonstration of its stated commitment to effective regulatory
performance, given that a performance audit would provide a valuable opportunity
15

PJCIS, Report on the Review of the Security of Critical Infrastructure Bill 2017, (March 2018), rec 9.
See further: Department of the Prime Minister and Cabinet, Legislation Handbook, (February 2017), 26 at
[5.26] which states that, ‘in developing new legislation and amending existing legislation, departments will
need to consider whether a mechanism for reviewing the legislation could be included'. The Handbook directs
departments responsible for developing legislative amendments to consider whether such a review should be
one-off or regular/periodic, and to specify the matters that should be considered. It gives examples, including
whether the legislation is operating effectively, has resulted in unintended consequences, remains relevant
and clear or contains any outdated or redundant provisions.
16
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for independent evaluation, subject to the statutory procedural fairness obligations
and protections for sensitive information under the Auditor-General Act 1997 (Cth).
Independent evaluation by the Auditor-General could usefully facilitate continuous
improvement in the performance of regulatory and other administrative functions.
The Law Council also encourages the Government to consider increasing the
budget of the Australian National Audit Office to facilitate performance auditing of the
operation of major recent and proposed expansions to national security legislation,
including the proposed expansions of the SCI regime.
Recommendation 21—suggested performance audit priority
•

The Government should suggest a performance audit priority to the
Commonwealth Auditor-General in relation to the expanded regulatory
regime. Namely, the performance by the Department of Home Affairs
in administering the SCI and TSSR regimes, focusing on that
Department’s performance as a regulator.

•

The Australian National Audit Office should be resourced adequately
to perform the suggested performance audit.

Immunities from legal liability
The ED Bill proposes to confer complete immunities from criminal and civil liability
on the following persons.
•

the Director-General of ASD and staff members of that agency, in executing
intervention directions issued by the Secretary of the Department, in relation to
a serious cyber security incident (under the authority of an SCI-Act MA);17 and

•

constables assisting ASD in gaining entry to private premises in accordance
with a direction in respect of a serious cyber security incident, which is given
by the Secretary under the authority of an SCI-Act MA.18

The ED Bill further proposes to confer civil immunities from liability to damages on
regulated entities (but not injunctions or non-pecuniary remedies), in respect of acts
done in compliance with:
•

directions given by the Secretary of the Department in relation to a serious
cyber security incident;19

•

directions given by the Minister under the existing power of direction in section
32 which requires a regulated entity to take, or refrain from taking, a specified
action on security-related grounds (provided that ASIO has furnished a
security assessment in relation to that entity);20 and

•

obligations to provide notification in relation to cyber security incidents.21

The Law Council acknowledges the desire to confer a degree of legal protection on
the individuals who are required to perform functions, exercise powers or comply
with non-discretionary obligations under the expanded SCI regime.

17

ED Bill, Schedule 1, item 45 (inserting proposed section 35BF of the SCI Act).
Ibid.
19 Ibid (inserting proposed section 35AW of the SCI Act).
20 Ibid, Schedule 1, item 44 (inserting proposed section 35AAB of the SCI Act).
21 Ibid, Schedule 1, item 39 (inserting proposed section 30BE of the SCI Act).
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The Law Council also supports the express limitation of the proposed civil
immunities for regulated entities to liability in damages, thereby preserving the rights
of affected individuals to seek and obtain non-pecuniary remedies, such as
injunctions and declarations. This is consistent with previous recommendations of
the Law Council in relation to civil immunities in other regulatory regimes,
particularly the industry assistance regime in Part 15 of the Telco Act, which was
enacted by the TOLA Act.
Less restrictive alternatives to civil immunities—statutory indemnification
However, the Law Council notes that no justification has been given for the
proposed conferral of a civil immunity, as distinct to the conferral of a
statutory indemnity by the Commonwealth in relation to civil liability incurred by
ASD personnel, constables and regulated entities in performing the above functions.
An indemnity would be a less restrictive alternative to the complete extinguishment
of rights to any legal remedies by persons who suffer loss or damage as a result of
the activities of emanations of the state; and the extinguishment of legal rights to
seek damages in respect of the acts of critical infrastructure owners or operators,
which are done at the behest of the state under the SCI Act.
Given that a statutory indemnity would expose the Commonwealth to significant
financial liability, it would also provide an extremely strong incentive for the
reasonable and proportionate exercise of powers and performance of functions
under the expanded regime, including facilitating the adoption of rigorous internal
governance and assurance frameworks.
Immunities for ASD personnel
Scope of proposed section 35BF immunity
The Law Council notes that the proposed immunities in new section 35BF of the SCI
Act cover acts done by ASD and constables in the good faith ‘purported’ exercise
of a power or authority under the intervention regime, in addition to acts that are
within the actual scope of authority.
In contrast, the proposed civil immunities for damages for private owners and
operators of critical infrastructure assets are limited expressly to acts done in
compliance with the relevant regulatory obligations.
The Explanatory Document does not appear to address the reasons for the
differential, and preferential, treatment of ASD (and constables assisting ASD) as
compared to regulated entities that are required to comply with various directions
under the expanded SCI regime.
In any event, the Law Council does not support the proposed extension of civil
immunities to acts done by ASD (or constables assisting ASD) in purported
compliance with the scope of a power or authority conferred on them under the
SCI Act as amended. This may have the undesirable effect of immunising
negligence as to whether an intended action was, in fact, within the scope of a
statutory power, authority or function.
That is, a member of ASD (or a constable assisting ASD) may act in good faith, in
that they had an honest belief that an intended act was within their legal authority,
and they acted without malice or an improper ulterior purpose in carrying out that
act. However, the person may nonetheless fail to discharge their civil duty of care to
third parties that are affected by their actions, to make reasonable inquiries to
ascertain the actual scope and limits of their legal authority to act.
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Law Council considers that the immunity should not be available in such
circumstances, and it should be limited expressly to acts that are done in actual
compliance with the scope of authority conferred on ASD (or constables assisting).
If there is a desire to protect individuals who act pursuant to an authority conferred
by an instrument that has been revoked or varied, and the individuals are not
reckless about the revocation or variation, then the Bill should include an explicit
provision which targets the immunity specifically to these circumstances. There is
precedent for the use of such immunity in respect of ASIO’s special intelligence
operations,22 and controlled operations conducted by law enforcement agencies.23
Conferral of multiple, inconsistent immunities on ASD
Moreover, the Law Council is concerned that the proposed immunity in favour of
ASD personnel in section 35BF of the SCI Act is inconsistent with the scope of other
immunities conferred by section 14 of the ISA and Part 10.7 of the Criminal Code
(presently section 476.5, which is proposed to be renumbered by the ED Bill to new
section 476.6).
The proposed immunity in new section 35BF of the SCI Act is not limited to acts
done in the proper performance by ASD of its functions, and consequently, there is
no specific evidentiary certification function conferred on the IGIS in relation to
whether an act was done in the ‘proper performance’ of ASD’s functions. (Rather,
as noted above, the proposed evidentiary certification function in new section 35BG
applies to ‘any facts the Inspector-General … considers relevant’ and this is not tied
to the elements of an immunity provision. The Law Council has separately
suggested the limitation of scope of that certification function in the discussion of the
SCI-Act MA regime above).
The Law Council considers that the ‘proper performance’ of a function imports a
higher standard than the ‘good faith purported exercise of authority’ (which is the
threshold for the immunity in proposed section 35BF of the SCI Act).
Moreover, the immunity in proposed section 35BF of the SCI Act does not contain
an equivalent requirement to that in proposed subsection 476.6(8) of the Criminal
Code for ASD to notify the IGIS when it does an act that enlivens the immunity,
which causes significant loss or damage to a third party. The Law Council considers
that there is no reason for limiting the IGIS notification requirement to the immunity
in the Criminal Code for computer-related acts that occurred in Australia but were, at
the time of the act, intended to occur overseas, and were reasonably believed to
have occurred overseas.
The inconsistency in the scope and notification requirements of the immunities will
be particularly problematic if ASD is directed by the Secretary of the Department
under proposed Part 3A of the SCI Act to intervene in a cyber security incident by
causing a computer-related act to occur outside Australia.
In this case, the actions of the relevant ASD personnel could be potentially covered
by both the immunity in proposed section 35BF of the SCI Act, and the immunity in
proposed section 476.6 / existing section 476.5 of the Criminal Code.
Recommendation 22—safeguards in relation to proposed immunities
•

22
23

Consideration should be given to the Commonwealth indemnifying
persons exercising powers, performing functions or duties, or

Australian Security Intelligence Organisation Act 1979 (Cth), section 35M.
Crimes Act 1914 (Cth), section 15HD.
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complying with regulatory requirements, under the expanded SCI
regime, in preference to the conferral of a civil immunity, which
extinguishes affected individuals’ rights to legal remedies.
•

The proposed immunities in new section 35BF of the SCI Act should
not cover the exercise of a power or authority by ASD (or constables
assisting) in purported compliance with the scope of their authority.
Rather, only actual compliance should attract immunity.

•

The scope of the immunities available to ASD under proposed
section 35BF of the SCI Act should be made consistent with those
under proposed section 476.6 of the Criminal Code, in that the SCI Act
immunity should:

•

-

apply to acts done in the proper performance by ASD of its
intervention functions under new Division 3A of the SCI Act;

-

be subject to an evidentiary certification by the IGIS in relation to
whether an action of an ASD staff member was undertaken in the
‘proper performance’ by ASD of its functions (and not the
broader evidentiary certification function in proposed section
35BG in relation to any facts); and

-

impose statutory obligations on ASD to notify the IGIS if it
undertakes acts that enliven the immunity, which are reasonably
likely to cause material loss or damage to a third party, or
material interference with, obstruction of or disruption to the
lawful use of a computer in Australia.

ASD’s statutory reporting requirements under proposed section 35BH
of the SCI Act should be expanded to provide details to the Minister for
Defence and the Minister for Home Affairs of any reliance on the
immunity in section 35BH, which caused, or was assessed as being
likely to cause, material loss, damage or interference to third parties.

Schedule 2: expanded immunities for the Australian Signals
Directorate
Schedule 2 to the ED Bill proposes to expand the immunities conferred on ASD
under Division 476 of the Criminal Code, in relation to the computer offences in Part
10.7 and any other offences under Commonwealth, State or Territory laws, and any
civil liability for those acts.
This proposed expansion would be additional to the criminal and civil immunities
proposed in new section 34BF of the SCI Act (per Schedule 1 to the ED Bill) in
relation to the good faith exercise, or purported exercise, by ASD of the intervention
powers under new Part 3A of the SCI Act, on the direction of the Secretary.

Current immunities for ‘computer-related acts’
Presently, subsection 476.6(5) of the Criminal Code provides that ASD, ASIS and
AGO are not subject to any civil or criminal liability for any ‘computer-related act’ that
is done in the proper performance of a function of the agency. This is provided that
one of the following circumstances exists:
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•

the act is done outside Australia;24 or

•

the act is done inside Australia, but it is preparatory or ancillary to the doing of
another act outside Australia, and the act done inside Australia is not one for
which ASIO would require a warrant or statutory authorisation (namely,
telecommunications interception or telecommunications data access, or
access to data held in, or accessible from, a computer).25

A ‘computer-related act’ means an act, event, circumstance or result involving:
(a)

the reliability, security or operation of a computer; or

(b)

access to, or modification of, data held in a computer or on a data storage
device; or

(c)

electronic communication to or from a computer; or

(d)

the reliability, security or operation of any data held in or on a computer,
computer disk, credit card, or other data storage device; or

(e)

possession or control of data held in a computer or on a data storage
device; or

(f)

producing, supplying or obtaining data held in a computer or on a data
storage device.26

The limitation of the immunity to acts done outside Australia (or preparatory or
ancillary acts) reflects that the functions of ASIS, ASD and AGO are limited to the
collection of intelligence in relation to the acts, capabilities and intentions of persons
outside Australia. The IGIS has a function to issue an evidentiary certificate that an
act was done in the proper performance by ASD, ASIS or AGO of its functions.27

Proposed expansions of the immunities
The key proposed amendments in Schedule 2 to the Bill will:
•

expand the immunities to acts of ASD which cause a computer-related act to
occur, not merely the direct doing of a computer related act;28

•

expand the immunity for computer-related acts done outside Australia to
include computer-related acts that are done inside Australia, but which ASD
reasonably believed would occur outside Australia;29

•

expand the immunity for preparatory and ancillary actions to those which are
done outside Australia, as well as inside Australia (and in both cases, this
immunity excludes acts for which ASIO would require a warrant or statutory
authorisation to do in Australia, including telecommunications interception and
telecommunications data access);30 and

•

oblige ASD to give the IGIS written notification of instances in which it has
relied on a statutory immunity, if it is aware that the computer-related act has

24

Criminal Code, subsection 476.5(1).
Ibid, subsections 476.5(2) and (2A).
26 Ibid, subsection 476.5(3).
27 Ibid, subsections 476.5(2B) and (2C).
28 Bill, Schedule 2, item 6 (inserting proposed subsections 476.6(1) and (2) of the Criminal Code).
29 Ibid (inserting proposed subsection 476.1(1) of the Criminal Code).
30 Ibid (inserting proposed subsections 476.6(2) and (3) of the Criminal Code).
25
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caused material damage to, interference with, or obstruction of, a computer
that is in Australia.31

Law Council position
Any proposal to confer immunities from legal liability on an emanation of the state is
a highly significant measure. In addition to conflicting with the fundamental notion
that the law should apply equally to all persons, the conferral of civil liability
extinguishes the rights of aggrieved persons to legal remedies for loss, harm or
damage suffered. A cautious approach is particularly important where it is intended
that the relevant agency will operate on a largely (or entirely) covert basis to
undertake the acts which are covered by the proposed immunity.
The need for the expanded immunity
The Law Council acknowledges the justification provided in the Explanatory
Document, that it can be technically impossible for ASD to be certain that a
computer-related act which is intended to be carried out overseas will, in fact, be
carried out on a computer that is located outside Australia, and to exclude the
possibility that one or more of the computers being targeted (or which may be
affected collaterally) is, in fact, in Australia.32
The Law Council acknowledges that there are significant difficulties in identifying
precisely the location of a computer, given global network connectivity; the use of
geolocation blocking or obfuscation technologies by malicious actors; the portability
of devices and infrastructure; and the fact that the definition of a ‘computer’ in many
statutes, in fact, covers multiple individual devices (for example, one or more
networks or systems, or any combination of these).
Expanded criminal immunity
No explanation is given as to why the existing defence of mistake of fact in section
9.1 of the Criminal Code (in relation to the reasonable belief that the relevant
computer-related act would occur outside Australia) would not sufficiently address
the identified risk that ASD staff members may be exposed to criminal liability.
Presumably, mistake of fact would be the present legal basis for any
computer-related acts carried out by ASD which are directed to computers that are
reasonably but mistakenly believed to be overseas.
Any private individual or body corporate would need to rely on the defence of
mistake of fact in relation to applicable elements of the computer offences in
Part 10.7 in relation to their activities, including actions to secure computer networks
or systems utilised by critical infrastructure assets which they own, operate or use.
The basis for conferring preferential treatment upon ASD has not been articulated.
Expanded civil immunity
No specific explanation is given for the expansion of civil immunity for computerrelated acts done inside Australia, which were intended to occur overseas.
As noted above in relation to the proposed immunities in the SCI Act in Schedule 1
to the ED Bill, a civil immunity extinguishes the rights of affected individuals to legal
remedies in respect of loss or damage sustained as a result of the disruption or
disabling of the computers. This includes the extinguishment of a right to a legal
31
32

Ibid (inserting proposed subsection 476.6(8) of the Criminal Code).
Explanatory Document, 69 at [443]-[444].
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remedy for so-called ‘relational loss’, such as adverse financial impacts on
businesses which use those computers.
It does not follow that the justification for a criminal immunity must extend
automatically to a civil immunity. The Law Council also cautions against any
assumption that the conferral of a civil immunity is any less serious or significant
than a criminal immunity. The extinguishment of a right to a legal remedy for serious
loss, damage or harm can have a disastrous impact on the lives and livelihoods of
the affected individuals, which will also have broader social and economic effects.
These cautions should be given particular weight when the act causing loss or
damage is done inside Australia. This reflects that the ensuing harm will almost
certainly be sustained by Australian people, whose security and wellbeing the
Government and its security agencies are entrusted, and empowered, to protect.
Safeguards
If the proposed expansion of the immunity is proceeded with, it is essential that its
scope is targeted precisely, and that it is made subject to strong oversight
mechanisms, including reporting requirements.
The Law Council acknowledges that the proposed amendments make some
credible attempts to satisfy this imperative, namely:
•

the proposed expansion of the immunity to computer-related acts done in
Australia in new subsection 476.6(1) will be subject to the same requirements
as the existing immunity for computer-related acts done outside Australia.
Namely, it will only apply to acts done in the proper performance by ASD of
its functions, which will be subject to evidentiary certification by the IGIS;

•

an additional obligation to notify the IGIS will apply to the expanded immunity
(and the existing immunity for preparatory acts in Australia) if ASD becomes
aware of a computer-related act causing material damage, interference or
obstruction of a computer in Australia;

•

in the case of computer related acts done, or intended to be done, outside
Australia for the purpose of producing intelligence on an Australian person in
accordance with an MA issued under section 9 of the ISA, the statutory issuing
criteria of necessity and proportionality will apply under that provision; and

•

in the case of computer-related acts done, or intended to be done, outside
Australia pursuant to an intervention direction given under an SCI-Act MA
(per proposed Part 3A of the SCI Act in Schedule 1 to the Bill), the statutory
issuing criteria of necessity, proportionality and technical feasibility will apply.

However, the Law Council recommends some further amendments to deal with
telecommunications interception and access to telecommunications data, and to
address gaps in the proposed IGIS notification obligations.

Proposed scope of the expanded immunity
Ability to intercept telecommunications and access telecommunications data
The expanded immunity in proposed subsection 476.6(1) applies to conduct
undertaken inside Australia, which ASD reasonably believes is likely to cause a
computer-related act, event or circumstance to occur outside Australia.
The expanded immunity is not subject to the prohibition in proposed subsection
476.6(3) on intercepting telecommunications or accessing stored communications or
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telecommunications data, or accessing data held in or from a computer. That
prohibition applies only to the immunity in proposed subsection 476.6(2) for
preparatory or ancillary acts done inside or outside Australia.
This means that, when ASD performs a function under the new MA regime in
proposed Part 3A of the SCI Act—or when it performs one of its existing functions
under section 7 of the ISA—its criminal and civil immunities are not contingent on it
refraining from doing acts or things for which ASIO would need a warrant or a
statutory authorisation to do in Australia. However, this is provided that ASD
reasonably believed that the relevant computer-related act it has undertaken in
accordance with an SCI-Act MA, or under the ISA (including under an MA where
required) would occur outside Australia. It will not be relevant that the
computer-related act, in fact, occurred inside Australia.
Overriding the existing statutory prohibitions under the TIA Act
Proposed subsection 476.6(4) states that the immunity provisions in proposed
subsections 476.6(1) and (2) override all other Australian laws. Moreover, the
criminal immunity provisions in subsections 476.6(1) and (2) are not limited to
immunity from the computer offences in Part 10.7 of the Criminal Code, but rather
are expressed as applying to any criminal liability under any law of Australia.33
Consequently, the expansion of immunity in proposed subsection 476.6(1) would
override the prohibitions and associated offences in the TIA Act on intercepting and
communicating the contents of telecommunications, and accessing and
communicating stored communications and telecommunications data, other than in
accordance with warrants or authorisations obtained under that Act. It would not
merely override the computer offences in Part 10.7 of the Criminal Code.
New Part 3A of the SCI Act may lead to increased use of the s 476.6(1) immunity
It is conceivable that the proposed SCI-Act MA regime in new Part 3A of the SCI Act
(per Schedule 1 to the ED Bill) will increase the circumstances in which ASD may
seek to rely on the expanded immunity in proposed subsection 476.6(1) of the
Criminal Code in relation to computer-related acts that it caused to occur inside
Australia, but had reasonably believed would occur outside Australia. (This would
be additional to the proposed immunity Schedule 1 to the ED Bill, in new section
34BF of the SCI Act, in relation to acts done in good faith in the exercise, or
purported exercise, of intervention powers under the SCI Act.)
This reflects that the SCI-Act MA regime is a legal pathway for ASD to undertake a
larger number of computer-related acts than may be presently possible for the
purpose of protecting or defending critical infrastructure assets in Australia. In turn,
this increases the possibility that the SCI-Act MA regime, in combination with the
immunity provision in new subsection 476.6(1) of the Criminal Code, will increase
the amount of ‘incidental’ or unintended telecommunications intercepts undertaken
and telecommunications data accessed by ASD.
The Law Council acknowledges that proposed subsection 35AX(5) of the SCI Act
(inserted by Schedule 1 to the ED Bill) provides that intervention requests issued in

In addition to the words ‘any civil or criminal liability’ in the chapeau to each of proposed subsections
476.6(1) and (2) the expression ‘criminal or civil liability’ is defined in proposed subsection 476.6(10) to mean
‘any civil or criminal liability (whether under this Part, under another law or otherwise)’. This is consistent wit
the definitions and statutory expression in existing section 476.5 (which will apply only to ASIS and AGO
under the proposed amendments, and new section 476.6 will deal exclusively with ASD).
33
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accordance with an SCI-Act MA cannot authorise ASD to intercept
telecommunications, or access stored communications or telecommunications data.
However, those prohibitions are limited to communications that are passing over, or
have passed over, the Australian telecommunications network (ATN); or data
pertaining to such communications. The issue is that the proposed immunity in new
subsection 476.6(1) of the Criminal Code will apply if:
•

ASD is lawfully requested, under an SCI-Act MA to cause a computer-related
act to occur outside Australia (which might lawfully include the incidental
interception of telecommunications that are passing over, or have passed
over, a foreign telecommunications network, or accessing foreign
telecommunications data); and

•

ASD staff engage in conduct which causes a computer-related act to occur,
with the intention and reasonable belief it will occur outside Australia; but

•

the computer-related act ultimately occurs inside Australia; and

•

the computer-related act causes the unintentional interception of a
telecommunication that is passing over the ATN, or access to a stored
communication that has passed over the ATN, or access to
telecommunications data pertaining to an Australian telecommunication.

If this occurs, then any access to, and use of, that Australian content or metadata
may be covered by the expanded immunity in proposed subsection 476.6(1). The
override provision in proposed subsection 476.6(4) may be taken as an attempt to
override the prohibitions in the TIA Act on accessing, and making secondary use
and disclosures of, telecommunications content and data.
Recommended amendments
The Law Council considers that the possibility outlined above necessitates
amendments to the ED Bill.
The ED Bill should explicitly prohibit ASD making subsequent use of, or disclosing,
any Australian telecommunications content or data that it has obtained through
causing a computer-related act to occur inside Australia, which invokes the
expanded immunity in proposed subsection 476.6(1) of the Criminal Code.
Communications content or data obtained in reliance on the immunity in proposed
subsection 476.6(1) should be subject to a requirement to be quarantined as soon
as possible after it has been identified, and deleted as soon as possible thereafter.
It should not be available to ASD, or Home Affairs, to use in the performance of their
functions generally.
However, if there is considered to be a compelling operational case for the retention
and subsequent use of such information, it should be documented in unclassified,
publicly available materials, so that it can be held to scrutiny.
Further, if any subsequent use and disclosure is to be permitted (contrary to the Law
Council’s primary recommendation), this should be subject to a much higher
threshold than the existing disclosure provisions in the ISA and TIA Act. That higher
threshold should be in the nature of an extremely limited exception to the Law
Council’s recommended deletion obligation. That exception should be restricted to
defined, exceptional circumstances, and a strict test of necessity (and not mere
utility or assistance to ASD, or another entity with which ASD is cooperating).
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Recommendation 23—limitations on use of any telecommunications content and
data obtained in reliance on the immunity in proposed subsection 476.6(1)
•

Proposed section 476.6 of the Criminal Code (item 6 of Schedule 2 to
the ED Bill) should be amended to prohibit ASD from making any
secondary use or disclosure of telecommunications content or data
that has been obtained in reliance on the immunity in proposed
subsection 476.6(1) in respect of a computer-related act which occurs
inside Australia, but was intended to occur outside Australia.

•

ASD should be subject to statutory requirements to quarantine any
such telecommunications content or data as soon as possible once it
is identified, and securely delete it as soon as possible thereafter.

Comment on technical capability investment
As a broader comment, the Law Council also considers it important that the
Government’s strategy for investing in technical capabilities for the national
intelligence community includes a focus on proportionality and privacy.
That is, sustained attention and resources should be devoted to developing,
acquiring and using technical capabilities (particularly for computer access and
exploitation, and defensive cyber security activities) that can accurately identify the
location of computers and the target data held in, or accessible from, those
computers; and avoid collecting or interfering with non-target computers and
non-target data.
Long-term, indefinite reliance should not be placed on blanket legal immunities such
as that proposed in new section 476.6(1) of the Criminal Code, or laws that permit
the ‘incidental’ overcollection of non-target data provided it is deleted and not
accessed or used for investigative purposes or the performance of other functions.
This is an important aspect of the policy imperative for laws to keep pace with
technological developments. Just as security agencies understandably seek
updates to outdated laws that may restrict or prevent them from taking full
advantage of new technologies in performing their functions, it is equally important
that ‘permissive’ provisions conferring powers and immunities on those agencies are
not permanently framed on the basis of present limitations in technical capabilities in
precisely identifying the things being targeted.
It is also important that the existence of such permissible provisions do not create a
disincentive to research and development to refine the precision and privacy
protections in technical capabilities.
To this end, the Law Council recommends that the expanded immunity in proposed
subsection 476.6(1) for computer-related acts done in Australia is subject to a
sunset clause with a prior statutory review to determine whether it remains
necessary, in line with technological developments that may better enable the
accurate identification of the location of a target computer.
Recommendation 24—sunsetting and review of proposed s 476.6(1)
•

The expanded immunity for ASD in proposed subsection 476.6(1) of
the Criminal Code, in relation to computer-related acts done
in Australia, should be amended as follows:
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-

it should be subject to a five-year sunset clause, after which time
it will cease to have effect unless extended legislatively; and

-

to inform Parliamentary decision-making about possible
extension, there should be a requirement for a statutory review to
consider whether the immunity remains necessary, including in
view of technical capabilities available to ASD to ascertain the
true location of a target computer.
This review should be undertaken by the PJCIS (with access to
appropriate independent expert technical advice); or another
independent expert appointed by the Government with the
agreement of the Opposition.

Proposed IGIS notification requirements
The Law Council welcomes the requirement in proposed subsection 476.6(8) of the
Criminal Code for ASD to notify the IGIS, in writing, if it engages in conduct that
enlivens the immunity, which also causes material damage to, interference with, or
obstruction of, a computer in Australia.
This notification requirement has the potential to assist the IGIS in focusing their
oversight on such activities. This includes considering whether to recommend that
ASD pay compensation or make other reparations to persons who are adversely
affected by a computer-related act that ASD has caused to occur in Australia; and
considering whether to issue an evidentiary certificate that the actions of ASD were
done in the proper performance of that agency’s functions.
By extension, the IGIS notification requirement is also likely to require ASD to
implement systems and processes to monitor the impacts of its computer-related
acts, particularly to ascertain whether they have had any unforeseen impacts on the
operation of computers within Australia, despite ASD’s best endeavours to avoid this
risk from materialising.
It would be open to the IGIS to form a view that the standards of propriety in relation
to the use of the expanded immunity require ASD to implement such monitoring
arrangements (in addition to ASD implementing systems and processes to ensure
that it takes all reasonable steps to prevent this risk from arising, when planning and
executing operations that involve causing a computer-related act to occur overseas).
Given the importance of the notification requirement to effective oversight, the Law
Council is concerned that its scope is too narrow in three respects.
Acts which are likely to cause material damage, interference or obstruction
First, proposed subsection 476.6(8) would only require ASD to notify IGIS of
computer-related acts which ASD knows have caused material damage to,
interference with, or obstruction of, a computer.
There is no reporting requirement if ASD is aware that it has caused a computerrelated act to occur, which is reasonably likely to cause material interference, loss
or damage, but ASD does not categorically know whether this result has, in fact,
occurred. This circumstance could arise if ASD is unable to trace the results of its
actions, or if there is a delay in the onset of the reasonably foreseeable impacts of a
computer-related act, whether intentional or otherwise.
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The Law Council considers that the threshold for notifying the IGIS should be ASD’s
awareness of the likely impact of its actions. That is, if ASD is aware of a real and
not remote possibility of such impacts, then it should be required to notify the IGIS
and provide details of its actions and the likely impacts it has identified.
Importation of criminal fault elements as a pre-condition to IGIS notification
Secondly, the notification requirement in proposed subsection 476.6(8) applies only
if the ASD staff member who engages in the action would ‘commit an offence’ but
for the immunity in proposed subsection 476.6(1) or (2) (as applicable).
As the Criminal Code provides that an offence consists of physical and fault
elements,34 the Law Council is concerned that the reporting obligation would
technically only apply if ASD considered that its staff member had satisfied the
requisite fault elements for a computer offence in Part 10.7 of the Criminal Code (or
any other offence against an Australian law) as well as the physical elements.
This could result in underreporting to IGIS, or a misunderstanding among ASD staff
members of the circumstances in which such reporting must occur.
The Law Council considers that this potential loophole or source of confusion should
be removed. Proposed subsection 476.6(8) should make explicit that the IGIS
notification obligation applies if the person has engaged in conduct of the kind that is
specified in subsections 476.6(1) and (2), which also satisfied the physical
elements of a computer offence against Part 10.7 of the Criminal Code, or any
other offence against a law of the Commonwealth or a State or Territory.
Acts for which ASIO would require a warrant or an authorisation to do in Australia
Thirdly, as noted above, the immunity in proposed subsection 476.6(1) is not subject
to the exclusion in proposed subsection 476.6(3) in relation to acts for which ASIO
would require a warrant or authorisation to do in Australia. (That is, the interception
of telecommunications; accessing stored telecommunications or
telecommunications data; or accessing or manipulating data that is held on, or is
accessible from, a computer.) Rather, the exclusion of such acts in proposed
subsection 476.6(3) applies only to the immunity in proposed subsection 476.6(2)
for preparatory and ancillary acts.
Accordingly, the Law Council recommends that ASD should also be required to
notify the IGIS in the following circumstances, irrespective of whether its actions
cause any damage to, interference with or obstruction of, a computer:

34

•

if ASD relies on the immunity in proposed subsection 476.6(1), and in
doing so, it does an act or thing in Australia for which ASIO would need
a warrant or an authorisation. That is, the IGIS notification obligation should
apply if ASD intends to cause a computer-related act to occur outside
Australia, but this, in fact, occurs within Australia, and in the process, ASD
(likely unintentionally) intercepts a telecommunication, accesses a stored
communication or telecommunications data, or accesses data held on or
accessible from a computer in Australia; or

•

if ASD does preparatory or ancillary acts in Australia, but it exceeds the
scope of the immunity in proposed subsection 476.6(2). That is, the IGIS
notification obligation should apply if ASD undertakes a preparatory or
ancillary activity in Australia, but in doing that preparatory or ancillary activity,
contravenes the exclusion in proposed subsection 467.6(3) for intercepting
telecommunications; accessing stored communications or telecommunications

Criminal Code, sections 3.1 and 3.2.
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data; or accessing or manipulating data held on, or accessible from, a
computer in Australia.
This notification requirement will ensure that IGIS is alerted, in a timely manner, to
legislative breaches that involve the use of intrusive collection powers in relation to
Australian telecommunications content or data. This, in turn, could facilitate
oversight by IGIS of ASD’s remedial actions in relation to such content or data.
Recommended amendments
To address the issues outlined above, the Law Council recommends three
amendments to proposed subsection 476.6(8) of the Criminal Code, as follows:
Recommendation 25—ASD’s obligations to provide written notifications to IGIS
•

Proposed subsection 476.6(8) of the Criminal Code (item 6 of
Schedule 2 to the ED Bill) should be amended as follows:
-

ASD should be required to notify the IGIS if it becomes aware
that its conduct is reasonably likely to cause material damage to,
interference with, or obstruction of a computer that is in
Australia;

-

ASD should be required to notify the IGIS if one of its staff
members engages in conduct that would satisfy the physical
elements of an offence in Part 10.7 of the Criminal Code, or any
other offence against a Commonwealth, State or Territory law.
(That is, the notification obligation should not apply if the
relevant ASD staff member or members would otherwise ‘commit
an offence’, as this may import an assessment, by ASD, of
whether the fault elements of the applicable offence were
satisfied); and

-

ASD should be required to notify the IGIS if it engages in conduct
listed in proposed subsection 476.6(1) or (2), which results in a
staff member of ASD doing, in Australia, an act or thing for which
ASIO would require a warrant or an authorisation to do in
Australia. (That is, intercepting a telecommunication; accessing
a stored communication or telecommunications data; or
accessing or manipulating data held in, or accessible from, a
computer).

Exposure Draft: Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 54

