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Executive summary
The Law Council of Australia welcomes the opportunity to make this submission to the
Parliamentary Joint Committee on Intelligence and Security (Committee) review of the
Security Legislation Amendment (Critical Infrastructure) Bill 2020 (Bill), which proposes to
amend the Security of Critical Infrastructure Act 2018 (Cth) (SCI Act). The Bill is
substantially the same as an exposure draft version of the Bill (ED Bill) released by the
Department of Home Affairs (Department) in November 2020.
The Committee is concurrently undertaking a statutory review of the SCI Act. While the
Law Council’s submission focuses on the Bill, the issues raised about secrecy provisions
and oversight arrangements are equally relevant to the existing SCI regime. The issues
raised in the Law Council’s submission of 3 December 2020 to the Committee’s statutory
review of the telecommunications sector security regime (TSSR) in Part 14 of the
Telecommunications Act 1997 (Cth) (Telecommunications Act) are also relevant, with
respect to risks of duplication and inconsistency between the SCI regime and the TSSR.
The Law Council acknowledges the policy objective to create a national regulatory
framework for the security of privately or State or Territory owned critical infrastructure.
The Law Council also welcomes the stated intent to ensure that the regulatory burden of
the new regime is proportionate. It supports the Government’s stated commitment to
taking a risk-based and measured approach to enforcement and intervention in
responding to cyber security incidents affecting critical infrastructure assets.
The Law Council seeks to ensure that these objectives are given full legislative
expression, and to avoid unintended consequences. The SCI Act should contain
safeguards which require the scheme to operate in a proportionate and accountable way,
rather than this outcome being reliant on executive discretion. Key issues include:
•

expanded security obligations: proposed Parts 2A, 2B and 2C of the SCI Act,
together with the expanded definition of a ‘critical infrastructure asset’, confer overly
broad delegations of legislative power to determine the application and substance
of regulatory obligations. This will have flow-on effects for foreign investment laws;

•

Ministerial authorisation regime for governmental intervention in serious
cyber security incidents affecting private critical infrastructure assets: there
are several instances of overbreadth and imprecision in provisions of new Part 3A
of the SCI Act, which prescribe the scope, thresholds and authorisation process for
this significant and novel intervention power, and associated legal immunities;

•

independent review and oversight arrangements: there are limitations in the
availability and effectiveness of review and oversight mechanisms for the expanded
regulatory regime. This includes the impact of secrecy provisions; inadequate
review rights; and the lack of an inspection function for the Commonwealth
Ombudsman in relation to the Department’s activities;

•

expanded enforcement powers: the necessity and proportionality of the proposed
monitoring and investigation powers has not been established, and there is
overbreadth in the classes of persons who are authorised to exercise them;

•

immunities: there are inadequate safeguards in the immunities for staff members
of the Australian Signals Directorate (ASD) under the SCI Act, and the amendments
to the Criminal Code Act 1995 (Cth) (Criminal Code). There are also limitations in
the scope of the proposed immunities for the personnel of regulated entities; and

•

implications for cyber insurance contracts: the Bill does not clearly provide for
the interaction of entities’ obligations under the expanded SCI regime with their
existing contractual obligations, especially under cyber insurance contracts. An
owner or operator of an asset may be obliged under their cyber insurance contract
to undertake certain risk-management activities, and disclose certain information to
their insurer, which could conflict with the entity’s obligations under the SCI regime.
In the worst-case scenario, this could invalidate their insurance cover. The extrinsic
materials do not advert to this risk or detail the intended approach to managing it.
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List of recommendations
The Law Council makes 40 recommendations in this submission, to address the issues
identified above. These recommendations are listed below for convenience of reference.

Expanded security obligations under the SCI Act
Delegations of legislative power
Recommendation 1—enhancements to consultation requirements for rules
•

The Bill should be amended to expand the consultation requirements in
relation to Ministerial rules as follows:
-

the Minister should be required to ensure that all reasonable steps
are taken to bring proposed rules to the attention of regulated
entities, including but not limited to, an obligation to publish a notice
on the Department’s website;

-

the Bill should provide expressly that Ministerial rules are invalid if
the Minister fails to comply with the consultation requirement on
proposed rules, in the absence of an emergency exception;

-

the emergency exception enabling consultation requirements to be
bypassed should be tightened, in accordance with the measures
listed at paragraph [31] of this submission; and

-

there should be specific statutory safeguards applied to Ministerial
rules that are made in reliance on the emergency exception from
consultation requirements, in accordance with the measures listed
at paragraph [32] of this submission.

Recommendation 2—shorter sunset period for rules made under section 30AH
•

The Bill should be amended to provide that rules made under proposed
section 30AH of the SCI Act (prescribing the requirements for critical
infrastructure risk management programs) are subject to a sunset period
of no more than three years.

•

As a minimum, this sunset period should apply to rules which engage the
power in proposed section 30AN to incorporate certain material by
reference, as that material is in force from time-to-time.

Recommendation 3—accessibility of Australian Standards incorporated in rules
•

Proposed subsection 30AN(3) of the SCI Act (item 39 of Schedule 1 to the
Bill) should be amended to provide that the Minister may only make rules
which incorporate by reference an Australian Standard (either as in force
at a particular time, or as in force from time-to-time) if satisfied, on
reasonable grounds, that the relevant Australian Standard is accessible to
regulated entities, without imposing significant financial cost on those
entities.

•

The Government should, at all times, fund access to the latest version of
relevant Australian Standards (including proposed standards) for the
purpose of:
-

conducting consultations on proposed rules, including proposed
amendments to rules; and

-

enabling compliance with rules that are in force.
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Recommendation 4—thresholds for declaring assets under ss 51 and 52B
•

The Bill (items 58 and 66 of Schedule 1) should be amended to provide
that the Minister may only make a confidential declaration in relation to an
asset under section 51 or 52B of the SCI Act if satisfied on reasonable
grounds, that there is a significant risk of harm to Australia’s defence or
national security as a result of the disclosure of the regulatory status of
the asset.

Recommendation 5—Secretary’s notice-based powers under Part 2C: safeguards
•

Proposed Part 2C of the SCI Act (item 39 of Schedule 1 to the Bill) should
be amended to include the statutory safeguards listed at paragraph [59] of
this submission in relation to the exercise by the Secretary of powers to
issue notices to the responsible entities for ‘systems of national
significance’.

Recommendation 6—merits review rights of Ministerial declarations under ss 51 and
52B, and Secretary’s notices under Part 2C of the SCI Act
•

•

The Law Council’s recommendation 27 below for the conferral of merits
review rights in relation to the expanded SCI regime should include, as a
minimum, rights to seek merits review in the Security Division of the AAT
of:
-

Ministerial declarations made under section 51 (as proposed to be
amended) and proposed section 52B of the SCI Act; and

-

Secretary’s notices issued under proposed Part 2C of the SCI Act.

Existing section 47 of the SCI Act should be amended to enable the
Security Division of the AAT to require disclosure of protected
information, for the purpose merits review proceedings.

Recommendation 7—limitation on Secretary’s power to appoint ‘designated officers’
•

Proposed section 30DQ of the SCI Act (item 39 of Schedule 1) should be
amended to apply the following conditions to the power of the Secretary
to appoint Departmental employees as designated officers:
-

to be eligible for appointment, a Departmental employee must hold a
position at a minimum, prescribed level of seniority (the Law Council
suggests the Executive Level 2 classification, with other, more
junior, officers providing administrative assistance and support,
rather than directly performing the functions of a designated officer);
and

-

the Secretary must be satisfied, on reasonable grounds, that the
Departmental employee possesses adequate technical expertise and
experience to perform the functions of a designated officer.

Interaction of expanded SCI regime with foreign investment laws
Recommendation 8—ongoing review of Foreign Acquisitions and Takeovers Regime
•

The application of defined terms in the SCI Act by the Foreign Investment
Reform (Protecting Australia’s National Security) (National Security
Business) Regulations 2020 should be kept under ongoing review, as
should the resource implications for the Foreign Investment Review
Board

•

The next statutory review of the SCI Act (per recommendation 31 below)
should include consideration of the implications of definitions in the
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SCI Act for the regime in the Foreign Acquisitions and Takeovers Act 1975
(Cth).
Notification requirements for cyber security incidents
Recommendation 9—managing interaction with Part IIIC of the Privacy Act
•

Proposed Part 2B of the SCI Act (item 39 of Schedule 1 to the Bill) or Part
IIIC of the Privacy Act, or both, should be amended to make explicit the
way in which the reporting obligations for cyber security incidents in
proposed sections 30BC and 30BD of the SCI Act will interact with data
breach reporting requirements in Part IIIC of the Privacy Act.

•

This should address the issues listed at paragraph [85] of the Law
Council’s submission, with respect to:
-

ensuring that the secrecy provisions of the SCI Act do not operate to
exclude the application of the eligible data breach reporting to
responsible entities for critical infrastructure assets, where a cyber
security incident exposes the personal information of individuals,
and the responsible entities are also APP entities for the purposes of
the Privacy Act;

-

ensuring that the secrecy provisions of the SCI Act do not operate to
frustrate the information-gathering powers of the Privacy
Commissioner under the Privacy Act in relation to investigation,
complaints handling, and enforcement, arising from an eligible data
breach that also attracts the application of new Part 2B of the
SCI Act; and

-

ensuring that the regulatory impost of dual notification under new
Part 2B of the SCI Act and Part IIIC of the Privacy Act is managed,
without limiting, excluding or compromising the functions of the
Privacy Commissioner, or the existing rights of affected individuals
to be notified of eligible data breaches under Part IIIC of the Privacy
Act.

Recommendation 10— notification threshold for cyber security incidents
•

The notification requirement in proposed section 30BD (item 39 of
Schedule 1 to the Bill) for ‘other cyber security incidents’ should not be
triggered by any incident that has any ‘relevant impact’ on the asset,
within the meaning of proposed section 8G (item 21 of Schedule 1 to the
Bill). Rather, it should be subject to a threshold of ‘materiality’ in relation
to the relevant impact, so that only those incidents which have a ‘relevant
impact’ of a material nature must be reported. The applicable test should
align with existing breach reporting obligations, where there are such.

•

Where there are overlapping notification requirements, the Bill should
address which requirement takes precedence and that compliance with
one can be deemed to address with other notification requirements where
applicable.

•

Consideration could be given to making a targeted delegation of
legislative power, to enable the Minister to make sector-specific rules
prescribing requirements for assessing whether a ‘relevant impact’ is or
was ‘material’ for the purpose of triggering the notification obligation in
proposed section 30BD.
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Confidentiality of information provided by regulated entities
Recommendation 11—confidentiality obligations for protected information
•

Division 3 of Part 2 of the SCI Act should be amended to include the
following protections for confidential information provided by regulated
entities, equivalent to section 127 of the ASIC Act:
-

the Secretary of the Department should be under a positive
obligation to take all reasonable steps to protect confidential
information provided by regulated entities (whether voluntarily or
under compulsion) from unauthorised use or disclosure; and

-

the Secretary should be empowered to impose conditions on the
subsequent use and disclosure of protected information that has
been lawfully disclosed to another entity under sections 42-44 of the
SCI Act. The following statutory parameters should apply:
▪

the power to impose conditions should be subject to a
threshold of necessity and proportionality; and

▪

conditions should not be capable of overriding the powers of
oversight bodies, courts or tribunals to require disclosure.

Ministerial authorisation regime for cyber security incidents
Issuing thresholds and process
Recommendation 12—issuing authority for intervention powers
•

Consideration should be given to an independent issuing authority for
authorisations to exercise powers of direction and intervention under new
Part 3A of the SCI Act, along the lines recommended by the third INSLM in
relation to the authorisation of compulsory industry assistance powers
under Part 15 of the Telecommunications Act.

Recommendation 13—national interests prescribed in proposed s 35AB(1)(c)
•

Proposed paragraph 35AB(1)(c) of the SCI Act (item 45 of Schedule 1 to
the Bill) and related provisions should be amended to address the matters
of ambiguity, overbreadth and overlap identified at paragraphs [114]-[121]
of this submission.

Recommendation 14—meaning of ‘offensive’ cyber action
•

Schedule 1 to the Bill should be amended to define the term ‘offensive
cyber action’ for the purpose of new Part 3A of the SCI Act, at least on an
inclusive or illustrative basis.

•

The Bill and the SLAID Bill should be amended to deal with interactions
between SCI-Act MAs and data disruption warrants (and mandatory
assistance orders for data disruption). Those amendments should ensure
that data disruption warrants (and mandatory assistance orders) cannot
be executed concurrently, to effectively circumvent the prohibitions on
offensive cyber activities under the SCI-Act MA regime.

Recommendation 15—issuing tests of necessity and proportionality
•

Proposed subsections 35AB(7)-(8) and 35AB(10)-(11) of the SCI Act (item
45 of Schedule 1 to the Bill) should be amended to provide that the
Minister may only issue an SCI-Act MA if satisfied, on reasonable
grounds, that both of the following criteria are met:
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-

each of the proposed powers to issue action directions or make
intervention requests are necessary and proportionate to the
purpose of responding to a cyber security incident; and

-

in combination, all of the proposed powers to issue action directions
and make intervention requests are necessary and proportionate to
the purpose of responding to the incident.

Recommendation 16—evidentiary and consultation requirements
•

Section 35AB of the SCI Act should be amended to address the matters
listed at paragraphs [134]-[138] of this submission, concerning
requirements for the evidentiary basis for issuing decisions, and a
statutory role for the Attorney-General in the issuing process.

Recommendation 17—proposal to reduce the authorisation threshold where a
declaration under the National Emergency Declaration Act 2020 (Cth) is in force
•

The Bill should be amended to omit proposed subsection 35AB(1A) of the
SCI Act (item 75 of Schedule 1 to the Bill).

Oral applications and authorisations
Recommendation 18—time limit for making written records of oral authorisations
Preferred option
•

Proposed subsections 35AE(3)-(5) of the SCI Act (item 45 of Schedule 1 to
the Bill) should be amended to provide that the Minister must cause a
written record of an oral SCI-Act MA to be made within two hours of the
oral issuing decision being made.

Alternative (non-preferred) option
•

Proposed subsections 35AE(3)-(5) of the SCI Act (item 45 of Schedule 1 to
the Bill) should be amended to provide that, if an SCI-Act MA is issued
orally, it does not enter into force until a written record is made, which
must, in any event, be done no later than 24 hours of the oral issuing
decision.

Recommendation 19—notification requirements for the Ombudsman
•

Proposed subsections 35AE(3) and (6) of the SCI Act (item 45 of Schedule
1 to the Bill) should be amended to require the Commonwealth
Ombudsman to be given notification of the issuance of SCI-Act MAs, in
addition to the IGIS.

Recommendation 20—further requirements for oral issuing of SCI-Act MAs
•

Proposed Part 3A of the SCI Act should be amended to provide that:
-

the Director-General of ASD must be given a copy of all SCI-Act MAs
that authorise intervention powers; and

-

before ASD complies with an intervention request issued by the
Secretary under an SCI-Act MA, the Director-General of ASD must be
independently satisfied that the request complies with the
requirement in proposed paragraph 32AX(2)(a); and that, in all other
respects, it would be lawful and proper for ASD to undertake the
specified acts.
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Involvement of ASD
Recommendation 21—stronger safeguards for ASD intervention powers
•

ASD’s intervention powers under proposed Division 5 of new Part 3A of
the SCI Act should be amended to include the safeguards listed at
paragraph [173] of this submission.

Recommendation 22—Evidentiary certification function in proposed s 35BG
Preferred option
•

Proposed section 35BG of the SCI Act should be omitted from the Bill.

Alternative (non-preferred) option
•

Consideration could be given to a more limited evidentiary certificate
regime, which:
-

is limited explicitly to the factual question of the specific acts that
were carried out by ASD staff members, in exercising an intervention
power. It should expressly prohibit evidentiary certificates from
addressing the ultimate question of whether those acts were within
the limits of ASD’s lawful authority; and

-

confers the function of issuing evidentiary certificates on the
Director-General of ASD, and not the IGIS.

Recommendation 23—proposed regulations made under section 13A of the ISA
•

If there is any doubt as to whether section 13A of the ISA could authorise
the making of regulations which prescribe an authority in relation to
some, but not all, of its functions, then section 13A should be amended to
explicitly confer power to make regulations to this effect.

•

The regulations proposed to be made under section 13A of the ISA, to
prescribe the Department as one of the bodies with which ASD may
cooperate should be limited to the expressly performance by the
Department of its functions under Part 3A of the SCI Act.

•

If the final regulations, as made, are not limited to the functions of the
Department under new Part 3A of the SCI Act, the Law Council urges the
Parliament to exercise its power of disallowance.

Enforcement powers
Necessity of monitoring and enforcement powers
Recommendation 24—proposed expansion of regulatory enforcement powers
•

Items 55-57 of Schedule 1 to the Bill should be omitted from the Bill,
unless a detailed and compelling explanation is provided of their
necessity and proportionality, including an analysis of their human rights
compatibility. The Bill should not be debated or passed until there has
been an appropriate opportunity for stakeholders to provide comment on
that justification, and all relevant Parliamentary committees have
examined and reported on that justification.

•

If these expanded powers are to be conferred, items 55-57 should be
amended as follows:
-

further eligibility conditions should be applied to the persons who
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may be authorised to exercise those powers, by reference to their
completion of specified training, and their possession of specified
skills and qualifications;
-

the Minister’s power to make rules prescribing a department or other
body as a ‘relevant Commonwealth regulator’ for the purpose of
exercising monitoring, investigation and enforcement powers under
the SCI Act should be subject to further statutory parameters. The
Minister should not be permitted to prescribe an entity in the rules
unless:
▪

that entity is invested with regulatory functions under another
law of the Commonwealth or a State or Territory, in relation to
the applicable class of critical infrastructure asset;

▪

the Minister is satisfied, on reasonable grounds, that the entity
has appropriately skilled and trained personnel; adequate
resources; rigorous governance, assurance, accountability and
oversight mechanisms to exercise the regulatory powers; and
a sound record of human rights compliance; and

▪

the Minister has consulted the chief executive of the entity
about a proposal to prescribe the entity being prescribed as a
‘relevant Commonwealth regulator’, and the chief executive
has consented to this;

-

the Department should be made subject to the Australian
Government Regulator Performance Framework in respect of its
functions and powers under the SCI Act (and the TSSR); and

-

the Law Council’s recommendation 28 below for the conferral of an
inspection function on the Ombudsman in relation to the SCI Act
should specifically cover the Department’s actions, practices and
policies under Part 5 of the SCI Act with respect to compliance
monitoring, investigation and enforcement.

Independent review and oversight
Impact of secrecy provisions
Recommendation 25—expansion of permitted disclosures, and preservation of
compulsory information-gathering powers of oversight and review bodies
•

Existing sections 41 and 45-47 of the SCI Act should be amended to
provide that:
-

the SCI Act does not override the powers of courts, tribunals and
oversight bodies to require the disclosure of protected information;

-

voluntary disclosures to the Commonwealth Ombudsman and
Australian Information Commissioner are expressly permitted (in
addition to voluntary disclosures to the IGIS) for the purpose of
those agencies performing functions or exercising powers in
relation to the oversight of the SCI regime; and

-

voluntary disclosures are expressly permitted for the purpose of:
▪

obtaining legal advice about an entity’s legal position under, or
in relation to, the SCI Act (not merely the more limited purpose
of ensuring the entity’s compliance with the SCI Act); and

▪

commencing or responding to legal proceedings (in any
Australian court or tribunal of competent jurisdiction) which
are brought under, or in relation to, the SCI Act.
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Limitations on judicial review rights
Recommendation 26—statutory judicial review rights
•

The proposed amendments to the ADJR Act, to exclude decisions under
proposed Part 3A of the SCI Act from statutory judicial review (item 1 of
Schedule 1) should be omitted from the Bill).

•

Consideration should be given to amending the Bill to make provision for
the following matters relevant to ADJR Act review of decisions made
under proposed Part 3A of the SCI Act:
-

the deferred exercise, rather than absolute extinguishment, statutory
judicial review rights;

-

the conferral of judicial review rights in relation to the administrative
decisions and conduct of the Secretary in giving directions and
issuing intervention requests under SCI-Act MAs (even if there is an
exclusion or limitation on the review of the Minister’s issuing
decisions); and

-

more targeted limitations or exclusions on rights to review of
Ministerial decisions, rather than wholesale exclusion.
In particular, while the Minister’s decision-making about the
existence of a threat to Australia’s national security, defence or
social or economic security might be excluded from review,
statutory judicial review rights could be conferred in relation to the
Minister’s assessment of the following statutory conditions:
▪

technical feasibility of an authorisation for action or
intervention directions;

▪

the fact that the relevant owners or operators of the critical
infrastructure assets were ‘unwilling or unable’ to take action of
their own volition to respond to the incident; and

▪

the basis for the Minister’s satisfaction that authorising the
Secretary to issue information-gathering directions is ‘likely to
facilitate a practical and effective response to the incident’.

Absence of merits review rights
Recommendation 27—merits review rights
•

The Bill should be amended to confer merits review rights, in the Security
Division of the AAT, in respect of the decisions of the Minister and
Secretary (or delegates or authorised persons) under all of the proposed
expansions of the SCI regime contained in the Bill.
(As per recommendation 6 above, as a minimum, merits review rights
should be available in relation to Ministerial declarations made under
section 51 and 52B, and notices issued by the Secretary under Part 2C of
the SCI Act.)

•

If the Law Council’s recommendation 25 above is not implemented in full
then, as a minimum, existing section 47 of the SCI Act should be amended
to enable the Security Division of the AAT to order disclosure of protected
information, for the purpose of merits review proceedings in relation to
proposed Part 3A of the SCI Act.
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Independent operational oversight
Recommendation 28—oversight by the Commonwealth Ombudsman
•

•

The Commonwealth Ombudsman should be conferred with ongoing
statutory inspection functions in relation to the administration by the
Department of Home Affairs of the expanded SCI regime, in particular:
-

the issuing of notices or directions to regulated entities (particularly
under proposed Parts 2C and 3A of the SCI Act);

-

applications for, and execution of, SCI-Act MAs (including
requesting the intervention of ASD); and

-

the administration and exercise of intrusive powers under Part 5 of
the SCI Act (especially compliance monitoring and investigation).

Resourcing for the Commonwealth Ombudsman should be increased to
enable the performance of these oversight functions, including:
-

access to independent technical expertise;

-

access to the necessary security infrastructure (including physical
premises, ICT systems and security cleared staff).

•

Proposed subsection 47(2) of the SCI Act (item 54B of Schedule 1 to the
Bill) should be amended to provide that the override provision in existing
section 47 of the SCI Act does not apply to the information-gathering
powers of the Commonwealth Ombudsman.

•

Proposed section 43A (item 50 of Schedule 1 to the Bill) should be
amended to permit voluntary disclosures to the Ombudsman, not only the
IGIS.

•

The Bill should include the following amendments to the
Ombudsman Act:
-

the secrecy provision in section 35 should expressly permit the
disclosure of information to the IGIS, for the purpose of the IGIS
performing their functions; and

-

the Attorney-General’s power in subsection 9(3) issue nondisclosure certificates that override the ability of the Ombudsman to
request or compel certain information should exclude ‘protected
information’ under the SCI Act.

Recommendation 29—oversight by the Australian Information Commissioner
•

Proposed subsection 47(2) of the SCI Act (item 54B of Schedule 1 to the
Bill) should be amended to provide that the override provision in section
47of the SCI Act does not apply to the information-gathering powers of the
Australian Information Commissioner, at least under the Privacy Act.

•

Proposed section 43A of the SCI Act( item 50 of Schedule 1 to the Bill)
should be amended to expressly permit the voluntary disclosure of
information to the Information Commissioner, at least in relation to the
performance of functions as Privacy Commissioner.

Recommendation 30—oversight of ASD by the IGIS
•

The Bill should amend the application of the secrecy provisions in section
34 of the IGIS Act, to enable the IGIS to share ‘protected information’
under the SCI Act with the Ombudsman.
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Independent and Parliamentary review
Recommendation 31— independent review of the expanded SCI regime
•

The Bill should provide for further statutory reviews of the expanded SCI
regime after two or three years of operation, as follows:
-

an independent review to be undertaken by either the INSLM (subject
to the caveats noted at paragraph [326] of this submission), or an
eminent person with expertise in regulation and enforcement
matters in relation to critical infrastructure, who is appointed by the
Government with the prior agreement of the Opposition; and

-

a subsequent review by the PJCIS, taking into account the findings
of the abovementioned independent review.

Recommendation 32—suggested performance audit priority
•

The Committee should suggest a performance audit priority to the
Commonwealth Auditor-General in relation to the regulation of the
security of critical infrastructure assets. Namely, the performance by the
Department of Home Affairs in administering the SCI and TSSR regimes,
focusing on that Department’s performance as a regulator.

•

The Government should ensure that the Australian National Audit Office is
resourced adequately to perform the suggested performance audit, and
its performance audit function more broadly (including in relation to major
recent expansions of national security legislation).

Immunities and other protections in the SCI Act
Immunities
Recommendation 33—less restrictive alternatives to civil immunities
•

Rather than conferring civil immunities which extinguish affected
individuals’ rights to legal remedies, consideration should be given to the
Commonwealth indemnifying persons exercising powers, performing
functions or duties, or complying with regulatory requirements, under the
expanded SCI regime.

Recommendation 34—immunities for personnel of regulated entities
•

Proposed subsections 35AAB(2), 35AW(2), 35BB(5) and 30BE(2) of the SCI
Act should be amended to expand the coverage of immunities for the
individual personnel of regulated entities, including officers and directors,
in line with paragraph 70AA(1)(c) of the Banking Act, and the expanded
definition of an ‘employee’ in subsection 70AA(3) of the Banking Act.
•
The immunities for these personnel should extend to all conduct required
to comply with the SCI Act, including but not limited to authorisations and
directions.
Recommendation 35—consistency of statutory immunities for ASD personnel
•

The scope of the immunities available to ASD under proposed
section 35BF of the SCI Act (item 45 of Schedule 1 to the Bill) should be
made consistent with those under proposed section 476.6 of the Criminal
Code (item 6 of Schedule 2 to the Bill).

•

Specifically, the immunity in proposed section 35BF of the SCI Act should:
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-

apply to acts done in the proper performance by ASD of its
intervention functions under new Part 3A of the SCI Act;

-

be subject to a discretionary evidentiary certification function by the
IGIS, in relation to the issue of whether an action of an ASD staff
member was undertaken in the ‘proper performance’ by ASD of its
functions (not the broader evidentiary certification function in
proposed section 35BG); and

-

impose statutory obligations on ASD to notify the IGIS if it
undertakes acts that enliven the immunity, which cause or are
reasonably likely to cause:
▪

material loss or damage to another person; or

▪

material interference with, obstruction of, or disruption to, the
lawful use of a computer in Australia.

Recommendation 36—statutory reporting obligations for ASD regarding s 35BH
•

ASD’s statutory reporting requirements to the Minister for Defence and
the Minister for Home Affairs under proposed section 35BH of the SCI Act
(item 45 of Schedule 1 to the Bill) should be expanded to require ASD to
provide details of any acts that:
-

were carried out in purported compliance with an intervention
request given by the Secretary, pursuant to an SCI-Act MA; and

-

caused, or were assessed as being likely to cause, material loss,
damage or interference to persons who are lawfully using, or are
otherwise reliant on, a computer.

Absence of statutory protections for contractual obligations
(including under cyber insurance contracts)
Recommendation 37—interaction of statutory obligations under the SCI Act with preexisting contractual obligations, particularly cyber insurance contracts
•

•

Proposed sections 35AA, 3AW, 35BB and 30BE of the SCI Act should be
amended to include additional protections for pre-existing contractual
obligations, which are affected by a regulatory obligation imposed under
the expanded SCI Act. These protections should correspond with those in
section 11CD of the Banking Act. They should cover obligations arising
under regulated entities’ insurance contracts, including but not limited to
cyber insurance cover.
The Explanatory Memorandum (particularly the Regulation Impact
Statement) should be amended to explain the intended regulatory
approach to manage interactions between obligations under insurance
contracts (especially cyber insurance contracts) and statutory obligations
under the expanded SCI regime.

Expanded immunities for ASD under the Criminal Code
(Schedule 2 to the Bill)
Proposed scope of the expanded immunity
Recommendation 38—limitations on use of any telecommunications content and
data obtained in reliance on the immunity in proposed subsection 476.6(1)
•

Proposed section 476.6 of the Criminal Code (item 6 of Schedule 2 to the
Bill) should be amended to prohibit ASD from making any secondary use
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or disclosure of telecommunications content or data that has been
obtained in reliance on the immunity in proposed subsection 476.6(1) in
respect of a computer-related act which occurs inside Australia, but was
intended to occur outside Australia.
•

ASD should be subject to statutory requirements to:
-

quarantine any such telecommunications content or data as soon as
possible once it is identified, and securely delete it as soon as
possible thereafter; and

-

notify the IGIS of the interception or access, as soon as practicable
after it has been identified.

Potential disincentive to investment in minimisation capabilities
Recommendation 39—sunsetting and review of proposed s 476.6(1)
•

The expanded immunity for ASD in proposed subsection 476.6(1) of the
Criminal Code, in relation to computer-related acts done in Australia,
should be amended as follows:
-

it should be subject to a five-year sunset clause, after which time it
will cease to have effect unless extended legislatively; and

-

to inform Parliamentary decision-making about possible extension,
there should be a requirement for a statutory review to consider
whether the immunity remains necessary, including in view of
technical capabilities available to ASD to ascertain the true location
of a target computer. This review should be undertaken by the
PJCIS (with access to independent expert technical advice); or
another independent expert appointed by the Government with the
agreement of the Opposition.

Proposed IGIS notification requirements
Recommendation 40—ASD’s obligations to provide written notifications to IGIS
•

Proposed subsection 476.6(8) of the Criminal Code (item 6 of Schedule 2
to the Bill) should be amended to require ASD to notify the IGIS of the
following matters:
-

ASD should be required to notify the IGIS if it becomes aware that its
conduct is reasonably likely to cause material damage to,
interference with, or obstruction of a computer that is in Australia;
and

-

ASD should be required to notify the IGIS if it becomes aware that
one of its staff members has engaged in conduct that would satisfy
the physical elements of an offence in Part 10.7 of the Criminal Code,
or any other offence against a Commonwealth, State or Territory law.
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Overview of key measures
Schedule 1 to the Bill proposes the following key amendments to the SCI Act:
•

expanded security obligations, comprising:
-

the inclusion of additional critical infrastructure assets in the existing
regulatory regime established under the SCI Act;1

-

imposing new ‘positive security obligations’ on owners and operators of
critical infrastructure assets, which require them to:

-

•

•

▪

adopt and comply with approved risk management programs, to
deal with all forms of hazards that may affect the operation,
reliability, security or integrity of those assets;2 and

▪

report cyber security incidents to the Government;3 and

enhanced cyber security obligations for ‘systems of national significance’.
These measures which will apply additional obligations to a sub-set of
critical infrastructure assets, which are prescribed in rules (or in some
cases, confidential declarations) made by the Minister for Home Affairs
(Minister). These obligations cover the following matters:
▪

developing and maintaining incident response plans;

▪

undertaking cyber security exercises;

▪

completing vulnerability assessments; and

▪

providing system information to ASD;4

incident-based intervention powers, under which the Minister may authorise
Government intervention in responding to serious cyber security incidents
affecting critical infrastructure assets, including by:
-

compelling responsible entities to provide information or take action; and

-

authorising ASD to intervene to secure and restore the functionality of
computer systems, programs or data used by an asset;5 and

expanded enforcement powers under Part 5 of the SCI Act, in particular:
-

the conferral of intrusive powers to monitor compliance and investigate
instances of suspected non-compliance; and

-

the establishment of an infringement notice regime in relation to all of the
existing and proposed civil penalty provisions in the SCI Act.6

Schedule 2 to the Bill proposes to expand certain immunities conferred on ASD under
the Criminal Code for computer-related activities.

1

The following additional sectors will be covered: communications; data storage and processing; defence
industry; financial services and markets; higher education and research; health care and medical; transport;
energy; and space technology. Currently, the regime in the SCI Act covers electricity, ports, water, gas and
other assets declared by legislative instrument: SCI Act, section 9—meaning of critical infrastructure asset.
See: Bill, Schedule 1, items 22-29 (amending section 9 of the SCI Act) and related amendments defining
component terms, especially items 7, 21, 30-32 and 38.
2 Bill, Schedule 1, item 39 (inserting proposed Part 2A of the SCI Act).
3 Ibid, Schedule 1, item 39 (inserting proposed Part 2B of the SCI Act).
4 Ibid, Schedule 1, item 39 (inserting proposed Part 2C of the SCI Act).
5 Ibid, Schedule 1, item 45 (inserting proposed Part 3A of the SCI Act).
6 Ibid, Schedule 1, items 55-57 (amending Part 5 of the SCI Act).
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Expanded security obligations under the SCI Act
The significant proposed expansions of the SCI Act, via the amendments to the
coverage of existing Part 2 and the insertion of proposed Parts 2A-2C, delegate
extensive legislative powers to the Minister.
The proposed amendments confer numerous delegations of power to the Minister.
They would empower the Minister to make rules—and, in some cases, confidential
non-legislative instruments, in the form of declarations—which effectively prescribe
the entities covered by the expanded regime, and the substance of their obligations.
In addition, the Secretary of the Department is empowered to issue written notices
that enliven, and prescribe the substance of, the enhanced cyber security obligations
for those individual critical infrastructure assets which have been declared by the
Minister to be ‘systems of national significance’ for the purpose of new Part 2C.

Delegations of legislative power
Delegations of power to the Minister
The Bill proposes that the following requirements may be determined by the Minister:
Regulated entities
•

the power to make rules which prescribe an asset as being covered by the
definition of a ‘critical infrastructure asset’, and the sector-based sub-categories,
for the purpose of the expanded SCI regime;7

•

the power to make rules which prescribe an entity as the ‘responsible entity’ for
a critical infrastructure asset, and therefore subject to the regulatory obligations
in the SCI regime;8

•

the power to make rules which specifically exclude an asset, either indefinitely
or for a specified period, the reporting and disclosure obligations in existing Part
2 of the SCI Act, in relation to the register of critical infrastructure assets;9 and

•

the power to make confidential declarations, which are non-legislative
instruments, to privately prescribe or exclude assets from the expanded
regulatory regime (in Parts 2, 2A, 2B, 2C and 3A), if the Minister is satisfied that
there would be a risk to Australia’s national security, defence or social or
economic stability if it were publicly known that the asset is a critical
infrastructure asset or a system of national significance (as applicable);10

Positive security obligations
•

powers to make rules relating to the expanded positive security obligations in
Part 2A (concerning the adoption and maintenance of, and reporting in relation
to, critical infrastructure risk management programs), specifically:

7

SCI Act, paragraph 9(1)(f) and Bill, Schedule 1, item 24 (inserting new paragraphs 9(2)(a)-(v) of the SCI Act);
items 26-29 (inserting new subsections 9(2A)-(2B) of the SCI Act); and item 32 (inserting new sections 12A12KA of the SCI Act).
8 Bill, Schedule 1, item 32 (inserting new section 12L of the SCI Act).
9 Ibid, Schedule 1, item 39 (inserting new subsection 18A(3) of the SCI Act).
10 Ibid, Schedule 1, items 58-64 (amending section 51 and inserting new section 52B of the SCI Act).
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-

the power to make rules which specifically exclude an asset from those
obligations, either indefinitely or for a specified period;11

-

the power to make rules which prescribe additional requirements for the
contents of critical infrastructure risk management programs, which may
apply generally to all assets, or only to specified classes of assets.
The requirements prescribed in rules would be additional to the statutory
requirements for all risk management programs to identify hazards,
specify steps to minimise or eliminate risks arising from those hazards,
and mitigate the impacts of those risks, should they eventuate.12
Specifically, the rules may:

•

▪

require an entity to conduct background checking of relevant
individuals, and may deem a specified action to be one which
minimises or eliminates risks arising from a specified hazard;13 and

▪

incorporate by reference State and Territory laws and Australian
Standards (both approved and proposed) as in force from time-totime. This displaces the safeguard in subsection 14(2) of the
Legislation Act 2003 (Cth) (Legislation Act), which creates a
general rule that material incorporated by reference is taken to be in
the form in which it existed at the time the legislative instrument was
made. This prevents the automatic updating of legislative
instruments as the incorporated matter changes, to ensure there is
Parliamentary oversight of any changes to the substance of
regulatory obligations based on the incorporated material;14

powers to make rules relating to the notification requirements for cyber security
incidents, in proposed Part 2B of the SCI Act, including:
-

the power to make rules which specify assets to which the notification
requirements apply in relation to cyber security incidents;15 and

-

the power to make rules which specify the relevant regulatory body to
which incident notifications must be given;16 and

Cyber security obligations for systems of national significance
•

the power to make non-legislative instruments (‘declarations’) which prescribe
the entities to which the cyber security obligations in new Part 2C apply;17 and

•

the power to make rules which prescribe additional requirements for cyber
security incident response plans, cyber security exercises and evaluation
reports, and vulnerability assessments and reports.18

11

Ibid, Schedule 1, item 39 (inserting new subsection 30AB(3) of the SCI Act).
Ibid, Schedule 1, item 39 (inserting new paragraph 30AH(1)(c) of the SCI Act).
13 Ibid, Schedule 1, item 39 (inserting new subsections 30AH(4) and (9)-(12) of the SCI Act).
14 Ibid, Schedule 1, item 39 (inserting new section 30AN of the SCI Act).
15
Ibid, Schedule 1, item 39 (inserting new paragraph 30BB(1)(a) of the SCI Act).
16 Ibid, Schedule 1, item 39 (inserting new section 30BF of the SCI Act).
17 Ibid, Schedule 1, item 18 (inserting the definition of ‘system of national significance in section 5 of the
SCI Act) and item 66 (inserting new section 52B of the SCI Act).
18 Ibid, Schedule 1, item 39 (inserting new paragraphs 30CJ(1)(e), 30CN(1)(f), 30CS(c), 30CY(1)(e) and
30DA(c) of the SCI Act).
12
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Delegations of power to the Secretary
The Bill also proposes to confer significant powers on the Secretary of the
Department, to make decisions about:
•

whether to enliven the cyber security obligations in new Part 2C in relation to
particular assets that have been declared by the Minister to be ‘systems of
national significance’ under proposed section 52B; and

•

the substance of those obligations in relation to particular assets that have been
declared by the Minister to be ‘systems of national significance’.

In particular, the Secretary is empowered to make declarations which:
•

enliven the statutory incident planning response obligations in relation to the
responsible entity for an asset that is a system of national significance;19

•

require the responsible entity for an asset that is a system of national
significance to:

•

•

-

undertake a specified cyber security exercise within a 30-day period; and

-

appoint an external auditor to undertake an evaluation report if the
Secretary believes that the mandatory internal evaluation report was ‘not
prepared appropriately’ or the entity has not complied with the obligation
to prepare an internal evaluation report;20

require the responsible entity for an asset that is a system of national
significance to:
-

undertake a vulnerability assessment and prepare a report to be provided
to the Secretary (generally within a 30-day period); or

-

if the Secretary believes that the entity would not be capable of carrying
out a vulnerability assessment, or has failed to do so, the Secretary may
appoint an employee of the Department or ASD to carry out the
assessment, and the entity must provide access to its premises and
systems for the purpose of completing the assessment;21

require the responsible entity for an asset that is a system of national
significance to do the following, for up to 12 months:
-

prepare periodic or even-based reports of certain system information, and
to provide them to ASD; or

-

instal system information software that enables the preparation and
notification of system information reports, if the Secretary believes that the
relevant responsible entity for the asset would not be technically capable
of preparing the reports.22

These notification obligations expressly abrogate the privileges against selfincrimination and exposure to civil penalty.23 While they are subject to use
immunity, the information-sharing provisions in existing paragraph 42(2)(d) of
the SCI Act will enable the Secretary to share that information with law
enforcement agencies, such as the Australian Federal Police (AFP) or other
regulatory agencies, for the purpose of law enforcement.24
19

Ibid, Schedule 1, item 39 (inserting proposed section 30CB of the SCI Act).
Ibid, Schedule 1, item 39 (inserting proposed sections 30CM and 30CR of the SCI Act).
21 Ibid, Schedule 1, item 39 (inserting proposed sections 30CU and 30CW of the SCI Act).
22 Ibid, Schedule 1, item 39 (inserting proposed sections 30DB and 30DC of the SCI Act).
23 Ibid, Schedule 1, item 39 (inserting proposed section 30DG of the SCI Act).
24 SCI Act, section 43. See also: subparagraph 42(2)(a)(ii) and paragraph 42(2)(d).
20

Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 22

The Secretary is also empowered to appoint any member of the staff of the
Department to be a ‘designated officer’, who may perform various regulatory functions
under new Part 2C, some of which involve the exercise of intrusive powers.
(For example, entering premises to observe cyber security exercises or undertake
vulnerability assessments, and to be provided with facilities and assistance for the
purpose of the latter.) The Secretary may also appoint staff members of ASD as
‘designated officers’, provided that the Director-General of ASD has consented to the
appointment.25 There are no specific eligibility requirements directed to the expertise
or seniority of persons who may be appointed as ‘designated officers’.
Law Council views
The Law Council recognises the interest in creating a level of flexibility in the
expanded SCI regime, to accommodate the specific circumstances of individual
assets and sectors, and to respond swiftly to changes in the security environment.
The Law Council also welcomes the inclusion of various statutory pre-conditions to
the exercise of delegated legislative powers, which require an assessment of the
proportionality of the proposed regulatory requirements, including an examination of
regulatory impacts and costs for regulated entities.26 There are also explicit
requirements to consult regulated entities on proposed rules and declarations, which
are additional to the general requirements in section 17 of the Legislation Act.27
However, the Bill is extraordinary in terms of the number, breadth and gravity of
legislative powers it proposes to delegate to the Minister and Secretary. The Law
Council submits that the Bill is fairly characterised as a ‘framework’ or ‘shell’ which
imposes highly significant regulatory obligations and liabilities, but largely delegates
to the executive government the task of determining the substance of regulatory
requirements, and their application to specific entities.28
The Bill is also extraordinary in that it proposes to enable some delegated powers to
be exercised via non-legislative instrument (Ministerial declarations in relation to
assets, and Secretary’s notices in relation to cyber security obligations). These
determinations and notices will not be disclosed publicly, with disclosures of their
existence or contents potentially attracting the secrecy offence in section 45 of the
SCI Act.29 They will also bypass the usual requirements for Parliamentary scrutiny
and disallowance that apply to legislative instruments under the Legislation Act.
Accordingly, the Law Council encourages the Committee to consider the following
issues in scrutinising the Bill:
•

the appropriate balance of matters to be set directly in primary legislation, and
those which are appropriately delegated to the Minister; and

•

the appropriate Parliamentary oversight and accountability mechanisms that
should apply to the expanded regime, which are commensurate with the
remarkable volume and breadth of the proposed delegations of legislative
power.

25

Ibid, Schedule 1, item 39 (inserting proposed section 30DQ of the SCI Act).
See, for example: ibid, Schedule 1, item 39 (inserting proposed subsections 30AH(6), 30DB(4), 30DC(4) and
30DJ(4) of the SCI Act).
27 See, for example: ibid, Schedule 1, item 38 (inserting proposed section 18AA of the SCI Act) and item 39
(inserting proposed ss 30ABA, 30AL, 30BBA, 30CB(4), 30CM(5), 30CR(4), 30CU(5), 30CW(4), 30DD and 30DK
of the SCI Act).
28 See also: Senate Standing Committee for the Scrutiny of Bills, Scrutiny Digest 2 of 2021, (February 2021), 23
at [1.83]-[1.84].
29 See further: Bill, Schedule 1, items 11-12 (amending the definition of ‘protected information’ in section 5 of the
SCI Act, which enlivens the secrecy offence in existing section 45).
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The Law Council considers that the proposed delegations of legislative power are
overly broad, and further parameters should be prescribed in primary legislation.
The Law Council also considers that further Parliamentary oversight and
accountability mechanisms are needed, in recognition of the extraordinary
delegations of power.
Recommended improvements are detailed below, covering the following matters:
•

strengthened consultation pre-conditions to the making of Ministerial rules;

•

safeguards for the incorporation by reference of material in Ministerial rules, as
that material is in force from time-to-time;

•

stronger thresholds for the making of private Ministerial declarations that an
asset is a ‘critical infrastructure asset’ or a ‘system of national significance’; and

•

enhanced safeguards for the Secretary’s powers to:
-

issue notices which trigger the enhanced cyber security obligations for
systems of national significance in proposed Part 2C; and

-

designate Departmental staff as ‘designated officers’ for the purpose of
performing various functions under proposed Part 2C.

Strengthened consultation pre-conditions to the making of Ministerial rules
The Law Council supports the requirements for the Minister to consult the affected
entities before making statutory rules or a private declaration to prescribe them as
‘critical infrastructure assets’ or ‘systems of national significance’, or to temporarily or
permanently exclude assets from being ‘critical infrastructure assets’. The Law
Council also welcomes the increase in the statutory minimum consultation period to
28 days, as compared to the 14-day period proposed in the ED Bill (which the Law
Council submitted was inadequate).
Thorough and meaningful consultation will be critical to identifying the regulatory
impacts on responsible entities, and others who are reliant on the particular assets,
and ascertaining the feasibility of proposed regulatory requirements. Consultation will
also be critical to inform an assessment of the reasonableness and proportionality of
any proposed regulatory requirements.
Given the importance of consultation, the Law Council recommends that the statutory
requirements are strengthened in four ways, as outlined below.
Notification requirements for proposed Ministerial rules
There should be more extensive requirements for the Minister to ensure that steps
are taken to notify relevant entities of proposed rules, including proposed
amendments to existing rules.
The Bill presently only requires the Minister to cause a notice to be published on the
Department’s website, which sets out the draft rules and invites submissions on them,
and to notify State and Territory First Ministers. The 28-day consultation period runs
from the day after the day on which the notice is published on the website.30 The Law
Council is concerned that the publication of a notice on the Department’s website may
be an inadequate mechanism by which to bring proposed rules to the attention of
regulated entities.
The Law Council would support the insertion of an additional, overarching
30

Ibid, Schedule 1, item 38 (inserting proposed subsection 18AA(2) of the SCI Act) and item 39 (inserting
proposed subsections 30ABA(2), 30AL(2) and 30BBA(2) of the SCI Act).
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requirement that the Minister must ensure that all reasonable steps are taken to bring
the proposed rules or amendments to the attention of responsible entities for assets
to which the proposed rules or amendments will apply. The requirement to place a
notice on the Department’s website should be a component of that broader obligation.
Effect of Minister’s failure to comply with consultation requirements
The Law Council also considers that there should be an express provision invalidating
any rules which are made in contravention of the consultation requirements, unless a
statutory exception has been applied for clearly defined circumstances of emergency.
This measure would reflect the paramount importance of consultation in setting
technically and practically feasible regulatory obligations, and making informed
decisions about the regulatory burden to be imposed on key sectors of the Australian
economy. It would give the strongest possible effect to the Government’s stated
commitment to co-design in making the regulations that prescribe the application and
substance of applicable regulatory obligations under the expanded SCI regime.
Stronger limitations on power to bypass consultation requirements
The Bill proposes that the Minister may bypass consultation requirements in relation
to certain proposed rules, if satisfied that:
•

there is an imminent threat that a hazard will materialise in relation to an asset,
which will have a significant ‘relevant impact’31 on the asset (that is, it will impact
on the availability, integrity, or reliability of the asset, or the confidentiality of
information about or stored in the asset); or

•

a hazard has had, or is having, a significant ‘relevant impact’ on the asset.32

The Law Council considers that the threshold of a ‘significant relevant impact’ is too
low for the purpose of an exception to consultation requirements in relation to a
proposal to impose significant regulatory obligations. It is conceivable that a ‘relevant
impact’ could be significant in relation to an individual asset, but the temporary
disruption of that asset may not, in fact, have a significant impact on Australia’s
national interests with respect to security, defence and economic and social stability.
The Law Council submits that the conditions for dispensing with the consultation
requirement should also require the Minister to be satisfied that:
•
•

the ‘relevant impact’ of the hazard is likely to cause serious prejudice to
Australia’s national security, defence or social or economic stability; and
the time taken to conduct consultation would frustrate the effectiveness of the
proposed rules in avoiding or mitigating the impacts of the hazard.

Stronger safeguards if consultation requirements are bypassed
Further, if consultation requirements are bypassed in reliance on an emergency
exception, the Law Council considers that such rules and attendant compliance
obligations should be subject to additional and stronger safeguards than the existing
proposal in the Bill for the Secretary to conduct an internal, advisory review and report
their findings to the Minister.33 In particular, the following safeguards should apply to
the period of effect of the rules, and liability to civil penalty for non-compliance:

31

This term is defined in proposed section 8G of the SCI Act. See: Bill, Schedule 1, item 21.
Ibid, Schedule 1, item 39 (inserting proposed subsection 30AL(3) of the SCI Act).
33 See, for example, ibid, Schedule 1, item 39 (inserting proposed section 30AM of the SCI Act).
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•

such rules should sunset within a fixed, short-term period, so that they are not in
force any longer than is necessary for the immediate response to a particular
incident; and

•

the Minister should be under an explicit statutory obligation to conduct
consultations on permanent or ongoing rules, and to revoke the emergency
rules at the first available opportunity; and

•

there should be some form of legal protection against enforcement action for
non-compliance with the requirements of emergency rules, in the nature of a
defence or excuse where compliance would have been impossible or would
have exposed the entity to significant hardship.

Recommendation 1—enhancements to consultation requirements for rules
•

The Bill should be amended to expand the consultation requirements in
relation to Ministerial rules as follows:
-

the Minister should be required to ensure that all reasonable steps
are taken to bring proposed rules to the attention of regulated
entities, including but not limited to, an obligation to publish a
notice on the Department’s website;

-

the Bill should provide expressly that Ministerial rules are invalid if
the Minister fails to comply with the consultation requirement on
proposed rules, in the absence of an emergency exception;

-

the emergency exception enabling consultation requirements to
be bypassed should be tightened, in accordance with the
measures listed at paragraph [31] of this submission; and

-

there should be specific statutory safeguards applied to
Ministerial rules that are made in reliance on the emergency
exception from consultation requirements, in accordance with the
measures listed at paragraph [32] of this submission.

Safeguards on the power to incorporate material by reference in Ministerial rules
Proposed section 30AN of the SCI Act would permit Ministerial rules made under
proposed section 30AH, which prescribe the requirements for critical infrastructure
risk management programs, to incorporate by reference provisions of State and
Territory laws, and approved and proposed Australian Standards. The power enables
these materials to be incorporated as they are in force from time-to-time, not merely in
the form in which they existed when the Minister made the rules under proposed
section 30AH of the SCI Act.34
As noted above, this displaces the safeguard in subsection 14(2) of the Legislation
Act, which creates the general rule that, if a legislative instrument incorporates by
reference provisions of material other than Commonwealth Acts or legislative
instruments, then that material is incorporated only as it was in force at the time of
incorporation. The legislative instrument does not update automatically to ‘pick up’
any subsequent modifications to the incorporated material.
The Law Council is concerned that, by displacing subsection 14(2) of the Legislation
Act, the content of Ministerial rules made under proposed section 30AH will update
automatically, whenever the incorporated State or Territory law is amended, or the
proposed or approved Australian Standard is modified. This means that there will be
no opportunity for Parliamentary disallowance, or mandatory consultation with
34
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regulated entities, in the event of changes to the substance of materials incorporated
by reference into the rules made under proposed section 30AH of the SCI Act. This
effectively creates a ‘backdoor’ mechanism to change the substance of the Ministerial
rules, without the consultation and scrutiny requirements under the SCI Act that would
apply to any amendments to the text of the rules.
The Explanatory Memorandum indicates that the proposed power to incorporate by
reference provisions of State and Territory laws, as in force from time-to-time, is
intended to avoid duplication or inconsistency of regulatory obligations under the SCI
Act and State or Territory laws.35 The Explanatory Memorandum further states that
the proposed power to incorporate by reference existing and proposed Australian
Standards is intended to ensure that the SCI regime keeps pace with any changes to
‘accepted and reputable standards’ for best practice in risk management processes.36
The Law Council acknowledges that there is a need for an efficient mechanism to
ensure that the substance of the regulatory standards prescribed in the rules remains
current, and avoids duplicating or creating inconsistent regulatory burdens under
different pieces of legislation. However, the Explanatory Memorandum does not
acknowledge the concerns repeatedly raised by Parliamentary legislative scrutiny
committees about the bypassing of Parliamentary oversight, and the lack of free
public access to non-legislative materials incorporated by reference—noting that
Australian Standards are not freely available to the public.37
The Regulation Impact Statement in the Explanatory Memorandum to the Bill does
not address the accessibility of any Australian Standards that are incorporated by
reference in statutory rules. There may be particular accessibility issues for any
small-to-medium enterprises that may be regulated by the expanded SCI regime
(for whom the costs of accessing each iteration of a proposed or finalised Australian
Standard may be prohibitive). There are also accessibility issues for members of the
public more generally, who seek to know the content of the law.
Accessibility considerations are also significant in the context of the civil penalty
provisions in proposed sections 30AD, 30AE and 30AF, which apply to regulated
entities that contravene their obligations to comply with, review and update their
critical infrastructure risk management programs for their assets. Changes to any
material that is incorporated by reference into the Ministerial rules governing the
requirements for those programs could mean that an entity is no longer compliant
with its risk management program, or its obligations to review and update that
program. (In particular, it is conceivable that proposed Australian Standards could
change considerably as they are developed further prior to finalisation.)
Sunset period for rules made under proposed section 30AH
The Law Council considers that the Bill should be amended to strike a more equitable
balance between the interests in ensuring currency of regulatory standards applied
under the SCI regime; and the need for scrutiny and oversight of changes to material
incorporated by reference.
To achieve this outcome, the Law Council recommends that rules made under
35

Explanatory Memorandum at [622].
Ibid at [624].
37 See, for example, Senate Standing Committee for the Scrutiny of Bills, Scrutiny Digest 2 of 2021, (February
2021), 24 at [1.87]-[1.88]; and Senate Standing Committee for the Scrutiny of Bills, Consolidated Legislative
Scrutiny Guidelines, 1st Edition, (February 2020), 16-17. See also: Parliament of Western Australia, Joint
Standing Committee on Delegated Legislation, Report on access to Australian Standards adopted in delegated
legislation, (June 2016); and Legislative Assembly for the ACT, Standing Committee on Justice and Community
Safety, Access to Australian Standards adopted in legislation, (October 2020).
36
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proposed section 30AH of the SCI Act—at least in respect of which proposed section
30AN has been engaged—are subject to a shorter sunsetting timeframe than the
standard 10-year sunset timeframe in Part 4 of Chapter 3 of the Legislation Act.38
The Law Council submits that a sunsetting period of two-to-three years would be
appropriate for such rules. This shorter sunsetting period would create a mechanism
which requires the regular review of these rules. A requirement for review every two
or three years would give the strongest possible assurance that there will be an
assessment of whether it remains appropriate for rules made under proposed section
30AH to incorporate materials by reference, having regard to any changes to the
incorporated material during the period of effect.
If rules are re-made after the expiry of the previous sunset period of two or three
years (either in the same form as previously, or with modifications) there would be a
fresh Parliamentary disallowance period for the rules as re-made. Accordingly, the
Parliament would also have an opportunity to independently consider, at regular
intervals, the continued appropriateness of any material that has been incorporated
by reference into the rules in reliance on proposed section 30AN.
Recommendation 2—shorter sunset period for rules made under section 30AH
•

The Bill should be amended to provide that rules made under proposed
section 30AH of the SCI Act (prescribing the requirements for critical
infrastructure risk management programs) are subject to a sunset
period of no more than three years.

•

As a minimum, this sunset period should apply to rules which engage
the power in proposed section 30AN to incorporate certain material by
reference, as that material is in force from time-to-time.

Access to Australian Standards incorporated by reference in statutory rules
The Law Council also recommends that proposed section 30AN is amended to create
a stronger degree of assurance in relation to the accessibility of any Australian
Standards, including proposed standards, that are incorporated by reference into
rules made under proposed section 30AH. This would give effect to the following
statement of Government policy on access to standards, made by the Minister for
Industry, Science and Technology in July 2020:
It remains Government policy that the relevant regulatory authority should
consider funding access to standards where referenced in legislation.
This should be done on a case-by-case basis, and is often considered
through regulatory impact assessment processes.39
The Law Council recommends that proposed section 30AN of the SCI Act should
place a further condition on the Minister’s rule-making power to incorporate by
reference the requirements of finalised and proposed Australian Standards as in force
from time-to-time. The Minister should only be permitted to make rules that
incorporate by reference a final or proposed Australian Standard if satisfied, on
reasonable grounds, that the relevant standard is reasonably accessible to regulated
entities and members of the public, without imposing significant financial hardship.
More generally, the Law Council would support a policy commitment to ensure that
access to the latest version of Australia Standards that are proposed to be
incorporated in rules, or are incorporated in rules, will be funded wherever necessary.
38
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The Law Council emphasises that it is no answer to suggest that this issue can be
dealt with entirely as a discretionary matter in the course of the drafting and
Parliamentary scrutiny of individual rules for specific critical infrastructure sectors
under proposed section 30AH. As the Senate Standing Committee for the Scrutiny of
Bills commented in its initial analysis of the Bill, the Bill seeks to delegate legislative
power to make legal rules, which incorporate by reference matter that is not freely
available to the public. It does not presently contain any legal safeguards to ensure
that any non-legislative material can only be incorporated in rules if it is readily
available to all regulated entities, as well as the public more broadly, who are entitled
to know the contents of the law.40
This issue is too significant to leave to an assumption that an unguided executive
discretion will be exercised beneficially in each time rules are made that incorporate
Australian Standards. In this event, the only recourse would be the Parliament
exercising its discretion to disallow the rules. As the Law Council has remarked in
previous submissions to the Committee,41 and as the Senate Standing Committee for
the Scrutiny of Delegated Legislation has observed,42 placing reliance on a
discretionary political remedy is not an adequate safeguard against the risk of any
inappropriate or oppressive exercise of a delegated legislative power. Rather, the
provisions which delegate legislative power should, themselves, be subject to
stronger conditions governing the scope and manner of exercise of that power.
Recommendation 3—accessibility of Australian Standards incorporated in rules
•

Proposed subsection 30AN(3) of the SCI Act (item 39 of Schedule 1 to
the Bill) should be amended to provide that the Minister may only make
rules which incorporate by reference an Australian Standard (either as
in force at a particular time, or as in force from time-to-time) if satisfied,
on reasonable grounds, that the relevant Australian Standard is
accessible to regulated entities, without imposing significant financial
cost on those entities.

•

The Government should, at all times, fund access to the latest version
of relevant Australian Standards (including proposed standards) for the
purpose of:
-

conducting consultations on proposed rules, including proposed
amendments to rules; and

-

enabling compliance with rules that are in force.

Stronger conditions for confidential Ministerial declarations under ss 51 and 52B
The Law Council acknowledges that there may be limited instances in which
disclosing the status of an asset as a ‘critical infrastructure asset’ or a ‘system of
national significance’ may raise significant national security risks. For example, it may
expose the asset to being targeted by malicious state and non-state actors.
Consequently, the Law Council does not oppose, in principle, a limited mechanism to
make confidential declarations that are not disclosed publicly, rather than being solely
reliant on statutory rules (which, as legislative instruments, must be publicly available
through their registration on the Federal Register of Legislation). However, the power
40

Senate Standing Committee for the Scrutiny of Bills, Scrutiny Digest 2 of 2021, (February 2021), 24 at [1.87]
and [1.88].
41 See, for example, Law Council of Australia, Submission to the PJCIS on the Telecommunications Legislation
Amendment (International Production Orders) Bill 2020, (May 2020), 20 at [67].
42 Senate Standing Committee for the Scrutiny of Delegated Legislation, Interim report on the inquiry into
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to make confidential Ministerial declarations must be tightly constrained, so that it is
only exercisable if the Minister is satisfied, on reasonable grounds, that proceeding
confidentially is strictly necessary and proportionate to the risk of harm arising from
public disclosure of the regulatory status of a particular asset.
This reflects the extraordinary nature of a private power of declaration, in removing
opportunities for Parliamentary scrutiny and disallowance, and withholding
information from the public about the application of a significant regulatory regime.
Thresholds for making confidential declarations
The Law Council considers that the proposed amendments to the grounds for
exercising the declaration-making power in existing section 51, and the new
declaration making power in proposed section 52B, are disproportionately broad.43
In particular, the Minister may make a confidential declaration of an asset, on the
basis of the Minister’s perception of risks to Australia’s ‘social or economic stability’
and not merely perceived risks to Australia’s national security or defence.
As discussed at paragraphs [114]-[121] below (in relation to the inclusion of a similar
provision in the intervention powers in proposed Part 3A of the SCI Act), the concept
of Australia’s ‘social or economic stability’ is very broad and could conceivably cover
most, if not all, aspects of everyday life. There is significant scope for a high degree
of subjective judgment, in the course of determining the likely impacts of disclosing
the regulatory status of an asset.
Moreover, there is no statutory threshold which prescribes the requisite degree of
likely harm to national interests if the regulatory status of an asset was disclosed
publicly. For example, there is no requirement for the Minister to be reasonably
satisfied that public disclosure would be reasonably likely to cause serious harm or
prejudice to specific national interests (such as national security or defence).
Recommendation 4—thresholds for declaring assets under ss 51 and 52B
•

The Bill (items 58 and 66 of Schedule 1) should be amended to provide
that the Minister may only make a confidential declaration in relation to
an asset under section 51 or 52B of the SCI Act if satisfied on
reasonable grounds, that there is a significant risk of harm to
Australia’s defence or national security as a result of the disclosure of
the regulatory status of the asset.

Review rights in relation to confidential Ministerial declarations
The Bill does not propose to exclude decisions to make Ministerial declarations from
statutory judicial review under the Administrative Decisions (Judicial Review) Act
1977 (Cth) (ADJR Act). While this is welcome, it should also be noted that the
restrictive secrecy provisions in existing sections 45 and 47 of the SCI Act will apply to
the existence of a declaration made under section 51 (as amended) or proposed
section 52B. This may make it difficult for the responsible entity for an asset that is
the subject of a declaration to commence judicial review proceedings in relation to the
Minister’s decision to make a declaration. In particular, section 47 of the SCI Act
purports to override the powers of a court to order discovery of relevant evidence
about the Minister’s decision to declare an asset.
Further, there are no merits review rights in relation to decisions to make Ministerial
43
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declarations under section 51 or proposed section 52B. Rather, the Bill proposes to
establish a purely internal advisory review mechanism, under which the Secretary
would be responsible for conducting reviews on the request of the responsible entity
for an asset that is the subject of a Ministerial declaration.44 However, this is not a
satisfactory replacement for merits review for three reasons:
•

the Secretary of the Minister’s portfolio department is not independent of the
Minister or the Government more broadly. It is conceivable that the Secretary
(as the head of the Department administering the SCI Act) may have played a
direct role in advising the Minister to make the declaration that is later the
subject of an internal review request. This is a significant conflict of interest,
which has the potential to give rise to apprehended bias in Secretary’s
performance of the internal review function. Moreover, the Secretary’s functions
to conduct an internal review will be delegable to Departmental staff under
existing section 59 of the SCI Act. It is also readily conceivable that those staff
(and their direct reports, who may provide assistance in the review function,
including recommending review outcomes to the delegate) may have performed
a role in advising the Minister about the making of the declaration under review;

•

internal reviews conducted by the Secretary or delegate would only provide
advisory recommendations to the Minister, which do not have any legal status
or force. Acceptance and implementation of such recommendations would be
at the sole, and unlimited, discretion of the Minister. Conversely, decisions of
the AAT on merits review applications are legally binding, and can have the
effect of substituting the original decision with that of the AAT on review; and

•

there are no requirements for transparency in relation to the conduct or
outcomes of the Secretary or delegate’s internal reviews. The existence,
conduct and outcomes of such reviews will likely be confidential, in the absence
of any statutory requirement for the Secretary or the Minister to inform the
responsible entity (or entities) of the outcomes of the review, or to provide
reasons. The existing secrecy provisions of the SCI Act may also limit the
ability of responsible entities and others to make further discloses of review
outcomes and reasons, if provided to them.

For these reasons, the Law Council considers that a right of merits review, in the
Security Division of the Administrative Appeals Tribunal (AAT), is required.
(See recommendations 6 and 27 below.)
The Law Council notes that there is already a right to seek merits review in the
Security Division of the AAT in respect of ASIO’s decisions to furnish adverse security
assessments about the responsible entities for critical infrastructure assets, for the
purpose of enlivening the Ministerial direction power in existing section 32 of the
SCI Act. The existence of merits review rights in the Security Division, specifically in
connection with the existing SCI regime, highlights that effective procedural
mechanisms are already available to manage the dissemination and use of classified
or otherwise sensitive information in the context of merits review.
Improved safeguards for the Secretary’s power to issue notices under new Part 2C
The Secretary’s powers to issue notices in relation to the enhanced cyber security
obligations for systems of national significance in proposed Part 2C of the SCI Act
concentrate extensive powers in the hands of a single public official. The proposal to
confer such powers on the Secretary is particularly extraordinary in the absence of
Parliamentary and public disclosure of the existence or contents of notices given
under proposed Part 2C. Moreover, the Secretary’s power of delegation in existing
44
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section 59 of the SCI Act will apply to the functions and powers of the Secretary under
proposed Part 2C, in the absence of an express exclusion in the Bill.45
The Law Council is also concerned that the secrecy obligations in sections 45 and 47
of the SCI Act are likely to preclude disclosures of the existence and contents of
notices issued under proposed Part 2C. This may limit the ability of regulated entities
to exercise their rights to seek statutory judicial review of decisions to issue notices,
including to obtain necessary evidence about the issuing decision.
The Law Council submits that the Bill should include the following, stronger
mechanisms for transparency, accountability and oversight in relation to the
Secretary’s extraordinary notice-based powers under new Part 2C of the SCI Act:
•

the Secretary’s powers to issue notices under proposed Part 2C should not be
delegable under section 59 of the SCI Act. (Alternatively, if the Committee is
persuaded this power should be delegable, section 59 should be amended to
provide for specific eligibility criteria for delegates in relation to the powers to
issue notices under Part 2C. Those criteria should prescribe specific levels of
technical expertise; not merely the person’s employment in an SES-level
position, including on an acting basis, in any part of the Department);

•

there should be a right of merits review, in the Security Division of the AAT, in
relation to the Secretary’s decisions to issue notices under proposed Part 2C
(see further, recommendation 27 below);

•

the Commonwealth Ombudsman should have a standing inspection function in
relation to the SCI Act, including oversight of the legality and propriety of the
Secretary’s exercise of powers under proposed Part 2C of that Act (see further,
recommendation 28 below); and

•

the Committee’s power under paragraph 30(e) of the Intelligence Services Act
2001 (Cth) (ISA) to request briefing from the Secretary should be supplemented
with amendments to section 29 of the ISA, to confer a specific function on the
Committee to monitor and review any matter relating to the expanded SCI
regime (including notices issued under proposed Part 2C). This reflects that the
Committee’s power to request briefings under section 30 is limited to obtaining
briefings for the purpose of performing its existing statutory functions under
section 29 of the ISA. (See further, recommendation 31 below.)

Recommendation 5—Secretary’s notice-based powers under Part 2C: safeguards
•

Proposed Part 2C of the SCI Act (item 39 of Schedule 1 to the Bill)
should be amended to include the statutory safeguards listed at
paragraph [59] of this submission in relation to the exercise by the
Secretary of powers to issue notices to the responsible entities for
‘systems of national significance’.

Recommendation 6—merits review rights of Ministerial declarations under ss 51
and 52B, and Secretary’s notices under Part 2C of the SCI Act
•

The Law Council’s recommendation 27 below for the conferral of merits
review rights in relation to the expanded SCI regime should include,
as a minimum, rights to seek merits review in the Security Division of
the AAT of:

The Bill only proposes to exclude the Secretary’s separate functions and powers under proposed Part 3A
from the power of delegation (concerning governmental intervention in responding to cyber security incidents
affecting critical infrastructure assets): Bill, Schedule 1, item 67 (amending section 59 of the SCI Act).
45
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•

-

Ministerial declarations made under section 51 (as proposed to be
amended) and proposed section 52B of the SCI Act; and

-

Secretary’s notices issued under proposed Part 2C of the SCI Act.

Existing section 47 of the SCI Act should be amended to enable the
Security Division of the AAT to require disclosure of protected
information, for the purpose merits review proceedings.

Safeguards for the Secretary’s power to appoint ‘designated officers’ under Part 2C
Appointment of Departmental employees as ‘designated officers’
The Law Council submits that there should be further statutory conditions imposed on
the Secretary’s power in proposed section 30DQ of the SCI Act to appoint any
Departmental employee as a ‘designated officer’ who may perform functions and
exercise powers under proposed Part 2C.46 In particular, the Secretary should be
required to be satisfied, on reasonable grounds, that the person or class of persons
appointed as a ‘designated officer’ meets prescribed eligibility requirements, in
relation to their subject-matter expertise and level of seniority.
This is important, given the breadth of portfolio responsibilities conferred on the
Department, and highly technical and intrusive nature of the expanded SCI regime.
A greater degree of caution in relation to the authorisation of Departmental
employees to perform regulatory functions is also desirable, given that the primary
functions of a Department of State are the provision of policy advice and
implementation support to the Government, rather than the administration of a
complex, novel and highly technical regulatory regime, which will have significant
consequences for a wide range of businesses across all sectors of the economy.
While discrete areas of the Department perform regulatory functions in other fields,
such as the Australian Border Force and organisational areas performing transport
security functions, this is no substitute for proposed section 30DQ imposing explicit
statutory safeguards on the Secretary’s power of appointment. The skills of persons
performing regulatory functions in unrelated organisational areas of a Department of
State are not necessarily directly transferrable to the specialised environment of cyber
security regulation under proposed Part 2C. Further, the provision as presently
drafted would permit the appointment of ‘designated officers’ who are employed in
any area of the Department, without being required to hold a minimum level of
relevant qualifications, skills, experience and seniority.
Anomaly in oversight arrangements for designated officers
In addition, the Secretary’s power to also appoint ASD staff members as ‘designated
officers’ (with the consent of the Director-General of ASD) means that there will be an
anomaly in the applicable oversight arrangements for designated officers. If a
‘designated officer’ is an ASD staff member, the Inspector-General of Intelligence and
Security (IGIS) will be responsible for conducting oversight of their activities under the
Inspector-General of Intelligence and Security Act 1986 (Cth) (IGIS Act). This
includes a power under section 9A of the IGIS Act to conduct inspections, as well as
the power to conduct inquiries (including in response to complaints made to the IGIS,
or on the request of a Minister, or on the Inspector-General’s own motion). The
oversight functions of the IGIS will also cover decisions of the Director-General of
ASD about whether to consent to the proposed appointment of an ASD staff member
as a ‘designated officer’ (including oversight of the propriety of such decisions, having
regard to the qualifications, skills, expertise and seniority of the relevant persons).
46

Ibid, Schedule 1, item 39 (inserting proposed section 30DQ of the SCI Act).

Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 33

In contrast, the Commonwealth Ombudsman will be responsible for conducting
oversight of Departmental employees who are appointed as ‘designated officers’.
Unlike the IGIS Act, the Ombudsman Act 1976 (Cth) (Ombudsman Act) does not
confer an inspection function on the Ombudsman, and the Bill does not propose to
enact such an inspection function in relation to the SCI regime.
The absence of an inspection function for the Ombudsman also means that there is a
gap in the routine compliance oversight of the Secretary’s actions in appointing
designated staff members, including setting and applying skill and competency-based
requirements for appointments; and making decisions about class-based
authorisations. (In contrast, these are routine oversight functions performed by the
IGIS in relation to intelligence agencies subject to their oversight, including the
authorisation of persons to execute powers under internally authorised instruments,
such as warrants issued by the Attorney-General.)47
The Law Council considers that this anomaly in the scope of oversight applicable to
Departmental and ASD employees performing functions as designated officers should
be remedied, by conferring an inspection function on the Commonwealth
Ombudsman, which covers both matters of legality and propriety in relation to the
actions of Departmental officials. (See further, recommendation 28 below.)
Recommendation 7—limitation on power to appoint ‘designated officers’
•

Proposed section 30DQ of the SCI Act (item 39 of Schedule 1) should
be amended to apply the following conditions to the power of the
Secretary to appoint Departmental employees as designated officers:
-

to be eligible for appointment, a Departmental employee must
hold a position at a minimum, prescribed level of seniority
(the Law Council suggests the Executive Level 2 classification,
with other, more junior, officers providing administrative
assistance and support, rather than directly performing the
functions of a designated officer); and

-

the Secretary must be satisfied, on reasonable grounds, that the
Departmental employee possesses adequate technical expertise
and experience to perform the functions of a designated officer.

Interaction of expanded SCI regime with foreign investment laws
The Foreign Investment Reform (Protecting Australia’s National Security) Act 2020
(Cth) amended the Foreign Acquisitions and Takeovers Act 1975 (Cth) (FATA) to
strengthen requirements for the notification, review and approval of proposed foreign
investments on national security grounds.
It inserted the key concept of a ‘national security business’ in section 4 of the FATA,
which delegates legislative power to define this term in regulations. The Foreign
Investment Reform (Protecting Australia’s National Security) (National Security
Business) Regulations 2020 (National Security FATR) define the term ‘national
security business’ to include the following:
(a)

the business is a responsible entity (within the meaning of the Security
of Critical Infrastructure Act 2018) for an asset; or

47
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(b)

the business is an entity that is a direct interest holder in relation to a
critical infrastructure asset (within the meaning of those terms in
the Security of Critical Infrastructure Act 2018) …

This means that the concerns the Law Council has raised above about potential
overbreadth in delegated legislative powers to prescribe an asset as a ‘critical
infrastructure asset’ under the SCI Act will have broader implications for proposed
foreign investments in relation to those assets.
Moreover, the application of the requirements under the FATA and National Security
FATR will automatically change in line with any amendments to the defined terms in
the SCI Act, without any specific requirement for Parliamentary approval in relation to
the FATA regime. There are therefore no statutory mechanisms to ensure that the
implications for the FATA regime will be consistently taken into account whenever the
defined terms in the SCI Act or subordinate legislation are amended. Such an
assessment of these broader implications will be purely discretionary.
The proposed expansion of the concept of 'critical infrastructure asset' in the SCI Act
to cover an additional 11 sectors will capture an extraordinarily broad range and
number of businesses.48 The Law Council cautions that it may not always be the
case that the acquisition of a ‘direct interest’ within the meaning of section 8 of the
SCI Act (generally a 10 per cent or greater interest) in any such business, in fact,
raises any actual or potential national security issues, so as to merit mandatory
notification to the Foreign Investment Review Board (FIRB) under the FATA. This
may significantly increase the workload of the FIRB, which could mean lengthy
processing times and possible loss of foreign investments to other jurisdictions.
It should also be noted that the Minister for Home Affairs may make various rules
under the SCI Act to vary the application and scope of the SCI regime to particular
assets. However, it is unlikely that those effective limitations and exclusions from the
SCI regime will automatically be applied to the FATA regime, despite the National
Security FATR incorporating defined terms in the SCI Act.
In particular, under existing section 9 of the SCI Act, the Minister may make rules
deeming an asset not to be a ‘critical infrastructure asset’ for the purpose of the SCI
Act, despite that asset otherwise falling within the statutory definition. Further, the Bill
proposes to delegate legislative power to the Minister to make rules which exclude
individual critical infrastructure assets from the obligations with respect to risk
management programs in new Part 2A.49
However, it seems unlikely that the separate regulatory regime under the FATA and
National Security FATR will pick up such exclusions from the SCI regime, which are
implemented via subordinate legislation made under the SCI Act. Rules made under
the SCI Act to specifically exclude certain assets from the SCI regime do not change
the statutory definition of a ‘critical infrastructure asset’ in the SCI Act. It is the
definition in the primary legislation which has been incorporated by reference in the
National Security FATR, and therefore applied to the FATA regime. Consequently, the
heavy reliance on subordinate legislation under the SCI Act to determine the
application and substance of regulatory obligations under the SCI regime may have
the potentially unintended outcome that the FATA regime, by picking up the terms
48
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defined in the SCI Act, will apply far more expansively, covering assets of the same
kind as those which have been effectively excluded from the SCI regime via statutory
rules made under the SCI Act. This may aggravate the concerns noted above about
processing times by the FIRB, and potential loss of foreign investment.
Accordingly, the Law Council recommends that the interaction between the SCI and
FATA regimes is kept under close review, and the National Security FATR are
amended as necessary. The resource allocation for the FIRB, and its efficiency in the
performance of its functions, should also be kept under review, having regard to the
impact of the proposed expansions of the SCI regime.
Recommendation 8—ongoing review of National Security FATR and FIRB budget
•

The application of defined terms in the SCI Act by the National Security
FATR should be kept under ongoing review, as should the resource
implications for the FIRB.

•

The next statutory review of the SCI Act (per recommendation 31 below)
should include consideration of the implications of definitions in the
SCI Act for the FATA regime.

Notification requirements for cyber security incidents
Proposed Part 2B of the SCI Act (item 39 of Schedule 1 to the Bill) requires
responsible entities for critical infrastructure assets that are specified in statutory rules
(or in a confidential Ministerial declaration) to report any cyber security incidents
which affect their assets to ASD, or another Commonwealth body specified in
statutory rules. A ‘cyber security incident’ is defined in proposed section 12M of the
SCI Act (item 32 of Schedule 1 to the Bill) as one or more acts, events or
circumstances involving unauthorised access to or modification of computer data or a
computer program; or unauthorised impairment of electronic communication to or
from a computer, or the availability, reliability, security or operation of a computer, data
or a program).
Proposed section 30BC imposes a specific reporting obligation in relation to ‘critical
cyber security incidents’, being those cyber security incidents that have had, or are
having, ‘a significant impact (whether direct or indirect) on the availability of the
asset’. The concept of a ‘significant impact’ is not defined in the Bill.
Proposed section 30BD imposes a more general reporting obligation in relation to any
cyber security incident which has had, is having, or is likely to have, a ‘relevant
impact’ on the asset. As noted above, a ‘relevant impact’ is defined in proposed
section 8G of the SCI Act, as inserted by item 21 of Schedule 1 to the Bill, to cover
any impact on the availability, integrity or reliability of the asset; or the confidentiality
of information or data about, or stored in, the asset.
While the Law Council has no ‘in principle’ objection to the imposition of incident
notification requirements, it has two concerns about the design of proposed sections
30BC and 30BD. These are:
•

issues of interaction with the ‘eligible data breach’ notification requirements in
Part IIIC of the Privacy Act 1988 (Cth) (Privacy Act); and

•

the thresholds for notification under proposed section 30BD of the SCI Act,
which do not prescribe a minimum requirement for the severity of the impact, or
likely impact, of a cyber security incident on the affected critical infrastructure
asset. (For example, a ‘relevant impact’ is not required to be of a ‘material’ kind,
having regard to its duration and degree of severity. The reporting requirement
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could therefore cover temporary and minor cyber security incidents that do not,
or are unlikely to, have any material impacts on the functioning of the asset, or
the security of information or data held in, or about, the asset.)
Interaction with data breach notification requirements in the Privacy Act
There is likely to be interaction between the reporting obligations under proposed
sections 30BC and 30BD of the SCI Act, and the existing eligible data breach
notification requirements under Part IIIC of the Privacy Act.
This reflects that many responsible entities for critical infrastructure assets are likely
to be ‘APP entities’ under the Privacy Act.50 A ‘cyber security incident’ that has a
‘relevant impact’ on an asset under the SCI Act could involve the compromise of the
confidentiality of personal information that is stored in the critical infrastructure asset,
or that relates to the operation of the asset (such as client, customer, user or patient
information) and is held by the APP entity for the purposes of the Privacy Act.51 The
overlap is potentially further compounded by the fact that definition of a ‘critical
infrastructure asset’ under section 9 of the SCI Act as expanded by the Bill is intended
to cover a broad cross section of assets, with limited connection to the concept of
relevant entity (including an entity that may be an ‘APP entity’, as noted).
A cyber security incident of this kind may also trigger the eligible data breach
notification threshold in section 26WE of the Privacy Act. Broadly, an ‘eligible data
breach’ occurs if there is unauthorised access to, disclosure of, or loss of personal
information about an individual, and a reasonable person would conclude that the
access or disclosure (or potential access or disclosure, in the case of lost information)
would be likely to result in serious harm to any of the individuals to whom the
information relates. The key obligations under Part IIIC of the Privacy Act are:
•

under section 26WH, an entity is required to undertake an assessment of
whether there has been an eligible data breach, within 30 days of becoming
aware of reasonable grounds to suspect an eligible data breach has occurred;

•

under sections 26WK and 26WL, an entity is required to notify the Privacy
Commissioner, and all affected individuals wherever practicable, if there are
reasonable grounds to believe that there has been an eligible data breach.
The entity must prepare a statement, which sets out specified matters including:

•

-

a description of the breach;

-

the kind or kinds of information concerned; and

-

recommendations about the steps that affected individuals should take in
response to the eligible data breach.

section 26WG provides that various factors must be considered in determining
whether access or disclosure would, or would not, be likely to result in serious
harm (and therefore constitutes an eligible data breach). These include:
-

the kind or kinds of information and its sensitivity;

-

the nature of the harm that may be sustained by the individuals to whom
the information relates;

See: Privacy Act, section 4 (definition of an ‘APP entity’) and section 6C (definition of an ‘organisation’ as a
component of an APP entity). Essentially, if an individual, corporation, partnership, unincorporated association
or a trust meets the minimum annual turnover requirement of over $3 million, they will be covered by the
definition of an ‘APP entity’.
51 Privacy Act, section 6, which defines ‘holds’ to mean ‘possession or control of a record that contains personal
information’.
50
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•

-

the persons or kinds of persons who have obtained, or could obtain,
access to the information, and the likelihood that they may intend to cause
harm to the individuals to whom the information relates; and

-

the security measures applied to the information, the likelihood those
measures could be overcome, and the likelihood that the information
could be intelligible to other persons (for example, the likelihood that
persons with unauthorised access could circumvent encryption); and

under section 26R, the Privacy Commissioner may direct an entity to provide a
notification of an eligible data breach, if the Commissioner is aware that there
are reasonable grounds on which to believe that an eligible data breach has
occurred, but no pro-active notification has been made by the entity.

The Privacy Commissioner’s assessment, investigation, complaints resolution and
enforcement functions under Parts IV, V and VIB of the Privacy Act are also
exercisable in relation to an eligible data breach, or potential breach.
This potential for overlap between Part IIIC of the Privacy Act and new Part 2B of the
SCI Act makes it important that the expanded SCI regime deals clearly with issues of
interaction. This includes the following matters:
•

ensuring that the extensive secrecy provisions in Division 3 of Part 4 of the
SCI Act do not enliven the exception to the data breach notification
requirements in section 26WP of the Privacy Act, which applies if notification of
an eligible data breach would contravene a secrecy provision in another Act;

•

ensuring that the regulatory impost of dual notification obligations under the SCI
Act and Privacy Act is managed effectively, including without compromising:
-

the legitimate interests of the Privacy Commissioner and affected
individuals in being notified of eligible data breaches;

-

the legitimate interests of impacted individuals to take appropriate
remedial action that the above notification may recommend; or

-

the investigative, complaints handling and enforcement powers of the
Privacy Commissioner in relation to eligible data breaches.

The Explanatory Memorandum to the Bill does not address potential interaction
issues between proposed Part 2B of the SCI Act and existing Part IIIC of the Privacy
Act. Nor does it explain the policy intent in relation to cyber security incidents under
the SCI Act that also comprise ‘eligible data breaches’ under the Privacy Act. The
Law Council encourages the Committee to examine this matter during its inquiry.
Recommendation 9—managing interaction with Part IIIC of the Privacy Act
•

Proposed Part 2B of the SCI Act (item 39 of Schedule 1 to the Bill) or
Part IIIC of the Privacy Act, or both, should be amended to make explicit
the way in which the reporting obligations for cyber security incidents
in proposed sections 30BC and 30BD of the SCI Act will interact with
data breach reporting requirements in Part IIIC of the Privacy Act.

•

This should address the issues listed at paragraph [85] of the Law
Council’s submission, with respect to:
-

ensuring that the secrecy provisions of the SCI Act do not operate
to exclude the application of the eligible data breach reporting to
responsible entities for critical infrastructure assets, where a
cyber security incident exposes the personal information of
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individuals, and the responsible entities are also APP entities for
the purposes of the Privacy Act;
-

ensuring that the secrecy provisions of the SCI Act do not operate
to frustrate the information-gathering powers of the Privacy
Commissioner under the Privacy Act in relation to investigation,
complaints handling, and enforcement, arising from an eligible
data breach that also attracts the application of new Part 2B of the
SCI Act; and

-

ensuring that the regulatory impost of dual notification under new
Part 2B of the SCI Act and Part IIIC of the Privacy Act is managed,
without limiting, excluding or compromising the functions of the
Privacy Commissioner, or the existing rights of affected
individuals to be notified of eligible data breaches under Part IIIC
of the Privacy Act.

Thresholds for notification of cyber security incidents
Proposed section 30BD requires notification of all cyber security incidents that have a
‘relevant impact’ on the critical infrastructure asset.
The definition of a ‘relevant impact’ does not quantify the requisite degree of impact
(for example, by reference to its duration and the extent to which it impairs the
functioning of the asset). It therefore covers any degree of impact on the availability,
integrity or reliability of an asset, or the confidentiality of information or data held in, or
which relates to, the asset. The notification requirement in proposed section 30BD
also does not prescribe a threshold for the degree of impact of a cyber security
incident on the functioning of the relevant asset. This means that even minimal and
temporary disruptions to the availability of an asset may require reporting.
This could potentially place a significant regulatory impost on the entities which are
made subject to the requirements in new Part 2B. The imposition of civil penalties for
failure to comply with reporting obligations could result in those entities diverting
significant resources into reporting low-level incidents, which may be disproportionate
to the benefit derived by the Government from obtaining that particular information.
The Law Council recommends that either the definition of a ‘relevant impact’, or the
reporting threshold in proposed section 30BD, is amended to impose a threshold of
‘materiality’ in respect of the impact of a cyber security incident or other hazard on the
asset. This would mean that the reporting obligations in proposed section 30BD
would be enlivened only if a cyber security incident had a material impact on the
availability, reliability or integrity of an asset; or a material impact on the confidentiality
of information or data stored in, or about, the asset.
Recommendation 10— notification threshold for cyber security incidents
•

The notification requirement in proposed section 30BD (item 39 of
Schedule 1 to the Bill) for ‘other cyber security incidents’ should not be
triggered by any incident that has any ‘relevant impact’ on the asset,
within the meaning of proposed section 8G (item 21 of Schedule 1 to the
Bill). Rather, it should be subject to a threshold of ‘materiality’ in
relation to the relevant impact, so that only those incidents which have
a ‘relevant impact’ of a material nature must be reported. The applicable
test should align with existing breach reporting obligations, where there
are such.

•

Where there are overlapping notification requirements, the Bill should
address which requirement takes precedence and that compliance with
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one can be deemed to address with other notification requirements
where applicable.
•

Consideration could be given to making a targeted delegation of
legislative power, to enable the Minister to make sector-specific rules
prescribing requirements for assessing whether a ‘relevant impact’ is or
was ‘material’ for the purpose of triggering the notification obligation in
proposed section 30BD.

Confidentiality of information provided by regulated entities
Existing Division 3 of Part 2 of the SCI regime regulates the subsequent use and
disclosure of ‘protected information’ which has been obtained under the SCI Act. It
includes offences for the disclosure of ‘protected information’ unless one of the
permitted disclosure exceptions apply. For example, existing section 42 of the SCI
Act permits secondary use and disclosure to Ministers, and their staff, portfolio
departments and governmental agencies for a wide range of purposes in addition to
national security. These include law enforcement, defence, taxation policy, industry
policy and promoting investment in Australia.
Item 11 of Schedule 1 to the Bill proposes to expand the definition of ‘protected
information’ in section 5 of the SCI Act to cover, in effect, most information that is
created or provided under the expanded SCI regime.
Given the extensive permitted purposes in existing subsection 42(2) of the SCI Act,
and the proposal to significantly expand the definition of ‘protected information’, the
Law Council supports further statutory mechanisms to give regulated entities
confidence about the security and confidentiality of their commercially or otherwise
sensitive information, which they will be required to disclose under the expanded SCI
regime, or may consider disclosing voluntarily.
For example, the Law Council notes that subsection 127(1) of Australian Securities
and Investments Commission Act 2001 (Cth) (ASIC Act) imposes a positive duty on
the Australian Securities and Investments Commission (ASIC) to take all reasonable
measures to protect information from unauthorised use or disclosure. This duty
applies to information that has been given to ASIC ‘in-confidence’, or that has been
obtained via the exercise of coercive powers, or which falls within the statutory
definition of ‘protected information’ under subsection 127(9) of the ASIC Act.
Section 127 of the ASIC Act also confers powers on the ASIC Chairperson to impose
conditions on various secondary uses and disclosures of such information by the
recipients (although such conditions cannot override other laws requiring or
authorising disclosure, including to other oversight bodies).52
The Law Council considers that these aspects of existing section 127 of the ASIC Act
could usefully be adopted in the expanded SCI regime. As many regulated entities
under the expanded SCI regime would already operate under the ASIC Act, the more
comprehensive protections provided by the abovementioned components of section
127 of the ASIC Act would provide a familiar and consistent form of assurance to
those entities. (To avoid doubt, while the Law Council has previously identified some
technical issues in the design of section 127 of the ASIC Act, the specific attributes
noted in paragraphs [94] and [95] above could usefully enhance the disclosure regime
under the SCI Act.)

52

See, for example, ASIC Act, subsections 127(2C), (4A) and (4D).
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Recommendation 11—confidentiality obligations for protected information
•

Division 3 of Part 2 of the SCI Act should be amended to include the
following protections for confidential information provided by regulated
entities, equivalent to section 127 of the ASIC Act:
-

the Secretary of the Department should be under a positive
obligation to take all reasonable steps to protect confidential
information provided by regulated entities (whether voluntarily or
under compulsion) from unauthorised use or disclosure; and

-

the Secretary should be empowered to impose conditions on the
subsequent use and disclosure of protected information that has
been lawfully disclosed to another entity under sections 42-44 of
the SCI Act. The following statutory parameters should apply:
▪

the power to impose conditions should be subject to a
threshold of necessity and proportionality; and

▪

conditions should not be capable of overriding the powers of
oversight bodies, courts or tribunals to require disclosure.

Ministerial authorisation regime: cyber security incidents
Overview of regime
Proposed Part 3A of the SCI Act (item 45 of Schedule 1 to the Bill) contains a
Ministerial authorisation regime, which would enable the Commonwealth to exercise
powers of intervention in responding to serious cyber security incidents that affect
critical infrastructure assets (‘SCI-Act MA regime’).
Under proposed section 35AB, the Minister for Home Affairs is responsible for issuing
SCI-Act MAs on the application of the Secretary of the Department (Secretary).
An SCI-Act MA can authorise one or more of the following powers for up to 20 days,53
with no limitation on issuing subsequent authorisations in relation to the same incident
and entities, in the same or substantially similar terms:54
•

information-gathering directions—the Secretary may direct the entity
responsible for an asset (‘relevant entity’)55 to provide specified information
relevant to the incident, which may assist the Secretary in determining whether
an ‘action direction’ or ‘intervention request’ should be made (see below).56
Non-compliance with an information-gathering direction is subject to a civil
penalty of 150 penalty units ($33, 000) for individuals,57 or 750 penalty units
($166, 500) for bodies corporate;58

•

action directions—the Secretary may direct the relevant entity in relation to an
asset to take, or refrain from taking, any such action that is specified in the
direction (provided that the underlying SCI-Act MA has specifically authorised

53

Bill, Schedule 1, item 45 (inserting proposed subsection 35AG(2) of the SCI Act).
Ibid, Schedule 1, item 45 (inserting proposed subsection 35AG(3) of the SCI Act).
55 Ibid, Schedule 1, item 13 (amending section 5 of the SCI Act to insert a definition of ‘relevant entity’ which
covers owners, operators, direct interest holders and managed service providers).
56 Ibid, Schedule 1, item 45 (inserting proposed subsections 35AB(5)-(6) and section 35AK of the SCI Act).
57 Ibid, (inserting proposed section 35AM of the SCI Act).
58 Regulatory Powers (Standard Provisions) Act 2014 (Cth) (RPA), paragraph 82(5)(a) (civil penalties for bodies
corporate are five times the penalty specified in a civil penalty provision). Existing paragraph 49(1)(a) of the SCI
Act applies the civil penalty regime in the RPA to the civil penalty provisions in the SCI Act.
54
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the Secretary to issue a direction which specifies that action).59 Noncompliance with an action direction is an offence, punishable by a maximum
penalty of two years’ imprisonment, or a fine of 120 penalty units ($26, 640), or
both, for an individual;60 or a fine of 600 penalty units for a body corporate
($133, 200);61
•

intervention by ASD—the Secretary may request ASD to intervene in
responding62 to a cyber security incident affecting an asset, by doing one or
more acts that are listed in proposed section 35AC and are specified in the
underlying SCI-Act MA.63 The range of acts able to be specified cover a wide
range of computer-related activities, such as:
-

accessing, modifying, connecting, disconnecting, adding or removing
computers or altering their functioning;

-

analysing computers, programs, data or devices; and

-

accessing, adding, restoring, copying, altering or deleting data or
programs.

A responsible entity for an asset that is the subject of intervention by ASD is required
to give assistance to ASD, by providing information and other assistance, and access
to premises (other than premises which are used solely or primarily as a residence).
Failure to do so attracts a civil penalty of 150 penalty units ($33, 000) for individuals,
or 750 penalty units ($166, 500) for bodies corporate.64
The authorisation of ‘offensive cyber action against a person who is directly or
indirectly responsible for the incident’ is expressly prohibited.65
The general issuing threshold for an SCI-Act MA is that the Minister is satisfied that:
•

a ‘cyber security incident’66 has occurred, is occurring, or is imminent;

•

the incident has had, is having, or is likely to have, a ‘relevant impact’ on a
critical infrastructure asset (essentially, an impact on its availability, integrity or
reliability; or on the confidentiality of information about, or stored in, the asset);67

•

there is a material risk that the incident has seriously prejudiced, is seriously
prejudicing, or is likely to seriously prejudice, any of the following interests:
-

the social or economic stability of Australia or its people;

-

the defence of Australia; or

-

Australia’s national security; and

59

Ibid, (inserting proposed subsections 35AB(7)-(9) and section 35AQ of the SCI Act).
Ibid, (inserting proposed section 35T of the SCI Act).
61 Crimes Act 1914 (Cth), subsection 4B(3) (being five times the maximum fine applicable to natural persons).
62 Ibid, Schedule 1, item 32 (inserting proposed section 12P of the SCI Act, which provides examples of
‘responding to a cyber security incident’ including preventing an incident, mitigating its impacts on critical
infrastructure assets or sectors, and restoring functionality of affected critical infrastructure assets).
63 Ibid, Schedule 1, item 45 (inserting proposed ss 35AB(10)-(16), 35AC and 35AX of the SCI Act).
64 Ibid, (inserting proposed section 35BB). See also, SCI Act, paragraph 49(1)(a); and RPA, paragraph
82(5)(a).
65
Ibid, (inserting proposed subsections 35AC(9) and (12) of the SCI Act).
66 Ibid, Schedule 1, item 32 (inserting proposed section 12M of the SCI Act, which defines a ‘cyber security
incident’ as one or more acts, events or circumstances involving unauthorised access to or modification of
computer data or a computer program; or unauthorised impairment of electronic communication to or from a
computer, or the availability, reliability, security or operation of a computer, data or a program).
67 Ibid, Schedule 1, item 21 (inserting proposed section 8G of the SCI Act).
60
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•

no existing Commonwealth, State or Territory regulatory system could be used
to provide a practical and effective response to the incident.68

Specific thresholds also apply if the SCI-Act MA is to authorise the Secretary to make
specific directions or requests. Namely:
•

information directions—the Minister must be satisfied that the directions that
could be authorised are likely to facilitate an effective and practical response;69

•

action directions—the Minister must be satisfied that the specified entity is
unwilling or unable to take all necessary steps to respond to the incident; and
that the specified directions are reasonably necessary and proportionate, and
are technically feasible;70 and

•

intervention requests—the Minister must be satisfied that giving an action
direction would not be a practical or effective response to the incident; the
relevant entity or entities are unwilling or unable to take all reasonable steps to
respond to the incident; and the intervention request is reasonably necessary
and proportionate and technically feasible.71

In addition, the Bill proposes to establish a stand-alone SCI-Act MA threshold where
the Governor-General has made a declaration of a national emergency under the
National Emergency Declaration Act 2020 (Cth) (NED Act). In these circumstances,
the Minister does not need to be satisfied that the relevant cyber security incident has
seriously prejudiced the national interests set out above (or is doing so, or is likely to
do so). Rather, the Minister need only be satisfied that the cyber security incident to
which the proposed SCI-Act MA relates is specified in a national emergency
declaration made under the NED Act, and that NED Act declaration is in force.72
ASD already operates under a separate Ministerial authorisation regime in the
performance of its functions under the ISA, which involve the production of
intelligence on Australian persons outside Australia (ISA-MA regime). The
enactment of proposed Part 3A of the SCI Act will mean that ASD will operate under
two separate Ministerial authorisation regimes.
Key differences between the existing ISA-Act MA regime, and the proposed SCI-Act
MA regime, are that the proposed SCI-Act MA regime will:
•

authorise acts inside and outside Australia (whereas the ISA-MA regime
authorises activities outside Australia, and only preparatory and ancillary acts
within Australia);

•

authorise those acts for the purpose of responding to a ‘cyber security incident’
affecting critical infrastructure assets in Australia (whereas the ISA-MA regime
primarily authorises the overseas collection of intelligence about Australian
persons, which is relevant to Australia’s interests);

•

be administered by the Home Affairs portfolio, with the Home Affairs Minister
issuing MAs on the application of the Secretary of the Department (whereas
ASD’s ISA-MAs are issued by the Defence Minister on ASD’s direct application);
and

•

require ASD to perform (non-offensive) intervention functions at the behest of
another portfolio Minister and Secretary of that portfolio Department, rather than
its own Minister following its own, direct request for authorisation. (However,
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Ibid, Schedule 1, item 45 (inserting proposed subsection 35AB(1) of the SCI Act).
Ibid (inserting proposed subsection 35AB(6) of the SCI Act).
70 Ibid (inserting proposed subsections 35AB(7) and (8) of the SCI Act).
71 Ibid (inserting proposed subsection 35AB(10)-(11) of the SCI Act).
72 Ibid, Schedule 1, item 75 (inserting proposed subsection 35AB(1A) of the SCI Act).
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the agreement of the Minister for Defence, as the Minister responsible for ASD,
will be required in order for the Home Affairs Minister to issue an SCI-Act MA
that authorises the Secretary to make intervention requests of ASD.)

Issuing thresholds and process
The Law Council welcomes the inclusion of several safeguards in the proposed
powers to issue and execute SCI-Act MAs, including the following:
•

a limitation of the power to incidents which are likely to cause serious prejudice
to specified national interests (not merely any degree of prejudice);73

•

explicit requirements for the Minister to be satisfied of the necessity and
proportionality of the action directions and intervention requests sought to be
authorised under the proposed SCI-Act MA, including statutory guidance in
applying the tests of proportionality. (This includes requirements to consider the
likely impacts on the entity and functioning of the asset, and the consequences
of compliance with Secretary’s directions);74

•

a requirement for the Minister to consult with the responsible entity or entities
for the relevant critical infrastructure asset or assets, before issuing an SCI-Act
MA that authorises action or intervention directions, or both (unless the delay
would ‘frustrate the effectiveness’ of the proposed MA);75

•

a requirement for the MA to specifically authorise the range of acts that can be
specified in an action direction or intervention request issued by the Secretary,
rather than leaving this to the Secretary’s unlimited discretion in issuing
directions or making requests under an SCI-Act MA after it is issued;76

•

a further requirement that the only types of acts that can be authorised under an
SCI-Act MA in relation to ASD’s intervention are those which are prescribed
exhaustively in proposed section 35AC, so that there is no ability to authorise
any other acts as considered appropriate in the circumstances of individual
incidents and assets;77

•

the Minister must obtain the agreement of the Prime Minister and Defence
Minister, in order to issue an SCI-Act MA which authorises the Secretary to
request ASD to intervene in responding to a cyber security incident.78 (This
implements one of the Law Council’s recommendations on the ED Bill, to
strengthen the original proposal that only required consultation, not agreement);

•

explicit prohibitions on authorising offensive cyber action, and actions for which
the Australian Security Intelligence Organisation (ASIO) would require a warrant
or an authorisation under the Telecommunications (Interception and Access) Act
1979 (Cth) (TIA Act) to do in Australia;79 and

•

while there is no limitation on the number of subsequent SCI-Act MAs that can
be issued in relation to an incident, the Minister is required to take into account
the number of occasions (if any) on which an MA was issued previously on the
same or substantially similar grounds, when considering a subsequent
application made by the Secretary.80
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Ibid (inserting proposed paragraph 35AB(1)(c) of the SCI Act).
Ibid (inserting proposed subsections 35AB(7)-(8) and 35AB(10)-(11) of the SCI Act).
75 Ibid (inserting proposed section 35AD of the SCI Act).
76 Ibid (inserting proposed paragraph 35AQ(2)(a) of the SCI Act).
77 Ibid (inserting proposed paragraph 35AB(10)(g) of the SCI Act).
78 Ibid (inserting proposed subsection 35AB(13) of the SCI Act).
79 Ibid (inserting proposed subsection 35AX(5) of the SCI Act).
80 Ibid (inserting proposed subsection 35AG(3) of the SCI Act).
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Despite these safeguards, the Law Council remains concerned about overbreadth in
several aspects of the issuing threshold and process for SCI-Act MAs and
recommends various amendments, as set out below.
Issuing authority
Consideration should be given to an independent issuing process for authorisations to
exercise powers of intervention in cyber security incidents, in preference to an internal
authorisation model by a Minister (albeit with the consent of two other Ministers).
The Law Council considers that the reasoning of the third Independent National
Security Legislation Monitor (INSLM), in relation to the authorisation of compulsory
communications industry assistance powers under Part 15 of the Telecommunications
Act, is equally applicable to the proposed intervention powers in the SCI Act.
The third INSLM, Dr James Renwick SC, recommended independent authorisation of
the compulsory industry assistance powers by a new Investigatory Powers Division of
the AAT, headed by a retired judge. The third INSLM made this recommendation
having regard to the extraordinary powers of coercion able to be exercised against
private communications providers; and noting the gravity of those powers, and the
need for the highest levels of public and industry trust and confidence in the integrity
of that regime.81 In particular, the third INSLM was not persuaded that the
involvement of multiple Ministers in an internal authorisation process created a
sufficient degree of rigour and independence, given the operation of the doctrine of
Cabinet solidarity, which binds all Cabinet Ministers to adhere to the collective policy
decisions of the Cabinet.82
The Law Council considers that the considerations identified by the third INSLM apply
equally to the proposed intervention regime in new Part 3A of the SCI Act. As noted
above, the proposed SCI-Act MA regime is modelled broadly on the existing MA
regime in the ISA. However, the substance of the proposed intervention powers are
fundamentally distinguishable to the intelligence collection functions authorised under
the ISA. In particular, the proposed intervention powers under the SCI regime will:
•

authorise the exercise of intervention powers within Australia, and will therefore
affect Australian persons who are physically present in Australia. ASD’s actions
in exercising the powers of intervention will attract comprehensive immunity
from criminal and civil liability.83 This will extinguish the rights of Australian
persons to legal remedies for any loss, damage, injury or harm suffered as a
result of the exercise of the intervention power; and

•

confer powers of coercion against responsible entities for critical infrastructure
assets (via action and information-gathering directions, and obligations to assist
ASD in exercise intervention powers) under pain of civil penalty, or criminal
penalty in the case of action directions.

These factors mean that the proposed intervention power shares many of the
features of the compulsory industry assistance regime in Part 15 of the
Telecommunications Act that led the third INSLM to recommend an independent
authorisation model. In contrast, the ISA-MA regime is directed to a different purpose:
namely, the collection of intelligence (generally via covert means) without the ability to
compel third parties to provide information or assistance. The design of the ISA-MA
81

Dr James Renwick SC, third INSLM, Trust but Verify: a report concerning the Telecommunications and Other
Legislation Amendment (Assistance and Access) Act 2018 and related matters, (June 2020), 191-197 and 201203 and recommendations 3-6.
82 Ibid, 198-199 at [10.28]-[10.29] citing Ansett Transport Industries (Operations) Pty Ltd v The Commonwealth
(1997) 139 CLR 54 at 115-116 (per Aickin J).
83 Bill, Schedule 1, item 45 (inserting proposed sections 35AW, 35BB(4) and 35BF of the SCI Act).
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regime, including the model of internal authorisation, is tailored to that purpose.
The Law Council submits that the recommendations of the third INSLM for an
independent authorisation model should be accepted for Part 15 of the
Telecommunications Act, and also applied to the proposed intervention power under
new Part 3A of the SCI Act. This will ensure parity of treatment for significant
regulatory powers of a coercive nature, which are directed to the protection of
Australia’s national security.
Recommendation 12—issuing authority for intervention powers
•

Consideration should be given to an independent issuing authority for
authorisations to exercise powers of direction and intervention under
new Part 3A of the SCI Act, along the lines recommended by the third
INSLM in relation to the authorisation of compulsory industry
assistance powers under Part 15 of the Telecommunications Act.

Issuing tests
Material risk of serious prejudice to specified national interests
The Law Council supports the proposed harm-based threshold in new paragraph
35AB(1)(c) of a ‘material risk’ of ‘serious prejudice’ to specified national interests
(as distinct to any level of risk of causing any degree of prejudice). However, the
national interests which are specified in proposed paragraph 35AB(1)(c) are broad
and vague, and appear to duplicate and overlap with each other in several respects,
as outlined below.
Australia’s social and economic stability
The concept of ‘social or economic stability’ in proposed subparagraph 35AB(1)(c)(i)
is undefined, and its ordinary meaning could cover a wide, uncertain and potentially
indeterminate range of matters.
Nearly every ‘relevant impact’ of a cyber security incident on a critical infrastructure
asset could have some form of impact on the functioning of the economy or society at
some level. A single impact on a single asset may not have a significant effect in
isolation, but the cumulative effect of impacts of the same incident on multiple assets
of a similar kind could potentially be significant. Making judgments about this matter
is likely to involve a significant degree of subjectivity. Moreover, the concept of
‘stability’ in relation to society or the economy may also involve significant subjective
judgments about the degree and duration of the impact of an activity.
The rule of law requires that the law must be readily known and available and
reasonably certain and clear, in advance of its application to specific factual scenarios
(especially where significant obligations and liabilities are imposed, and fundamental
rights are limited). This requires that key terms be defined with precision, particularly
where those terms are used to set the thresholds for the exercise of coercive and
intrusive powers.
The Law Council considers that the concept of ‘social and economic stability’ should
either be defined for the purpose of the SCI-Act MA regime, or the Bill should be
amended to omit this authorisation ground from the proposed intervention regime.
Defence of Australia
The ‘defence of Australia’ is prescribed as a stand-alone ground in proposed
subparagraph 35AB(1)(c)(ii). However, proposed subparagraph 35AB(1)(c)(iii) covers
the concept of ‘national security’, which is defined in existing section 5 of the SCI Act
Security Legislation Amendment (Critical Infrastructure) Bill 2020
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as ‘Australia’s defence, security and international relations’ (emphasis added).
National security
As noted above, the definition of ‘national security’ in existing section 5 of the SCI Act
covers Australia’s defence, security and international relations. The Law Council is
concerned that this is concept is overly broad for the purposes of authorising powers
of intervention under the proposed SCI-Act MA regime.
In particular, it is unclear why the proposed intervention powers need to be available
for the purpose of the conduct of Australia’s relations with foreign governments.
The Explanatory Memorandum does not address the necessity or proportionality of
this aspect of the proposed SCI-Act MA regime.
Recommendation 13—national interests prescribed in proposed s 35AB(1)(c)
•

Proposed paragraph 35AB(1)(c) of the SCI Act (item 45 of Schedule 1 to
the Bill) and related provisions should be amended to address the
matters of ambiguity, overbreadth and overlap identified at paragraphs
[114]-[121] of this submission.

Exclusion of ‘offensive cyber action’
The Law Council welcomes the proposed exclusion in new subsections 35AB(9) and
(12) of ‘offensive cyber action’ from the activities that ASD, or a responsible entity for
a critical infrastructure asset, may be required to perform under an SCI-Act MA.
However, the Bill does not define the expression ‘offensive cyber action’. The Law
Council is concerned that, in practice, the distinction between a ‘defensive’ and an
‘offensive’ action may not always be clear, and interpretations may reasonably differ.
The Law Council recommends that an attempt is made at a statutory definition of this
term, even if this is done on a non-exhaustive basis, to facilitate clarity to the
maximum extent possible. (For example, proposed section 12P of the SCI Act, in
item 32 of Schedule 1 to the Bill, does not exhaustively define the concept of a
‘responding to a cyber security incident’ but rather provides examples of responses.)
Interaction with Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020
The Law Council cautions that the breadth of the warrant-based powers of data
disruption proposed in the Surveillance Legislation Amendment (Identify and Disrupt)
Bill 2020 (SLAID Bill) (which is separately under review by the Committee) may
effectively undermine the proposed prohibition on ‘offensive cyber action’ in the SCIMA regime, unless express statutory provision is made to regulate the interaction of
the two regimes.
In particular, a ‘cyber security incident’ within the meaning of proposed section 12M of
the SCI Act is also likely to constitute a computer offence under Part 10.7 of the
Criminal Code. Under the proposed amendments in the SLAID Bill, computer
offences will be eligible for a data disruption warrant, for the purpose of frustrating
their commission, or likely future commission. This is because the SLAID Bill
proposes that data disruption warrants should be issued in relation to Commonwealth
offences that are punishable by a maximum penalty of three years’ imprisonment.
Most computer offences in the Criminal Code meet or exceed this penalty threshold.84
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This means it will be possible for an SCI-Act MA and a data disruption warrant to be
issued concurrently, in relation to the same cyber security incident, where that
incident has a ‘relevant impact’ on a critical infrastructure asset under the SCI Act,
and also constitutes a computer offence under the Criminal Code. In this event, it
would be legally possible for both an intervention request under an SCI-Act MA and a
data disruption warrant to be executed simultaneously by ASD, as part of a single
cyber security operation, under which specific responses (comprising both
defensive/remedial and offensive/disruptive activities) are supported by multiple
sources of legal authority.
The Law Council also notes the SLAID Bill proposes to establish a regime of
mandatory assistance orders for the purpose of executing data disruption warrants,
which can compel any person with relevant knowledge of a computer or system to
carry out an act of data disruption that has been authorised under a disruption
warrant.85 There is nothing on the face of the proposed amendments in the SLAID
Bill to prevent such an order being sought and issued against a responsible entity for
a critical infrastructure asset, effectively undermining the prohibition on such
compulsion under action directions given under an SCI-Act MA (per proposed
paragraph 35AB(9)(b) of the SCI Act, in item 45 of Schedule 1 to the Bill).
The Law Council considers that the possibility for concurrent operation should be
excluded legislatively, via amendments to both the present Bill and the SLAID Bill.
Recommendation 14—meaning of ‘offensive’ cyber action
•

Schedule 1 to the Bill should be amended to define the term ‘offensive
cyber action’ for the purpose of new Part 3A of the SCI Act, at least on
an inclusive or illustrative basis.

•

The Bill and the SLAID Bill should be amended to deal with
interactions between SCI-Act MAs and data disruption warrants (and
mandatory assistance orders for data disruption). Those amendments
should ensure that data disruption warrants (and mandatory
assistance orders) cannot be executed concurrently, to effectively
circumvent the prohibitions on offensive cyber activities under the
SCI-Act MA regime.

Necessity and proportionality tests—action directions and intervention requests
The Law Council welcomes the inclusion of proposed subsections 35AB(7)-(8) and
35AB(10)-(11) of the SCI Act, which provide that the Minister can only issue an SCIAct MA authorising the Secretary to issue action directions or make intervention
requests, if satisfied of the necessity and proportionality of each of the specific
directions or requests that are specified in the application.
However, this does not mandate a complete assessment of the necessity and
proportionality of the proposed conferral of a coercive and intrusive power. The Law
Council recommends that the Minister should also be required to undertake a
cumulative assessment of the necessity and proportionality of all of the individual
powers proposed to be conferred under the proposed MA.
That is, the Minister should not be authorised to issue an SCI-Act MA unless satisfied
of the necessity and proportionality of the cumulative impact of the powers proposed
to be conferred, as well as the individual necessity and proportionality of each power,
for the purpose of responding to the cyber security incident.
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While it would be open to the Minister to exercise their discretion to apply the
comprehensive assessment outlined above, the Bill as presently drafted would also
make it perfectly lawful for the Minister to issue an SCI-Act MA in the of conducting
such an assessment. The Law Council considers that the requirements of necessity
and proportionality are too significant to leave entirely to the unguided discretion of
the decision-maker, in each individual case. Rather, a legal safeguard is required to
ensure that every authorisation decision considers the overall necessity and
proportionality of the proposed SCI-Act MA, and that an authorisation cannot be given
unless the Minister is reasonably satisfied of the necessity and proportionality of the
entire SCI-Act MA (that is, the necessity and proportionality of all of the proposed
powers in combination, as well as each power individually).
Recommendation 15—issuing tests of necessity and proportionality
•

Proposed subsections 35AB(7)-(8) and 35AB(10)-(11) of the SCI Act
(item 45 of Schedule 1 to the Bill) should be amended to provide that
the Minister may only issue an SCI-Act MA if satisfied, on reasonable
grounds, that both of the following criteria are met:
-

each of the proposed powers to issue action directions or make
intervention requests are necessary and proportionate to the
purpose of responding to a cyber security incident; and

-

in combination, all of the proposed powers to issue action
directions and make intervention requests are necessary and
proportionate to the purpose of responding to the incident.

Evidentiary basis and consultation requirements
Basis for Minister’s issuing decisions
There are no evidentiary thresholds for the Minister’s satisfaction of the relevant
conditions in proposed section 35AB. For example, there is no requirement that the
Minister must be satisfied, on reasonable grounds, of the criteria set out in proposed
paragraph 35AB(1)(a)-(d). Further, there is no requirement that each application for
an MA must be accompanied by a detailed written statement of facts and grounds, as
applies to all warrant requests made by ASIO under section 28 of the Australian
Security Intelligence Organisation Act 1979 (Cth) (ASIO Act).
The Law Council considers that such statutory requirements would provide clear and
transparent benchmarks, which would thereby promote consistency of decisionmaking. These requirements would also facilitate sound record-keeping practices. In
turn, this would more effectively facilitate oversight, review and accountability in
relation to applications and issuing decisions for MAs.
Role for the Attorney-General in the issuing process
The Law Council also suggests that consideration is given to a requirement that the
Minister must obtain the agreement of, or at least consult with, the Attorney-General
in relation to a proposed SCI Act MA (in addition to obtaining the agreement of the
Prime Minister and Defence Minister to a proposed MA).
A statutory role for the Attorney-General in the issuing process for SCI-Act MAs would
reflect their responsibilities for human rights and integrity policy. It would also utilise
the Attorney-General’s experience in authorising the exercise of intrusive powers for
the purposes of security (namely, in issuing ASIO’s warrants, and providing
agreement to security related ISA-MAs for ASIS, ASD and AGO).
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A statutory role, rather than conducting consultation as a matter of administrative
discretion, would provide the public with assurance that the Attorney-General will
consistently have involvement in the approval process. It will also provide a
benchmark for oversight and review of agencies’ activities in seeking SCI-Act MAs.
Recommendation 16—evidentiary and consultation requirements
•

Section 35AB of the SCI Act should be amended to address the
matters listed at paragraphs [134]-[138] of this submission, concerning
requirements for the evidentiary basis for issuing decisions, and a
statutory role for the Attorney-General in the issuing process.

Modified issuing threshold if a National Emergency Declaration is in force
The Law Council is concerned that proposed subsection 35AB(1A) of the SCI Act
applies a disproportionately low threshold for the authorisation of the significant
coercive and intrusive powers available under SCI-Act MAs.
As noted above, where a declaration under the NED Act is in force in relation to a
cyber security incident, it effectively dispenses with the requirement in proposed
paragraph 35AB(1)(c) for the Minister to be satisfied that there is a material risk the
relevant cyber security incident has prejudiced, or will or is likely to prejudice,
Australia’s economic or social stability, defence or national security.
However, the harm-based threshold under the NED Act for the issuing of a
declaration is much lower than that in proposed paragraph 35AB(1)(c) of the SCI Act.
Section 11 of the NED Act provides that the Governor-General, on the advice of the
Prime Minister, may issue a declaration if this is considered ‘appropriate’, having
regard to ‘the nature of the emergency’ and the ‘nature and severity of the nationally
significant harm’.
The concept of ‘nationally significant harm’ is defined in section 10 of the NED Act to
mean harm that ‘has a nationally significant impact because of its scale and
consequences’ and constitutes one or more of the following kinds of harm:
•

harm to the life or health (including mental health) of an individual or group of
individuals;

•

harm to the life or health of animals or plants;

•

damage to property, including infrastructure;

•

harm to the environment; and

•

disruption to an essential service.

Importantly, the matters listed above far exceed the (already broad) range of national
interests prescribed in proposed paragraph 35AB(1)(c) of the SCI Act (being social
and economic stability, defence and national security).
Moreover, the NED Act does not prescribe any minimum degree of actual or likely
harm or damage in either the definition of ‘nationally significant harm’ in section 10 or
the issuing threshold for a declaration in section 11. This has the effect of significantly
reducing the threshold in proposed paragraph 35AB(1)(c) of the SCI Act, which
requires there to be a ‘material risk of substantial prejudice’ to the narrower range of
specified national interests in that provision.
For example, this means that a NED could be triggered by a cyber security incident
that causes any degree of harm to the life or health of animals, plants or the
environment, or temporary disruption of an essential service, or relatively minor
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damage to property. By extension, an SCI-Act MA could be issued on the basis that
the incident had a ‘relevant impact’ on a critical infrastructure asset (that is, any
degree of impact on its availability, reliability or integrity; or the security of information
stored in, or about, the asset). There would be no statutory requirement—in either
the making of the NED or the issuance of the SCI-Act MA—for the degree of harm to
national interests to be assessed against objective criteria, and to meet a minimum
threshold of materiality or significance of impact, as a pre-condition to the
authorisation of extraordinary coercive and intrusive powers.
The Law Council considers that this reduction in thresholds is disproportionate to the
gravity of the intrusive and coercive powers and broad immunities conferred under
the proposed SCI-Act MA regime (and related powers of monitoring, investigation and
enforcement under Part 5 of the SCI Act).
Moreover, this measure appears inconsistent with the policy intent of the regime
established under the NED Act. The latter Act implements a recommendation of the
Royal Commission into National Natural Disaster Arrangements to establish a
legislative framework for the declaration of a national emergency by the GovernorGeneral.86 The stated intention of the Royal Commission was not to reduce the
thresholds for the exercise of coercive or intrusive powers, but rather to facilitate
coordination and communication. Its final report stated that:
a declaration would signal to communities the severity of a disaster early,
act as a marshalling call for the early provision of Australian Government
assistance when requested, facilitate coordination with state and territory
emergency management frameworks, and, in very limited circumstances,
allow the Australian Government to act without a request from a state or
territory.87
This gives rise to the risk that the Governor-General may decide to issue an
emergency declaration under the NED Act for reasons which align with the policy
intent of the Royal Commission—namely, to serve a signalling and marshalling device
to communities and emergency management authorities at all levels of government.
However, the inclusion of proposed subsection 35AB(1A) of the SCI Act in the present
Bill would mean that the result of any such declaration is that SCI-Act MAs could be
issued on the basis of a lower threshold than would be possible in the absence of the
declaration under the NED Act.
This might also create an incentive for the Governor-General to apply a higher degree
of caution in issuing declarations under the NED Act. That is, while such a
declaration may be useful for the signalling and coordination purposes identified by
the Royal Commission, the risks of substantially lowering the thresholds for
authorising extraordinary coercive and intrusive powers may be assessed to outweigh
the perceived logistical and other practical benefits of the declaration. In short, using
a declaration under the NED Act as the basis for lowering thresholds for the issuing of
SCI-Act MAs could ultimately serve to undermine the primary policy objective of the
NED regime, as articulated by the Royal Commission (quoted above).
The Explanatory Memorandum does not provide justification for the perceived need to
include the SCI-Act MA regime in the arrangements established under the NED Act.
Nor does it provide justification for the significant, effective reduction in issuing
thresholds under proposed section 35AB(1A) of the SCI Act, as a result of omitting
the thresholds in proposed paragraph 35AB(1)(c) and relying on the thresholds in the
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Explanatory Memorandum, National Emergency Declaration Bill 2020, 2 at [1].
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and recommendation 5.1.
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NED Act for the issuance of emergency declarations.88
Further, the Statement of Compatibility with Human Rights places considerable
emphasis on the threshold in proposed paragraph 35AB(1)(c) of the SCI Act, in
seeking to justify the impacts of the proposed SCI-Act MA regime on the rights to
privacy and a fair hearing. It does not address the human rights compatibility of SCIAct MAs issued under proposed section 35AB(1A), which will remove that threshold.89
Recommendation 17—omission of NED-specific SCI-Act MA threshold
•

The Bill should be amended to omit proposed subsection 35AB(1A) of
the SCI Act (item 75 of Schedule 1 to the Bill).

Oral applications and authorisations
Proposed sections 35AE and 35AF enable SCI-Act MAs to be sought and issued
orally in limited circumstances, and require a written record of the oral application and
authorisation to be made within 48 hours. The Law Council acknowledges the utility
of conferring an oral issuing power in circumstances of extreme emergency. This is
provided that such circumstances are clearly defined and limited in primary
legislation, so that the default requirement is for applications and issuing decisions to
be made in writing, subject only to limited exceptions where strictly necessary.
The Law Council therefore welcomes the approach to framing the powers to seek and
issue oral SCI-Act MAs in subsection (2) of proposed sections 35AE and 34AF. This
applies a general prohibition on oral applications and issuing decisions, subject to an
exception that applies if the Minister or Secretary (as applicable) is satisfied that the
time taken to seek or give the authorisation in writing would frustrate the actions
sought to be taken under that authorisation.
Importantly, there are no proposals to relax or modify the substantive issuing criteria
under proposed section 35AB in circumstances of emergency, or to devolve the
power to issue emergency authorisations to an official, such as the Secretary or
another Minister.90
The Law Council also welcomes the record-keeping and notification requirements in
proposed subsections 35AE(3)-(8) and 35AF(3). They require records of oral
applications and issuing decisions to be made within 48 hours of the making of the
application and the issuing of the authorisation respectively. The Minister is also
obliged to provide copies of authorisations issued in writing, or written records of oral
authorisations, to the responsible entities for the relevant critical infrastructure assets,
and the IGIS (to aid oversight of ASD’s intervention actions under the SCI-Act MA).
The 48-hour time period also applies to these notification requirements.
However, the Law Council is concerned about the following matters, concerning time
limits for making written records, and the persons to whom oral and written
notifications must be given.
48-hour time limit for making a written record of an oral SCI-Act MA
The Law Council considers that the 48-hour time period in proposed subsections
35AE(3)-(5) for the making of written records of oral authorisations is too long. While
a 48-hour timeframe has been used in other legislation, it should not be assumed that
88
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it is appropriate to the specific context of SCI-Act MAs. A timeframe of 48 hours for
creating a written record means that the Secretary could issue directions immediately
after the oral SCI-Act MA is given, and before a written record has been made and
provided to the affected entities and the IGIS. It is readily conceivable that this could
occur, since that oral issuing decisions are made in circumstances of urgency.
It is important that the timeframe for documenting oral issuing decisions reflects the
specific circumstances of the SCI-Act MA regime. This includes:
•
•

•

•
•

the conceivable technical complexity in the conditions of an SCI-Act MA;
the fact that the Secretary’s intervention requests and action directions must be
identical to the specific requests and directions approved in the SCI-Act MA
(which requires a very high degree of precision in the terms of those directions
and requests, in order for them to be valid);
the coercive and intrusive nature of the powers conferred under SCI-Act MAs,
and the fact that these powers will be exercised in Australia (and will therefore
impact on Australian persons);
the enlivenment of significant penalties for entities that fail to comply with
directions or assist ASD with intervention requests; and
the enlivenment of extensive immunities from legal liability (and consequent
extinguishment of legal rights to remedies) for acts done in compliance with an
SCI-Act MA.

Given these circumstances Law Council considers it essential that a written record is
made before those powers can be exercised, so that there is clarity about their nature
and scope, and there is no risk of misinterpretation or miscommunication about the
terms of an undocumented oral authorisation.
Accordingly, the Law Council recommends that a much shorter time limit should apply
to the requirement to make a written record of an SCI-Act MA issued orally, so that
action is not taken under that authorisation in the absence of a written record, which
unequivocally sets out the scope and limits of authority. This shortened timeframe
should be in the nature of one-to-two hours after the SCI-Act MA is issued orally.
Creating written documentation of an oral decision is not an inherently difficult or
onerous task, which necessarily requires an extended timeframe of two calendar days
to complete. This is especially the case if the Minister orally issues an SCI-Act MA in
identical terms to a proposed authorisation contained in a written application placed
before the Minister (or with only limited, minor variation).
Given the high-risk and potentially grave consequences of error as a result of
executing an SCI-Act MA in the absence of written records of the scope and limits of
authority, it is essential that the statutory timeframes for making written records of oral
issuing decisions creates the strongest possible incentive for the prompt making of
written records of oral issuing decisions. The proposed timeframe of 48-hours
creates a risk that the legislative framework governing the documentation of oral
issuing decisions will effectively condone or cater to administrative delay or
inefficiency in making written records; or may otherwise create a perverse incentive
for record-keeping to be given a disproportionately low level of operational priority,
relative to the gravity and complexity of the powers that were authorised.
To be clear, the Law Council favours a short statutory maximum timeframe for making
written records, in preference to making an alternative amendment to the Bill to
provide that an SCI-Act MA issued orally will not commence until a written record has
been made (while retaining the 48-hour time period for making the record, or only
marginally reducing it to, say, 24 hours). The Law Council’s preferred option would
more effectively avoid the risk of error in recording the details of the oral authorisation
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due to the passage of a substantial amount of time between the oral issuing of the
SCI-Act MA and the making of the written record.
Recommendation 18—time limit for making written records of oral authorisations
Preferred option
•

Proposed subsections 35AE(3)-(5) of the SCI Act (item 45 of Schedule 1
to the Bill) should be amended to provide that the Minister must cause a
written record of an oral SCI-Act MA to be made within two hours of the
oral issuing decision being made.

Alternative (non-preferred) option
•

Proposed subsections 35AE(3)-(5) of the SCI Act (item 45 of Schedule 1
to the Bill) should be amended to provide that, if an SCI-Act MA is
issued orally, it does not enter into force until a written record is made,
which must, in any event, be done no later than 24 hours of the oral
issuing decision.

Notification of the Commonwealth Ombudsman
Proposed subsections 35AE(3) and (6) only require the IGIS to be notified of the
issuing of an SCI-Act MA. There is no requirement to also notify the Commonwealth
Ombudsman, despite its oversight functions in relation to the exercise of coercive and
intrusive powers by the Secretary under the SCI-Act MA (via the making of directions
and requests), and related administrative actions of Departmental employees
(including in exercising enforcement powers under the SCI-Act). The Department is
not under the jurisdiction of the IGIS.
The Secretary’s powers are highly intrusive and have grave consequences for
regulated entities, and others who may suffer loss or damage as a result of actions
directed or requested under an SCI-Act MA. Just as the Bill recognises the
importance of the IGIS being informed of the imminent exercise of those powers, to
facilitate oversight of ASD’s actions under intervention requests, it is equally important
that the anticipated exercise of powers by the Secretary are brought to the attention
of the Ombudsman. There should be an equivalent notification requirement.
Mandatory and timely notification of the issuance of all SCI-Act MAs will provide a
reliable mechanism to ensure that the Ombudsman can make decisions about the
performance of its oversight functions in relation to the Department’s activities. This
will also ensure that the Ombudsman has as much lead time as possible to make any
necessary security arrangements to handle classified and sensitive information and
obtain access to independent technical expertise, if required.
There may be a subjective policy intent that the IGIS will use their power under
proposed section 43B of the SCI Act (inserted by item 50 of Schedule 1 to the Bill) to
disclose SCI-Act MAs to the Commonwealth Ombudsman. However, reliance on the
discretion of the IGIS to exercise powers of secondary disclosure is not compatible
with the independent nature of the oversight functions of the Ombudsman.
The concept of independence in relation to an oversight agency must be reflected in
the powers of that agency to directly obtain all relevant information for the purpose of
performing its functions, which are exercisable at discretion. An independent
oversight agency should not be made reliant on the discretion of any other entity to
furnish that information.
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Recommendation 19—notification requirements for the Ombudsman
•

Proposed subsections 35AE(3) and (6) of the SCI Act (item 45 of
Schedule 1 to the Bill) should be amended to require the
Commonwealth Ombudsman to be given notification of the issuance of
SCI-Act MAs, in addition to the IGIS.

Provision of instruments of authorisation to ASD
Neither proposed section 35AF nor proposed section 35AX require the Minister or
Secretary to give ASD a copy of an SCI-Act MA which authorises the Secretary to
issue intervention requests to ASD. Rather, proposed paragraph 35AX(2)(b) provides
that the Secretary need only include a statement in a request for ASD to undertake an
intervention activity that the actions specified in the request are in compliance with an
underlying SCI-Act MA. No explanation is provided for the absence of a requirement
for ASD to be given a copy of each SCI-Act MA.
The Law Council acknowledges that proposed paragraph 32AX(2)(a) provides that
the Secretary can only give an intervention request to ASD if the matters specified in
that request are identical to the approval given in the SCI-Act MA. However, there is
no requirement for ASD to be given the underlying SCI-Act MA instrument, and to
independently satisfy itself that the Secretary’s request complies with the requirement
in proposed paragraph 32AX(2)(a), before it exercises its intervention powers and
enlivens the comprehensive immunity in proposed section 35BF.
The Law Council considers that the SCI Act should require ASD to conduct an
independent assessment as to whether the actions specified in an intervention
request are, in fact, authorised by the underlying SCI-Act MA, and are otherwise
lawful and proper. It is important that there is a legal obligation to this effect, which
operates as a pre-condition to the exercise by ASD of its intervention powers. This is
because:
•

under proposed section 35BF, ASD staff members will have immunity from legal
liability for their actions under an intervention request; and

•

under proposed subsection 35AZ(2), if ASD does an act or a thing in
compliance with an intervention request issued by the Secretary, it is taken to
be done in the performance by ASD of its statutory function in paragraph 7(1)(f)
of the ISA (that is, to cooperate with and assist certain other bodies).

While it is possible that ASD will be involved in the drafting of applications for SCI-Act
MAs and advising the Defence Minister about requests to provide agreement to their
issuance, it is also possible that the authorisation as finally issued by the Home Affairs
Minister may differ from the application or earlier draft. For this reason, ASD should
be guaranteed direct access to the actual SCI-Act MA instrument, and be required to
turn its mind to the legality and propriety of any intervention requests.
Recommendation 20—requirements for oral issuing of SCI-Act MAs
•

Proposed Part 3A of the SCI Act should be amended to provide that:
-

the Director-General of ASD must be given a copy of all SCI-Act
MAs that authorise intervention powers; and

-

before ASD complies with an intervention request issued by the
Secretary under an SCI-Act MA, the Director-General of ASD
must be independently satisfied that the request complies with
the requirement in proposed paragraph 32AX(2)(a); and that, in
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all other respects, it would be lawful and proper for ASD to
undertake the specified acts.

Involvement of the Australian Signals Directorate
Additional safeguards in relation to intervention powers
The Law Council recommends that the Bill is amended to include several additional
safeguards in relation to ASD’s actions taken under intervention requests given by the
Secretary, pursuant to an SCI-Act MA. In particular, the following requirements
should be included in primary legislation:
•

•

Additional requirements concerning the removal of computers from
private premises: When ASD exercises powers of entry to private premises
and removes computers under proposed section 35BD, it should be subject to
additional requirements to ensure that there is a level of transparency,
accountability and oversight that is commensurate with the intrusive nature of
these powers. In particular, ASD should be required to:
-

provide the occupant, owner and operator with a written receipt of the
removal, which includes a statement of their rights to complain to the IGIS
or Ombudsman (or both) and the process for requesting return;

-

return the computer within a specified timeframe (for example, 24 hours)
unless exceptional circumstances apply, in which case it may be extended
incrementally, rather than the nebulous requirement of ‘as soon as
practicable’; and

-

notify the IGIS of the removal and return, and additionally if ASD causes
any damage to the computer while in ASD’s possession, custody or
control.

Reporting requirements: ASD’s reporting requirements to the Defence and
Home Affairs Ministers on its intervention activities in proposed section 35BH
should be improved as follows, to ensure that Ministers are promptly apprised of
acts done under an SCI-Act MA (including specific advice about any particularly
intrusive acts that involve temporary removal of property, and causation of loss):
-

-

the reporting deadline should be limited to seven days after the
intervention request is executed, not three months as is proposed.
It should be noted that, while MAs issued under the ISA are subject to a
three-month statutory reporting timeframe, ISA-MAs:
▪

are in force for a much longer period (up to six months, not
20 days); and

▪

cover far broader activities (namely, the undertaking of a series of
activities to produce intelligence for a specified purpose consistent
with the agency’s statutory functions; not responding to a particular
cyber security incident to manage the impacts on a particular critical
infrastructure asset or particular assets); and

the reports should be required to include details of:
▪

any removal of computers; and
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▪

the doing of any act that caused, or was assessed as reasonably
likely to cause, material loss, damage or interference to third parties
who use or are reliant on that computer.

Recommendation 21—stronger safeguards for ASD intervention powers
•

ASD’s intervention powers under proposed Division 5 of new Part 3A
of the SCI Act should be amended to include the safeguards listed at
paragraph [173] of this submission.

IGIS evidentiary certification function
Proposed section 35BG of the SCI Act (item 45 of Schedule 1 to the Bill) confers a
new function on the IGIS to issue prima facie evidentiary certificates setting out any
facts or circumstances relevant to the question of ‘whether anything done or omitted
to be done’ by a staff member of ASD was ‘in the exercise of a power or authority’
conferred under the intervention request regime in proposed Division 5 of Part 3A of
the SCI Act.
The Explanatory Memorandum states that the proposed evidentiary certificate regime
is intended to ‘streamline the court process by reducing the need to contact numerous
officers and experts to give evidence’ and to ‘maintain the confidentiality and
capability’ of ASD. It further asserts that the matters covered by the proposed
evidentiary certificates are expected to be ‘technical and non-controversial’.91
Absence of justification for an evidentiary certificate regime
For the reasons set out below, the Law Council considers that the need for any
evidentiary certification regime in relation to ASD’s exercise of intervention powers
under proposed Part 3A of the SCI Act has not been established.
In particular, the Law Council has the following concerns (discussed below):
•

the matters able to be specified in certificates are not limited to exclusively
technical and non-controversial matters. In fact, there is a significant practical
likelihood that the matters able to be specified in such a certificate will be the
ultimate facts in issue in legal proceedings involving disputes about the legality
of acts done by ASD under the purported authority of an SCI-Act MA; and

•

the need for confidentiality, over and above the existing powers of the court to
issue suppression or non-publication orders over particular evidence, has not
been established. It is important to note that ASD’s actions in exercising
intervention powers under an SCI-Act MA will necessarily be overt to the
responsible entity for an asset. This contrasts with other evidentiary certification
provisions applying to the actions of security agencies, which focus on the
exercise of their surveillance and other intelligence collection powers. These
collection activities are normally covert to the persons who are subject to the
relevant surveillance or other powers.92 There is a stronger case for secrecy in
connection with such covert intelligence collection operations, which does not
apply to intervention activities under the SCI-Act MA regime.

However, if any evidentiary certification regime is to proceed, the Law Council
considers that the following amendments are needed (as discussed below):
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Explanatory Memorandum, at [1061].
See, for example: ASIO Act subsections 21A(8) and (9), and sections 34AA and section 35R; and TIA Act,
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•

the certification functions should be conferred on the Director-General of ASD,
not the IGIS; and

•

the drafting of the proposed evidentiary certification power should be made
clearer, to expressly and unambiguously limit it to the factual question of the
activities which ASD carried out, and to unequivocally exclude any ability to
certify purported ‘findings’ on the ultimate question of whether an action of an
ASD member was lawful under proposed Division 5 of Part 3A of the SCI Act.

Evidentiary certificates about ASD’s compliance will likely cover facts in issue
The Australian Government Guide to Framing Commonwealth Offences, Infringement
Notices and Enforcement Powers states that evidentiary certificates should only be
used rarely, and where the matters specified in the certificates relate to:
formal or technical matters that are not likely to be in dispute but that
would be difficult to prove under the normal evidential rules (emphasis
added).93
However, it is readily conceivable that a responsible entity for a critical infrastructure
asset may commence civil proceedings seeking compensation or other remedies, on
the basis that ASD’s intervention actions exceeded the limits of its authority under an
SCI-Act MA (and, consequently, the immunity in proposed section 35BF did not
apply). In such matters, the facts and circumstances of ASD’s actions could
conceivably be in dispute. That is, there may be a dispute between the parties about
the precise actions that ASD allegedly undertook, and the nature and impacts of the
cyber security incident to which it was purportedly responding.
It is also conceivable that the factual question of ASD’s intervention-related actions
may be disputed in enforcement proceedings brought against a regulated entity under
Part 5 of the SCI Act, for allegedly contravening its obligations in proposed section
35BB to assist ASD in executing an intervention request, such as by providing access
to premises or any information requested by ASD. In such cases, it would be open to
the regulated entity to dispute that it was under an obligation to assist ASD, on the
basis that the purported act of intervention by ASD exceeded the limits of ASD’s
lawful authority under an SCI-Act MA and associated intervention request from the
Secretary. In such cases, the factual question of the specific actions which ASD
undertook could conceivably be disputed.
Human rights impacts—the right to a fair trial, and an effective remedy
Provisions authorising the use of evidentiary certificates have the potential to affect
the fairness of a trial or hearing. An evidentiary certificate allows third parties to
provide the court with evidence, in the form of matters specified in the certificate,
without appearing in court to have that evidence tested under cross-examination.
Even where an evidentiary certificate is of a prima facie rather than conclusive nature,
its effect to reverse the burden of proof by requiring the party seeking to challenge the
certificate to disprove the matters specified in the certificate. For this reason, it is
crucial that an evidentiary certificate regime applies only to technical or formal
matters, where there is no reasonable possibility that those matters could be the
ultimate facts in issue in legal proceedings. If there is any uncertainty or controversy
as to whether a matter is likely to be an ultimate fact in issue in certain types of
proceedings, a precautionary approach should be taken and the evidentiary certificate
regime should not apply to that information.

Australian Government Attorney-General’s Department, Guide to Framing Commonwealth Offences,
Infringement Notices and Enforcement Powers, (October 2011), 54.
93
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Provisions authorising the use of evidentiary certificates can also engage the right to
an effective legal remedy. The effective reversal of the burden of proof in relation to
matters specified in an evidentiary certificate may make it impossible for a prospective
plaintiff or applicant to commence proceedings seeking compensation or other legal
remedies for acts that are alleged to have been unlawful, because the plaintiff or
applicant would have to disprove the prima facie evidence of the matters specified in
the certificate. The difficulty in doing so will be compounded by existing section 47 of
the SCI Act, which purports to override the powers of courts to order discovery.
The Law Council is concerned that the Statement of Compatibility with Human Rights
in the Explanatory Memorandum to the Bill omits to make any mention of the impact
of the evidentiary certification regime in the Bill on the right to a fair trial or hearing,
and the right to an effective remedy.
There is also no analysis of the interaction of the proposed evidentiary certificate
regime with the existing secrecy provisions in the SCI Act (particularly section 47,
which purports to override the powers of courts to order discovery of ‘protected
information’ which may be necessary to challenge an evidentiary certificate). Given
the expansive definition of ‘protected information’ under the SCI Act, these secrecy
provisions may preclude a party to legal proceedings from challenging an evidentiary
certificate, if the Commonwealth was not willing to voluntarily disclose information.
Absence of demonstrated necessity of an evidentiary certification regime
The Explanatory Memorandum also fails to provide any compelling reasons that the
concerns it has identified about potential inefficiencies in the conduct of legal
proceedings, and the protection of classified information, could not be managed
under the extensive, existing powers of courts to manage their proceedings and
protect sensitive evidence. Mechanisms to protect sensitive evidence include the
power to make orders for the suppression or non-publication of certain evidence, and
to hold portions of proceedings in closed court.
There are also extensive ‘self-help’ remedies available to the Commonwealth to
protect sensitive information, including making claims for public interest immunity, and
requesting the Attorney-General to invoke the National Security Information (Criminal
and Civil Proceedings) Act 2004 (Cth). The Explanatory Memorandum does not
countenance these less restrictive alternatives to an evidentiary certificate regime.
Given that the proposed certification regime could conceivably cover the ultimate
facts in issue in proceedings concerning the legality of ASD’s actions, it is essential
that less restrictive alternatives are given preference.
Further, the Law Council questions the utility of the proposed evidentiary certificate
regime in achieving one of the stated objectives of protecting sensitive information
about ASD’s actions and capabilities from further disclosure. ASD’s intervention
activities will be overt to the responsible entity for a critical infrastructure asset, who is
likely to be the plaintiff/applicant or respondent/defendant in any proceedings in which
the legality of ASD’s actions is challenged.
This is because the Bill requires the responsible entity for a critical infrastructure asset
to be consulted on a proposed SCI-Act MA, and to be notified of the issuance of
those MAs and intervention requests made under them.94 Moreover, responsible
entities are required to assist ASD in the execution of an intervention request, as
required.95 This means that the responsible entity for the asset is highly likely to have
94

Bill, Schedule 1, item 45 (inserting proposed subsections 35AD(2), 35AE(4)-(8), and 35AY(4) and (7) of the
SCI Act)
95 Ibid, Schedule 1, item 45 (inserting proposed section 35BB of the SCI Act).
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visibility of ASD’s actions and, by extension, the types of capabilities it deploys. This
calls into question the need for an evidentiary certificate regime to withhold such
information from a party to proceedings, who is likely to already have very substantial,
if not complete, knowledge of the relevant facts.
For all of the above reasons, the Law Council considers that evidence about the
compliance of ASD with the requirements of Part 3A of the SCI Act should be
governed solely by the usual rules of evidence applicable to the particular legal
proceedings, and the existing powers of courts to protect sensitive information in legal
proceedings. There should be no distortion of the burden of proof via the operation of
an evidentiary certification regime of the kind proposed in the Bill.
Inappropriate conferral of the evidentiary certification function on the IGIS
The Law Council also has concerns about the proposal to invest the IGIS with the
proposed evidentiary certification function in relation to ASD’s activities. If an
evidentiary certification regime is to remain in the Bill, contrary to the Law Council’s
primary recommendation, then the proposed certification function should not be
conferred on the IGIS, for the reasons outlined below.
Adverse impacts on the substantive and perceived independence of the IGIS
The Bill proposes to confer an independent oversight officer with a discretionary
certification power in relation to matters which will conceivably be facts in issue in
legal proceedings involving disputes about the legality of ASD’s actions under an
intervention request.
The proposed evidentiary certification function therefore has the potential to draw an
independent oversight officer into legal disputes between ASD and regulated entities
under the SCI regime. This has the potential to undermine the substantive and
perceived independence of the IGIS, and their standing in the community.
In particular, the conferral of the proposed certification function on the IGIS creates a
significant risk of the IGIS being exposed to pressure or influence by the Government
of the day, or agencies or policy departments, to issue certificates in proceedings
challenging aspects of intervention powers exercised by ASD. It also risks exposing
the IGIS to public criticism or loss of confidence if their evidentiary certificates are
challenged, especially if those challenges are successful. While it might be argued
that such criticism would be unfair or misinformed, the fact that it is made and is
circulated in the community may nonetheless create a significant risk of damaging the
public perception of the IGIS office. By extension, this may undermine the ability and
willingness of the public to trust that the extraordinary powers of intelligence agencies
are subject to competent and rigorous oversight.
While it is the case that the IGIS has evidentiary certification functions under section
14 of the ISA and Division 476 of the Criminal Code, those functions are of an entirely
different and far more limited nature to the additional certification function proposed in
the Bill. Under the ISA and Criminal Code, ASD, the Australian Secret Intelligence
Service (ASIS) and the Australian Geospatial-Intelligence Organisation (AGO) are
conferred with an immunity for acts done in the ‘proper performance’ of its statutory
functions. The IGIS may issue a prima facie evidentiary certificate, at their discretion,
in relation to whether an act was done in the ‘proper performance’ by ASD, ASIS or
AGO of its functions. This is the only matter that the IGIS may certify under the ISA
and Criminal Code, and it is connected explicitly with the elements of the immunities
conferred on agencies, and the statutory functions of the IGIS under section 8 of the
IGIS Act to conduct oversight of the propriety of intelligence agencies’ actions.
Because the immunities and evidentiary certification functions in section 14 of the ISA
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and Division 476 are connected with the propriety of intelligence agencies’ functions,
it is appropriate that the heads of those intelligence agencies are not invested with
powers to ‘self-certify’ the propriety of their actions. In contrast, where an evidentiary
certification power pertains to the factual question of what actions an agency carried
out, existing legislative provisions, including the ASIO Act and the TIA Act, confer that
certification function on the agency head or their Minister, and not an independent
oversight body.96
Resource impacts
The proposed evidentiary certification function effectively seeks to utilise the
perceived expertise and standing of the IGIS to perform a function other than the
oversight of intelligence agencies. The potential resource impost of that proposal
should not be overlooked, particularly given the introduction in December 2020 of
legislation to expand the oversight functions of the IGIS to an additional two agencies,
and the large volume of legislation that has expanded intelligence agencies’ powers.
The Law Council submits that, as a matter of policy, any proposals that may divert the
finite resources of the IGIS away from its substantive oversight functions should be
treated with a high degree of caution. The Richardson Review expressed similar
views, in recommending that existing ‘expert witness’ functions conferred on the IGIS
under freedom of information and archives legislation97 should be scaled back, so as
to minimise the diversion of resources from the substantive oversight functions of the
office.98
Potential limitations in technical expertise of the IGIS
The Explanatory Memorandum also asserts that the evidentiary certification function
in proposed section 35BG of the SCI Act is intended to utilise the technical expertise
of the IGIS in respect of the computer-related acts undertaken by ASD. It states that
the proposed certification function is ‘likely to rely on a strong understanding of
technical matters [in] which the Inspector-General of Intelligence and Security is
well-versed’99 by reason of its oversight of ASD and other intelligence agencies.
This stands in contrast to repeated comments by the former IGIS, which identified a
need for that office to have access to independent, external technical expertise, which
is not available from among its investigative staff, to enable it to perform its oversight
functions in an increasingly complex and evolving technological environment.100 The
Richardson Review agreed that access to such expertise is essential to the capacity
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See, for example, evidentiary certification provisions which confer the relevant certification functions on
agency heads (or other authorised senior officials) or their Ministers: ASIO Act subsections 21A(8) and (9)
(Director-General may issue evidentiary certificates in relation to ASIO's exercise of its power to confer
immunities on persons who render voluntary assistance); and section 34AA (Director-General may issue
evidentiary certificates in relation to ASIO's special powers warrants). See also, section 35R (Attorney-General
may issue evidentiary certificates relating to the granting of special intelligence operation authorities). See
further: TIA Act, sections 81, 61, 107U, 130, 185B and 185C.
97 Freedom of Information Act 1982 (Cth), sections 55SB and 60A, and Archives Act 1983 (Cth), section 50A.
These provisions require the IGIS to give evidence to the AAT or Australian Information Commissioner in
proceedings for the review of decisions to deny access to information, on the grounds of prejudice to Australia’s
security, defence or international relations. The IGIS is required to give evidence about the likely harm (or
otherwise) that releasing the information may cause to those interests, for the purpose of assisting the AAT or
Information Commissioner to determine whether the exemption should apply. The rationale is that the IGIS is
likely to have expertise in assessing risks of harm, by reason of their access to highly sensitive information in
performing their substantive oversight functions of intelligence agencies.
98 Richardson Review, Unclassified Report: Volume 4, (December 2019), 58-61 at [43.207]-[43.219] and
recommendation 192.
99 Explanatory Memorandum, at [1059].
100 See, for example: IGIS, Submission to the PJCIS Review of the TOLA Act, (October 2019), 4 at [3.1].
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of the IGIS to perform effective oversight.101
Preferred solution: no evidentiary certification regime
The Law Council recommends that the question of what actions ASD carried out in
purported reliance on an SCI-Act MA should, in all cases, be a matter for judicial
determination, solely on the basis of the evidence led and submissions made by the
parties to the proceedings. There should be no distortion of the burden of proof on
the parties to proceedings, via an evidentiary certification regime of any kind.
Alternative option: a more constrained regime, administered by ASD
If the Committee is persuaded of the need for an evidentiary certification regime in
connection with ASD’s activities, contrary to the Law Council’s primary position, the
Law Council submits that two amendments are needed to proposed section 35BG.
First, for the reasons given at paragraphs [193]-[202] above, the certification function
should be conferred on the Director-General of ASD and not the IGIS.
Secondly, the drafting of proposed section 35BG should be clarified to make explicit
that the certification function is limited to the factual question of what specific actions
were carried out by ASD staff members. There should be no possibility that a
certificate could be issued which purports to specify ‘findings’ about the ultimate
question as to whether ASD’s actions were lawful. The Law Council understands that
the policy intention is to limit the evidentiary certification function to the factual
question of the particular activities undertaken by ASD staff. However, the drafting of
proposed section 35BG may be ambiguous, noting that the certification power covers
‘facts and circumstances’ that are ‘relevant to the question of whether’ ASD’s actions
complied with Division 5 of Part 3A of the SCI Act.
The Law Council also emphasises that, even if the proposed evidentiary certification
regime implemented both of these recommended amendments, there would still be a
heavy onus on its proponents to demonstrate its necessity. This reflects that an
evidentiary certification regime will reverse the burden of proof, in connection with
proceedings that may seek to challenge the legality of intrusive activities which
significantly interfere with private property rights and cause substantial loss or
damage.
For this reason, an evidentiary certification regime should only be enacted if it is
clearly established that the existing mechanisms available to courts to protect
sensitive information about ASD’s actions and capabilities are not adequate.
The case for an evidentiary certification scheme must be established in the specific
context of intervention activities by ASD that will be overt to regulated entities (who
are most likely to be the parties to any legal proceedings concerning ASD’s actions, in
which such evidentiary certificates would be tendered).
Recommendation 22—Evidentiary certification function in proposed s 35BG
Preferred option
•

Proposed section 35BG of the SCI Act should be omitted from the Bill.

Alternative (non-preferred) option
•

Consideration could be given to a more limited evidentiary certificate
regime, which:
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-

is limited explicitly to the factual question of the specific acts
that were carried out by ASD staff members, in exercising an
intervention power. It should expressly prohibit evidentiary
certificates from addressing the ultimate question of whether
those acts were within the limits of ASD’s lawful authority; and

-

confers the function of issuing evidentiary certificates on the
Director-General of ASD, and not the IGIS.

Proposed Intelligence Services Regulations 2020
Proposed subsection 35AX(2) of the SCI Act provides that, if ASD does an act or a
thing in compliance with an intervention request, it is taken to be in the performance
of ASD’s functions in paragraph 7(1)(f) of the ISA. The latter provision states that it is
a function of ASD to cooperate with, and assist, bodies referred to in section 13A of
the ISA. Relevantly, section 13A of the ISA provides that ASD may cooperate with
other Commonwealth authorities that are prescribed in regulations, subject to any
arrangements made or directions given by the Defence Minister, and only on the
request of the head of the other Commonwealth authority.
In November 2020, the Department released an exposure draft of proposed
regulations under section 13A of the ISA (ED regulations) concurrently with the
ED Bill. The ED regulations proposed to prescribe the Department (identified as the
Department administered by the Minister administering the SCI Act) as an entity with
which ASD may cooperate under section 13A.102
However, the ED regulations did not prescribe the Department only to the extent of
the Department’s functions under the SCI-Act MA regime in proposed Part 3A of the
SCI Act. This appears to contradict the statement of intent in the Explanatory
Statement released alongside the ED regulations that:
These Regulations are intended to enable ASD under paragraph 7(1)(f) of
the Act to cooperate with and assist the Home Affairs Department in the
exercise of powers and performance of functions under the SOCI Act.103
Consequently, if the final regulations are made in the same form as the ED
regulations, then ASD will have a statutory function under paragraph 7(1)(f) of the ISA
to cooperate with, and assist, the Department for the purpose of the Department
performing any of its functions (which are conferred administratively under the
Administrative Arrangements Order, as in force from time-to-time). ASD’s cooperative
function with the Department would be enlivened on the request of the Secretary of
the Department. It would be additional to ASD’s functions under paragraph 7(1)(e) of
the ISA to provide assistance to any Commonwealth authority (including the
Department) in relation to specialised technologies including cryptography, electronic
communication, computers and other similar matters.
A consequence of the broad scope of the proposed regulations is that ASD would be
able to obtain ISA-Act MAs authorising it to produce intelligence on certain
Australians who are outside Australia, for the purpose of cooperating with, or
assisting, the Department to perform its functions.104 A further consequence is that
102

Exposure Draft, Intelligence Services Regulation 2020, (November 2020)
<https://www.homeaffairs.gov.au/reports-and-pubs/files/exposure-draft-bill/exposure-draft-intelligence-servicesregulations-2020.pdf>, regulation 5.
103 Explanatory Statement, Exposure Draft of the Intelligence Services Regulation 2020, (November 2020),
<https://www.homeaffairs.gov.au/reports-and-pubs/files/exposure-draft-bill/intelligence-services-regulations2020-explanatory-statement.pdf> at 1.
104 ISA, paragraph 8(1)(a)(i) and subsection 9(1A).
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such cooperative activities would enliven the immunity in section 14 of the ISA.
The draft Explanatory Statement to the ED Regulations does not acknowledge this
possibility. The Law Council therefore disagrees strongly with the suggestion in the
draft Statement of Compatibility with Human Rights that the proposed regulations ‘do
not engage … any human rights’.105
The Law Council acknowledges that there may be scope for an argument that the
regulation-making power under existing section 13A of the ISA does not enable the
prescription of an authority, only in relation to a subset of that authority’s functions,
rather than all of its functions as conferred from time-to-time. However, the Law
Council submits that, if there is considered to be any doubt or uncertainty about the
scope of the regulation-making power in existing section 13A of the ISA, then this
should be remedied in the Bill.
Section 13A of the ISA should be amended to expressly confer a regulation-making
power to enable cooperation between an ISA agency (such as ASD) with another
Commonwealth authority specified in regulations, in relation to all of the functions of
that Commonwealth authority; or one or more functions of that Commonwealth
authority as specified in the regulations. This amendment will ensure that ASD’s
cooperation functions with the Department are limited to the performance of the
Department’s functions under Part 3A of the SCI Act, and do not unintentionally
authorise broader cooperation that exceeds the stated policy intention.
Recommendation 23—proposed regulations made under section 13A of the ISA
•

If there is any doubt as to whether section 13A of the ISA could
authorise the making of regulations which prescribe an authority in
relation to some, but not all, of its functions, then section 13A should be
amended to explicitly confer power to make regulations to this effect.

•

The regulations proposed to be made under section 13A of the ISA, to
prescribe the Department as one of the bodies with which ASD may
cooperate should be limited to the expressly performance by the
Department of its functions under Part 3A of the SCI Act.

•

If the final regulations, as made, are not limited to the functions of the
Department under new Part 3A of the SCI Act, the Law Council urges the
Parliament to exercise its power of disallowance.

Enforcement powers
Items 55-57 of Schedule 1 to the Bill propose to expand the enforcement powers in
Part 5 of the SCI Act. They propose to:
•

confer intrusive powers to monitor whether a critical infrastructure owner or
operator is complying with their obligations under the Act, and to investigate
suspected non-compliance. (The standard powers in Parts 2 and 3 of the
Regulatory Powers (Standard Provisions) Act 2014 (Cth) (RPA) are proposed to
be enlivened, including powers to enter premises, use force against things,
require persons on premises to answer questions or provide information, and to
secure and seize items);106 and
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Explanatory Statement, Exposure Draft of the Intelligence Services Regulation 2020 (November 2020),
<https://www.homeaffairs.gov.au/reports-and-pubs/files/exposure-draft-bill/intelligence-services-regulations2020-explanatory-statement.pdf> at 4.
106 Bill, Schedule 1, item 57 (inserting proposed sections 49A and 49B of the SCI Act).
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•

confer powers to issue infringement notices for suspected contraventions (by
enlivening the standard infringement notice provisions of Part 5 of the RPA).107

Presently, section 49 of the SCI Act only confers powers to enforce civil penalty
provisions, including via enforceable undertakings and injunctions, by applying the
standard powers in Parts 4, 6 and 7 of the RPA. The Minister and Secretary of the
Department are authorised to commence proceedings in the Federal Court, Federal
Circuit Court or a State or Territory Court exercising federal jurisdiction.
Items 56 and 57 of Schedule 1 to the Bill propose that the existing and additional
powers in Part 5 of the SCI Act will be exercisable by the Secretary of the Department
(and no longer the Minister) who may also authorise the following persons to do so:
•

any SES employee in the Department (irrespective of qualifications, skills and
training); and

•

the heads and SES staff of a ‘relevant Commonwealth regulator’ (being any
Department or body specified in rules made by the Minister, without any
statutory conditions or limitations on the power to prescribe such entities, by
reference to the relevance of their functions and expertise in relation to
particular sectors or assets).108

Necessity of monitoring and investigation powers
The Law Council notes that the proposed enlivenment of regulatory powers under the
RPA, particularly monitoring and investigation, will have a significant effect on the
rights and liberties of affected persons. This includes occupants of premises which
may be entered under monitoring and investigation powers, and the owners or users
of things that are secured or seized under those powers. The Law Council is
concerned that the necessity for such powers has not been demonstrated.
The Explanatory Memorandum states that, in view of the proposed expansions to the
SCI regime, it is considered ‘important’ for the compliance monitoring and
investigative powers to be conferred, to ensure the ‘effectiveness’ of the regime in
achieving ‘the required security objectives’.109 However, no explanation is provided
as to why the expanded powers are considered necessary and proportionate. The
Statement of Compatibility with Human Rights does not acknowledge that the
expanded enforcement-related powers in Part 5 of the SCI Act will engage human
rights, and consequently provides no analysis of their compatibility.110
The Explanatory Memorandum also states that the monitoring and investigation
powers in the RPA are an ‘accepted baseline of powers required for an effective
monitoring, investigation or enforcement regulatory regime’.111 However, the Law
Council emphasises that the standard provisions in the RPA only provide a drafting
template for use in individual Acts conferring regulatory schemes, where it has been
established that those individual regulatory regimes require some or all of the powers
that are the subject of the template provisions in the RPA.
In other words, the mere existence of a template suite of regulatory provisions in the
RPA does not automatically justify the application of any or all of those provisions to
individual regulatory regimes. Rather, the Parliament has emphasised that any
107
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proposal to trigger the standard provisions of the RPA to an individual regulatory Act
must be justified thoroughly, to establish the necessity and proportionality of those
powers in relation to the particular regulatory regime.112
The Law Council considers that the proposed monitoring and investigative powers
should not proceed unless a compelling case is provided as to their necessity and
proportionality, especially in light of the extensive information gathering powers that
are separately conferred under other provisions of the SCI Act.

Necessity of infringement notice powers
The Explanatory Memorandum provides minimal justification for the proposed
infringement notice regime, placing emphasis on a desire for ‘graduated enforcement’
mechanisms; and a desire to make enforcement action ‘less resource intensive’ for
the Commonwealth in comparison to running civil penalty proceedings.113
However, Commonwealth legislative policy provides that an infringement notice
regime is only considered appropriate if the relevant infraction is ‘relatively minor’, a
high volume of contraventions is expected’ and ‘a penalty must be imposed
immediately to be effective’.114 It further provides that the underlying penalty
provisions must not be overly complex, or otherwise involve difficult assessments of
fact or law, so that an enforcement officer can readily identify non-compliance with
accuracy, and thereby issue valid infringement notices.115
The Explanatory Memorandum does not address these matters in the context of the
existing and proposed civil penalty provisions imposed under the SCI Act, which are
proposed to be made subject to the new infringement notice regime. Similarly, the
Statement of Compatibility with Human Rights does not acknowledge or attempt to
justify the human rights impacts of the proposed infringement notice regime.
The Law Council notes that several of the civil penalty provisions in the Bill are likely
to raise highly complex questions of fact and law. For example:
•

the civil penalty provision in proposed section 35AM of the SCI Act (item 45 of
Schedule 1 to the Bill) for non-compliance with an information-gathering
direction issued by the Secretary under an SCI-Act MA applies only where the
responsible entity for an asset is capable of complying with that direction.
Factual questions about the entity’s capability could be very complex, and may
not be within the knowledge or capability of enforcement officers; and

•

the civil penalty provisions in proposed section 35AM (see the above point) and
proposed section 35BB (contravening obligations to assist ASD in carrying out
intervention requests) may require an assessment of the validity of the
underlying SCI-Act MA, to ensure that the acts of intervention were supported
by a valid SCI-Act MA and were therefore lawful. This assessment may
similarly be complex. For example, one of the pre-conditions to issuing an SCIAct MA requires the Minister to be satisfied that the directions or requests
proposed to be authorised are technically feasible.

Accordingly, the Law Council considers that the necessity and proportionality of an
infringement notice regime has not been demonstrated, including by reference to the
112
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requirements of Commonwealth legislative policy and Australia’s international human
rights obligations. The proposals should not proceed unless a compelling case is
provided which addresses these matters.

Persons authorised to exercise enforcement powers
The intrusive enforcement-related powers proposed to be conferred in items 55-57 of
Schedule 1 to the Bill are high-risk when conferred on any regulatory entity. The fact
that the Department of Home Affairs is predominately a policy department, rather than
a specialised regulatory or enforcement agency, heightens this risk in the context of
the expanded SCI regime.
While it is the case that discrete areas of the Department perform regulatory and
enforcement functions, including the Australian Border Force, the Bill does not limit
the classes of employees who are eligible to perform enforcement functions to those
with specific qualifications or accreditations in regulation and enforcement.
Accordingly, if the proposed additional enforcement powers are to be conferred, the
Law Council considers that further statutory eligibility criteria should be applied to the
classes of persons who can be authorised to exercise them. As detailed in the
recommendation below, these criteria should require the officers to hold relevant and
current qualifications, skills and training in regulatory investigation and enforcement.
This is particularly important in relation to the eligibility requirements for Departmental
staff to be authorised to exercise enforcement powers under Part 5 of the SCI Act (as
amended). It is not sufficient to simply prescribe a minimum level of seniority for such
staff (namely, SES-level employees). Given the wide range of subject-matter within
the Department’s administrative responsibilities, which can be varied administratively
at any time via changes to the Administrative Arrangements Order, this does not
provide a legal safeguard which will ensure that only those staff members with
relevant qualifications, skills and training in regulatory enforcement can exercise the
significant intrusive powers proposed in the Bill.
For example, the Bill as drafted would make it lawful for a policy generalist or program
administrator employed by the Department in an acting or substantive SES-level
position to exercise powers of enforcement. While this is unlikely to be the subjective
policy intent, the Bill does not contain any legal safeguards against this possibility.
Rather, the intended outcome would be solely reliant on the beneficial exercise of an
unguided administrative discretion. This does not provide a rational basis on which
regulated entities, the public and the Parliament can be assured that the only people
who will exercise enforcement powers under the expanded SCI regime will be those
who have been assessed to hold adequate expertise, training and experience.

Oversight and evaluation of regulatory performance
The proposed expansion of regulatory enforcement powers also increases the need
for the conferral of an ongoing inspection function on the Commonwealth
Ombudsman, in relation to the Department’s enforcement powers, in addition to the
Ombudsman’s investigation functions and powers under the Ombudsman Act. Such
an inspection function should incorporate the exercise of the enforcement-related
powers, and the Department’s actions and processes for authorising and training
persons to exercise those powers. (See further: recommendation 28 below.)
Further, Law Council also strongly supports the application of the Australian
Government Regulator Performance Framework to the Department in respect of the
expanded regulatory powers under the SCI Act (as well as the TSSR). That
framework would require the Department to measure and evaluate its performance
against several key performance indicators and publish annual performance
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reports.116
The Law Council is concerned that the Explanatory Memorandum makes no mention
of the intended application of this important evaluative and accountability mechanism
(or any reasons for any suggestion that the Department should be exempt).
As noted in the Law Council’s recent submission to the Committee’s concurrent
review of the TSSR, the Department’s annual regulator performance reports do not
evaluate its regulatory activities under the TSSR or SCI Act. This appears anomalous
with the assurance provided by Government officials to the Committee in 2017 that
the Regulator Performance Framework would apply to the TSSR.117
Recommendation 24—expansion of regulatory enforcement powers
•

Items 55-57 of Schedule 1 to the Bill should be omitted from the Bill,
unless a detailed and compelling explanation is provided of their
necessity and proportionality, including an analysis of their human
rights compatibility. The Bill should not be debated or passed until
there has been an appropriate opportunity for stakeholders to provide
comment on that justification, and all relevant Parliamentary
committees have examined and reported on that justification.

•

If these expanded powers are to be conferred, items 55-57 should be
amended as follows:
-

further eligibility conditions should be applied to the persons
who may be authorised to exercise those powers, by reference to
their completion of specified training, and their possession of
specified skills and qualifications;

-

the Minister’s power to make rules prescribing a department or
other body as a ‘relevant Commonwealth regulator’ for the
purpose of exercising monitoring, investigation and enforcement
powers under the SCI Act should be subject to further statutory
parameters. The Minister should not be permitted to prescribe
an entity in the rules unless:

-

▪

that entity is invested with regulatory functions under
another law of the Commonwealth or a State or Territory, in
relation to the applicable class of critical infrastructure
asset;

▪

the Minister is satisfied, on reasonable grounds, that the
entity has appropriately skilled and trained personnel;
adequate resources; rigorous governance, assurance,
accountability and oversight mechanisms to exercise the
regulatory powers; and a sound record of human rights
compliance; and

▪

the Minister has consulted the chief executive of the entity
about a proposal to prescribe the entity being prescribed as
a ‘relevant Commonwealth regulator’, and the chief
executive has consented to this;

The Department should be made subject to the Australian
Government Regulator Performance Framework in respect of its
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functions and powers under the SCI Act (and the TSSR); and
-

the Law Council’s recommendation 28 below for the conferral of
an inspection function on the Ombudsman in relation to the SCI
Act should specifically cover the Department’s actions, practices
and policies under Part 5 of the SCI Act with respect to
compliance monitoring, investigation and enforcement.

Independent review and oversight
While the Bill contains some useful oversight-related measures, the Law Council is
concerned that, overall, inadequate provision is made for the independent oversight
and review of the operation of the expanded SCI regime.
Independent review and oversight are critical to public trust and confidence in the
regime, having regard to its potentially significant regulatory impost, and the conferral
of intrusive and coercive powers. Effective independent review and oversight will
demonstrably facilitate its lawful and proper operation.

Impact of secrecy provisions on review and oversight
The Law Council is concerned that the existing secrecy provisions of the SCI Act will
impede the effective exercise of review rights and oversight functions in respect of the
expanded SCI regime. The following issues arise:
Prohibition on information disclosure
Section 45 prohibits the disclosure of ‘protected information’ within the meaning of
section 5 (essentially, most information obtained or created under the SCI Act) other
than for the prescribed purposes in sections 41-44. These purposes are limited to:
•

the performance by regulated entities of functions or duties under the SCI Act or
otherwise ensuring their compliance with the SCI Act; and

•

secondary uses by government agencies for the purpose of performing their
functions including national security, and law enforcement.

The Bill also proposes to expand the definition of ‘protected information’ in section 5
of the SCI Act to cover information obtained under the new powers.118
Overriding of information-gathering powers
Section 46 contains various exceptions, including disclosures made for purposes
authorised or required under a law of the Commonwealth; or a law of a State or
Territory, if prescribed by rules.
However, this is qualified by section 47, which provides that, except where necessary
to do so for the purpose of giving effect to the SCI Act, an entity cannot be compelled
to produce protected information to a court, a tribunal or any other person who has
the power to require the production of information or documents (which includes
independent oversight bodies).
This means that the Secretary or another person in possession of ‘protected
information’ could rely on section 46 to voluntarily disclose information to an
oversight agency, or a party to legal proceedings in a court or a tribunal, if the
118
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Secretary or other person in possession of the information wished to cooperate.
However, if the Secretary or other person in possession of that information declined to
provide the information, section 47 would prevent it from being compelled.
This would make courts, tribunals and independent oversight bodies essentially
reliant on discretionary cooperation to access essential information. The significant
expansion of the SCI regime to numerous sectors of the Australian economy has the
potential to exacerbate this existing problem in Division 3 of Part 4 of the SCI Act.
The Law Council considers that the proposed expansion of the SCI regime
necessitates revision of the approach taken to the design of secrecy and permitted
disclosure provisions in Division 3 of Part 4. In particular, the following matters
require reassessment and revision:
•

•

the continued appropriateness of the override provision in section 47 on the
coercive information-gathering powers of courts, tribunals and other oversight
bodies and
the clarity and useability of the secrecy and permitted disclosure provisions in
Division 3 of Part 4 to ‘end users’, including regulated entities and their
individual personnel, Departmental officers and staff of oversight agencies.

Inadequate provision for access to information by oversight agencies
The Law Council welcomes the inclusion of proposed section 43A and proposed
subsection 47(2) in the Bill, which will respectively:
•

make explicit that protected information can be disclosed voluntarily to an IGIS
official without contravening the secrecy provisions of the SCI Act; and

•

preserve the compulsory information-gathering powers of the IGIS, to compel
the provision of protected information, notwithstanding section 47.119

This is an improvement from the ED Bill, as it will ensure that the IGIS has access to
all necessary information to perform its oversight functions in relation to ASD’s
activities under the expanded SCI regime. It will also ensure that the statute speaks
clearly and directly to the ‘end users’ of the provisions (in this case, ASD officials, IGIS
officials, and others who hold relevant information to the IGIS’s oversight of ASD) and
removes any scope for doubt or uncertainty that it is lawful and proper to provide
protected information to the IGIS, for oversight purposes. This high degree of clarity
will ensure that ‘end users’ do not need to attempt complex statutory interpretation
(and potentially incur significant costs in obtaining legal advice) in order to understand
their ability to make disclosures to the IGIS.
However, the Bill does not propose to include any equivalent provisions concerning
other oversight bodies with functions in relation to the Department’s actions under the
SCI regime, such as the Ombudsman and Australian Information Commissioner
(particularly in performing the functions of the Privacy Commissioner). It should also
be noted that the Privacy Commissioner has functions in relation to regulated entities
under the SCI regime who are ‘APP entities’ under the Privacy Act.
This means that there is no explicit provision authorising voluntary disclosures to the
Ombudsman or Information Commissioner (or their staff) and section 47 purports to
override the powers of those agencies to compel information. In relation to voluntary
disclosures of protected information to the Ombudsman or Information Commissioner,
the Law Council is concerned that the presence of an express authorisation for
disclosures to IGIS officials in proposed section 43A, and the absence of a
corresponding authorisation for officials of other integrity agencies, risks distorting the
119
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interpretation of the permitted disclosure provisions in existing section 46, or at the
very least, creating confusion and uncertainty among people who wish to make
disclosures to the Ombudsman or Information Commissioner.
Further, the inability of the Ombudsman or Information Commissioner to exercise their
coercive information-gathering powers by reason of section 47 would make these
agencies reliant on voluntary disclosures. This pre-existing problem in the SCI Act is
likely to be exacerbated by the proposals in the Bill to significantly expand the
functions and powers conferred on Departmental officials.
Inadequate provision for legal advice and legal proceedings
In addition, the SCI Act does not make comprehensive provision for disclosures to
lawyers for the purpose of obtaining legal advice, or disclosures for the purpose of
legal proceedings.
While existing paragraph 41(b) enables an entity to disclose protected information for
the purpose of ‘ensuring their compliance’ with the SCI Act, this does not clearly cover
disclosures for the purpose of seeking legal advice about, or exercising, rights to
challenge the legality of decisions or conduct of the authorities under the SCI Act, or
to seek compensation or other remedies for acts that are alleged to be unlawful.
Further, as noted above, existing section 47 expressly purports to override the powers
of a court to order discovery in such proceedings.
Recommended amendments
For the reasons set out above, the secrecy provisions in the SCI Act create a
significant risk of frustrating the effective exercise of legal review rights and the
performance of independent oversight functions in respect of the proposed regime.
The Law Council considers it essential that the overbreadth in these secrecy
provisions is addressed, especially if the proposed amendments are to proceed.
Recommendation 25—expansion of permitted disclosures, and preservation of
compulsory information-gathering powers of oversight and review bodies
•

Existing sections 41 and 45-47 of the SCI Act should be amended to
provide that:
-

the SCI Act does not override the powers of courts, tribunals and
oversight bodies to require the disclosure of protected
information;

-

voluntary disclosures to the Commonwealth Ombudsman and
Australian Information Commissioner are expressly permitted (in
addition to voluntary disclosures to the IGIS) for the purpose of
those agencies performing functions or exercising powers in
relation to the oversight of the SCI regime; and

-

voluntary disclosures are expressly permitted for the purpose of:
▪

obtaining legal advice about an entity’s legal position
under, or in relation to, the SCI Act (not merely the more
limited purpose of ensuring the entity’s compliance with the
SCI Act); and

▪

commencing or responding to legal proceedings (in any
Australian court or tribunal of competent jurisdiction) which
are brought under, or in relation to, the SCI Act.
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Limitations on judicial review rights
Item 1 of Schedule 1 to the Bill proposes to amend the ADJR Act to exclude from
statutory judicial review all administrative decisions made under the intervention
regime in proposed Part 3A of the SCI Act, in relation to cyber security incidents.
This exclusion will cover not only the decisions of the Minister in relation to the issuing
of SCI-Act MAs, but also the decisions of the Secretary in exercising powers under
those MAs to issue information or action directions to regulated entities, and
requesting ASD to undertake intervention actions (which enliven the obligations of
responsible entities to assist ASD). By extension, in making decisions to issue
intervention requests to ASD, the Secretary also exercises an effective power to
confer an immunity on ASD for the requested actions and thereby extinguish
individuals’ rights to legal remedies, by enlivening the immunity in proposed section
35BF for ASD personnel.
The Explanatory Memorandum states that the exclusion of ADJR Act review is
considered reasonable, primarily because of the national security-related content of
the decisions made under proposed Part 3A, as well as the circumstances of urgency
in which SCI-Act MAs are intended to be issued and executed. It notes that judicial
review remains under available under the original jurisdiction of the High Court, and
the mirroring jurisdiction of the Federal Court in section 39B of the Judiciary Act 1903
(Cth).120 It also suggests that the availability of statutory judicial review rights could
be a disincentive to industry cooperation with the expanded SCI regime, and further
comments that oversight by the IGIS and Ombudsman are considered to provide an
adequate mechanism for the examination of any concerns that may arise.121
National security as the basis for a wholesale exclusion of ADJR Act review
The Law Council considers that a general appeal to the national security-related
content of information involved in an administrative decision made under new Part 3A
is an inadequate justification for a wholesale exclusion of statutory judicial review
rights in relation to the SCI-Act MA regime. Decisions about the issuance and
execution of an SCI-Act MA impose significant liabilities on regulated entities;
authorise the causation of significant loss and damage to regulated entities and third
parties that rely on a critical infrastructure asset; and extinguish rights to legal
remedies. This requires a considerably stronger justification of any proposal to oust
statutory judicial review rights, which clearly demonstrates how the extinguishment of
such rights in respect of all decisions made under proposed Part 3A is proportionate
to the specific national security objectives in contemplation, and why less restrictive
alternatives have not been pursued.
In particular, the Explanatory Memorandum does not document any consideration of
less restrictive alternatives to a wholesale exclusion of statutory judicial review rights
for all decisions made under new Part 3A. Less restrictive alternatives could include
the deferral of the point in time at which statutory judicial review rights can be
exercised, until after the particular cyber security incident has been managed or the
immediate risk has otherwise abated, in preference to the permanent extinguishment
of those review rights. The Law Council notes that precedent for the deferred
exercise of review rights already exists in sections 9A and 9B of the ADJR Act in
respect of decisions relating to criminal justice or civil proceedings.
Other less restrictive alternatives to the wholesale exclusion of rights to ADJR Act
review of all decisions under proposed Part 3A include the following measures:
120
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•

limiting the matters able to be included in statutory reasons required to be given
under section 13 of the ADJR Act (for example, the exclusion of classified
information, or confidential commercial information of third parties); and

•

targeting the proposed exclusion of ADJR Act review rights to a sub-set of
decisions under proposed Part 3A.

In relation to the possible exclusion of a sub-set of decisions from ADJR Act review, it
would be possible to exclude ADJR Act review rights only in relation to the Minister’s
decision under proposed paragraph 35AB(1)(c) that there is a material risk the cyber
security incident has seriously prejudiced Australia’s national security, defence or
economic stability (or is doing so, or is likely to do so).
Importantly, this matter is not the only decision that must be made under the SCI-Act
MA regime in new Part 3A. For example:
•

•

•

In deciding whether to issue, vary or revoke an SCI-Act MA under proposed
section 35AB, the Minister must assess, and be satisfied as to the existence of
matters including:
the existence of a cyber security incident;
-

the effects or likely effects of that incident on the relevant asset;

-

the ineffectiveness of other Commonwealth, State or Territory regulatory
regimes in responding to the incident;

-

the individual thresholds for authorising action and information-gathering
directions and intervention requests (including decisions about the
willingness or otherwise of an entity to take all reasonable steps to
respond to the incident);

-

whether or not the threshold in proposed section 35AD for bypassing
consultation with the relevant entity or entities in relation to the critical
infrastructure asset has been met; and

-

decision-making about the revocation or variation of an SCI-Act MA on the
basis that the original issuing grounds are no longer met (potentially
including on the request of one or more relevant entities in relation to a
critical infrastructure asset); and

the Secretary must also assess various matters in determining whether to issue
directions or make requests under Divisions 3, 4 and 5 of proposed Part 3A,
which are not connected with an assessment of Australia’s national security
interests, such as:
-

whether there is a reasonable basis for believing that an entity has
relevant information, and that it would be reasonable, proportionate and
technically feasible for the entity to comply with an information direction;

-

whether the exceptions to consultation requirements with relevant entities
exist in particular circumstances, as a precondition to issuing a direction;

-

whether the exceptions to the requirements to give all directions in writing
have been established in particular circumstances; and

-

whether to revoke or vary a direction or a request (including on the
request of a relevant entity in relation to a critical infrastructure asset);

the decisions of other officials under proposed Part 3A, including:
-

decisions to issue evidentiary certificates under proposed section 35BG
(this function is presently proposed to be conferred on the IGIS, although
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the Law Council has separately recommended that the certification regime
be omitted, or a more limited certification function conferred on the
Director-General of ASD); and
-

decisions by the Director-General of ASD under proposed section 35BJ to
exercise the power of authorisation to enable ASD staff members to
execute intervention requests.

In contrast, the limited justification provided in the Explanatory Memorandum appears
to conflate the isolated administrative decisions under proposed Part 3A that require
an assessment of national security interests, with decisions about matters that do not
require an assessment of national security.122
Moreover, to the extent that rights to ADJR Act review are proposed to be excluded
on the basis of the national security character of certain issuing criteria for SCI-Act
MAs, the Law Council notes that the former Administrative Review Council (ARC) has
emphasised that the classification of information is not a sufficient justification for the
wholesale exclusion of statutory judicial review rights. Rather, in its 2012 report,
Federal Judicial Review in Australia, the former ARC commented:
the Council does not consider that ‘national security’ should be a blanket
reason for an exemption. Each national security exemption should
therefore be considered on its own merits, with regard to whether review
of the decisions could pose a risk to national security through the
dissemination of information through judicial review proceedings.123
The former ARC noted, in particular, the need for the supporting justification for any
proposed exclusion of a decision from ADJR Act review to specify how the disclosure
of the particular information via statutory judicial review proceedings would
compromise national security. (For example, it would be necessary to particularise
how disclosure of the specific information may compromise the operations of security
agencies or expose security vulnerabilities, rather than simply expressing a general
opinion that this outcome would, or is likely to, eventuate unless ADJR Act review
rights were excluded.) The former ARC also emphasised that such justification
should demonstrate why less restrictive alternatives would not be effective, including
imposing exclusions or conditions on the statutory right to reasons.124
While the Explanatory Memorandum cites the former ARC’s report in support of the
proposed exclusion of ADJR Act review rights in relation to proposed Part 3A in
entirety, it does not engage with the substance of the former ARC’s analysis, which
supported a more nuanced and proportionate approach to any exclusion of statutory
judicial review rights. In the absence of specific justification of the matters outlined at
paragraphs [258]-[265] above, and in view of the gravity of the powers under
proposed Part 3A of the SCI Act, the Law Council recommends a more targeted
approach to any limitations on, or exclusions of, statutory judicial review rights
(see recommendation 26 below).
Further, it should be noted that ADJR Act review is available in relation to other
Ministerial decisions made under different parts of the SCI Act, which also involve
national security considerations. For example, Ministerial declarations that an asset
is a ‘critical infrastructure asset’ or a ‘system of national significance’ are subject to
ADJR Act review, notwithstanding that the Minister must make an assessment that
the asset ‘is critical infrastructure that affects national security’125 or that the asset is a
122
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system of national significance having regard to ‘the consequences that would arise
for national security, if a hazard were to occur that had a significant relevant impact on
the asset’.126 This further undermines the perceived imperative to exclude statutory
judicial review rights in relation to Part 3A. The Explanatory Memorandum does not
contain any justification for creating an arbitrary distinction between the reviewability
of national-security related decisions under the SCI regime, including why there is a
perceived need to treat decisions made under Part 3A differently.
ADJR Act review as a perceived disincentive to industry cooperation
In addition, the Law Council does not agree with the supplementary suggestion in the
Explanatory Memorandum that the availability of ADJR Act review rights could create
a disincentive to industry cooperation with the expanded SCI regime, because it may
require the compulsory disclosure of sensitive information to a court; and that this
potential disincentive necessitates the exclusion of ADJR Act review in relation to all
decisions made under Part 3A.127 In particular:
•

existing section 47 of the SCI Act purports to override the powers of the courts
to compel discovery of protected information; and

•

further, even if section 47 is amended as recommended by the Law Council
(per recommendation 25 above):
-

to the extent that a regulated entity may wish to commence judicial review
proceedings in relation to a decision of the Minister or Secretary (or
delegate) under new Part 3A, that entity will be in a position to individually
assess the risks of disclosing its commercially or otherwise sensitive
information in those proceedings, and determine whether those risks can
be mitigated with applications for suppression or non-publication orders,
or whether it would be preferable not to commence proceedings in order
to avoid any disclosure of that information;

-

to the extent that an entity’s information may be disclosed in proceedings
to which it is not a party (or is not the applicant), the court will have
inherent powers to control its proceedings, which include mechanisms to
protect sensitive information. These include powers to order suppression
or non-publication of certain evidence, and to hold portions of its hearings
in closed court. It would be open to a regulated entity to seek leave to
intervene in any proceedings in which it is not a party, if one of the parties
to the proceedings sought to adduce evidence about its operations, in the
form of information given to the Department under the SCI regime; and

-

to the extent that the Commonwealth, as respondent or as an intervener,
is concerned about the disclosure of sensitive information, it could claim
public interest immunity. The Attorney-General could also seek to invoke
the protective provisions of the National Security Information (Criminal
and Civil Proceedings) Act 2004 (Cth).

Limitations in judicial review under original jurisdiction
While judicial review rights remain available under original jurisdiction, because
Chapter III of the Constitution prohibits their statutory exclusion, this is no substitute
for the availability of statutory judicial review rights under the ADJR Act. There are
significant practical limitations to the exercise of judicial review rights under original
jurisdiction, including limitations in the ability of an applicant to obtain the necessary
evidence, in the absence of a statutory right to reasons as exists in section 13 of the
126
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ADJR Act.
The Explanatory Memorandum also does not acknowledge the potential impacts of
section 47 of the SCI Act, which purports to override the powers of a court
considering a judicial review application in original jurisdiction to order discovery.
Moreover, the Explanatory Memorandum does not acknowledge the impact of the
non-disclosure provisions in existing section 41 of the SCI Act on the ability of a
person to use or disclose protected information for the purpose of commencing
judicial review proceedings under original jurisdiction, or seeking legal advice about
doing so. This reflects that a challenge to the validity of a decision or conduct under
the SCI Act is not clearly covered by the limited permitted disclosure in paragraph
41(b) for the purpose of ‘ensuring compliance’ with a provision of the SCI Act. Even if
a broad interpretation were applied to paragraph 41(b), which covered legal advice for
the purpose of challenging decisions made under the SCI Act, the absence of a clear
or explicit permission on the face of the legislation his has the potential to cause
uncertainty or confusion among regulated entities, which may restrict them from
exercising review rights.
The Explanatory Memorandum also does not acknowledge the impacts of the
evidentiary certification regime in proposed section 35BG on the ability of affected
persons to commence judicial review proceedings, which challenge the legality of
ASD’s intervention actions taken in purported reliance on an SCI Act MA. There will
necessarily be a question of fact in relation to the specific actions ASD carried out,
and it is readily conceivable that this may be in dispute in some cases.
Independent operational oversight is no substitute for ADJR Act review
While independent operational oversight by the IGIS and Ombudsman is valuable, it
serves an entirely different purpose to judicial review, and cannot reasonably be
regarded as a substitute for statutory judicial review rights.
The decision to investigate a complaint made by an aggrieved owner or operator of a
critical infrastructure asset is at the sole discretion of the IGIS or Ombudsman. Their
decisions about whether to commence or continue an investigation may depend on
matters external to the merits of a complaint, including resource constraints and
competing priorities at the time. Further, the findings and recommendations of the
IGIS and Ombudsman are of an advisory nature only. They cannot impose or modify
legal rights or liabilities, by quashing decisions or requiring the payment of
compensation or the awarding of other remedies. They can only recommend that the
Government takes remedial action, and any implementation is reliant on Government
discretion.
As also noted below, the Bill does not propose to confer an inspection function on the
Ombudsman, which is likely to significantly limit the availability and effectiveness of
independent operational oversight of the actions of the Department under the
expanded SCI regime. (This includes because inspections can enable the early
identification of systemic issues in internal policies, practices and procedures, before
there is a need for major remedial action due to a complaint being made at the point
of those powers being exercised during a cyber security incident. It also includes
because information obtained through an inspection function can help to inform
decision-making about whether an investigation is necessary, as well as any
information obtained directly from complainants.)
Further, the practical effectiveness of oversight by the Ombudsman is likely to be
limited by the absence of an explicit authorisation in the SCI Act for the voluntary
disclosure of ‘protected information’ to the Ombudsman (in contrast to proposed
section 43A for disclosures to the IGIS); as well as the purported override of the
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Ombudsman’s information-gathering powers in existing section 47.
Recommendation 26—statutory judicial review rights
•

The proposed amendments to the ADJR Act, to exclude decisions
under proposed Part 3A of the SCI Act from statutory judicial review
(item 1 of Schedule 1) should be omitted from the Bill).

•

Consideration should be given to amending the Bill to make provision
for the following matters relevant to ADJR Act review of decisions
made under proposed Part 3A of the SCI Act:
-

the deferred exercise, rather than absolute extinguishment,
statutory judicial review rights;

-

the conferral of judicial review rights in relation to the
administrative decisions and conduct of the Secretary in giving
directions and issuing intervention requests under SCI-Act MAs
(even if there is an exclusion or limitation on the review of the
Minister’s issuing decisions); and

-

more targeted limitations or exclusions on rights to review of
Ministerial decisions, rather than wholesale exclusion.
In particular, while the Minister’s decision-making about the
existence of a threat to Australia’s national security, defence or
social or economic security might be excluded from review,
statutory judicial review rights could be conferred in relation to
the Minister’s assessment of the following statutory conditions:
▪

technical feasibility of an authorisation for action or
intervention directions;

▪

the fact that the relevant owners or operators of the critical
infrastructure assets were ‘unwilling or unable’ to take
action of their own volition to respond to the incident; and

▪

the basis for the Minister’s satisfaction that authorising the
Secretary to issue information-gathering directions is ‘likely
to facilitate a practical and effective response to the
incident’.

Absence of merits review rights
In addition to the proposed exclusion of ADJR Act review rights in relation to
decisions made under proposed Part 3A of the SCI Act, the Bill does not propose to
confer merits review rights in respect of any of the administrative decisions of the
Secretary or Minister under the proposed expansions to the SCI Act. (That is, merits
review rights will not be available in relation to decisions made under existing Part 3
as expanded to cover more critical infrastructure sectors; or the new powers and
obligations in proposed Parts 2A, 2B and 2C).
Presently, merits review is only available in relation to ASIO’s adverse security
assessments that are furnished as a pre-requisite to the issuance of a Ministerial
direction under Part 3 of the SCI Act.128 The actual Ministerial directions issued under
Part 3 are not merits reviewable.
The Law Council recommends that this position is reconsidered in view of the
following matters:
128
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•

the proposed exclusion of statutory judicial review rights, combined with
limitations in the utility and accessibility of judicial review rights under original
jurisdiction;

•

the significance of the regulatory obligations imposed under the expanded SCI
regime, including liabilities to significant civil penalties and enforcement powers;

•

the breadth of executive discretion in imposing regulatory obligations and
liabilities, which will require officials to make assessments about matters that
require detailed knowledge and understanding of the operating systems,
processes and methods of particular sectors and particular assets;

•

the absence of in-built dispute resolution mechanisms in the Bill, in relation to
decisions to issue directions under the new powers;

•

the facilities available in the Security Division of the AAT to hear classified
evidence, including its existing jurisdiction with respect to the review of ASIO
security assessments underpinning Ministerial directions given under existing
section 32 of the SCI Act; and

•

the importance of independent, fair and transparent review rights to industry
and public trust and confidence in the operation of the proposed expansions to
the regulatory regime in the SCI Act. The existence of merits review rights
would provide strong assurance that the Commonwealth officials who exercise
the significant powers under the expanded SCI regime are subject to rigorous
review and accountability mechanisms, which can promptly rectify defective
primary administrative decisions.

Policy principles developed by the former Administrative Review Council
The Explanatory Memorandum to the Bill does not appear to address the reasons for
the non-conferral of merits review rights in relation to all or some of the administrative
decisions made under the expanded SCI regime (not merely the SCI-Act MA regime
in proposed Part 3A).
However, it is conceivable that there may be a similar policy intention to the reasons
provided for excluding decisions made under the proposed SCI-Act MA regime from
statutory judicial review, via amendments to the ADJR Act (per item 1 of Schedule 1
to the Bill). Namely, there may be a concern that the decisions made under the
expanded SCI regime are of a national security character, and the conferral of merits
review rights may result in the disclosure of sensitive information; and the substantive
decisions under review would involve policy matters that have a high political content
(namely, the determination of Australia’s national security interests).129
The Law Council cautions that a general appeal to national security considerations
would be an inadequate justification for the non-conferral of any merits review rights
in connection with either the expanded SCI regime in entirety, or the SCI-Act MA
regime specifically. As the former ARC commented in its 1999 report, What Decisions
Should be Subject to Merits Review? a more nuanced and proportionate assessment
framework is required.130 The former ARC emphasised that any exclusion of a
decision from merits review on national security grounds should only occur on the
basis of the particular decision having a high political content, not merely the level of
classification of the information. It cautioned against the wholesale exclusion of all
decisions under a particular power or regime, on the basis of national security:
Even where the ‘high political content exception’ applies [which includes
decisions about Australia’s national security], in some areas it will only
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apply to a few of the total number of decisions made under a particular
decision-making power. If review of all decisions under the power is
excluded on this basis, then many decisions not exhibiting a high political
content would be inappropriately made ineligible for merits review.
The Council therefore considers it preferable for decisions made under
such a power to be made subject to merits review, with a mechanism
being established to provide for the exclusion from review of those
decisions that fall within the exception.
For example, it may be that the exclusion from merits review should:
•

be limited to decisions personally made by a Minister;

•

only be effected by that Minister issuing and tabling in the
Parliament a certificate, providing for the particular decision to be
excluded from review, and indicating the basis of the exclusion;
and

•

only take effect from the date of tabling of the Minister's
certificate.131

The extrinsic materials to the Bill do not address the less restrictive alternatives
outlined by the former ARC, as well as the ability to utilise the Security Division to
protect classified information, as presently occurs for ASIO’s security assessments.
Recommendation 27—merits review rights
•

The Bill should be amended to confer merits review rights, in the
Security Division of the AAT, in respect of the decisions of the Minister
and Secretary (or delegates or authorised persons) under all of the
proposed expansions of the SCI regime contained in the Bill.
(As per recommendation 6 above, as a minimum, merits review rights
should be available in relation to Ministerial declarations made under
section 51 and 52B, and notices issued by the Secretary under Part 2C
of the SCI Act.)

•

If the Law Council’s recommendation 25 above is not implemented in
full then, as a minimum, existing section 47 of the SCI Act should be
amended to enable the Security Division of the AAT to order
disclosure of protected information, for the purpose of merits review
proceedings in relation to proposed Part 3A of the SCI Act.

Independent operational oversight
Commonwealth Ombudsman
The Bill proposes to confer significant new and expanded powers on the Secretary of
the Department of Home Affairs, especially with respect to the SCI-Act MA regime in
new Part 3A (authorising powers of intervention in serious cyber security incidents),
new Part 2C (enhanced cyber security obligations for systems of national
significance), and new section 52E (review of Ministerial declarations to prescribe
critical infrastructure assets as ‘systems of national significance’ for the purpose of the
additional cyber security obligations in new Part 2C).
Extraordinary powers must be accompanied by commensurately rigorous and
comprehensive oversight measures. As the Richardson Review found, the
131
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consideration of oversight mechanisms should be integrated into the design of
legislation conferring or expanding the functions and powers of security agencies.132
However, the Bill does not propose to confer additional functions and powers on the
Commonwealth Ombudsman to conduct inspections of the activities of the Secretary
or officials of the Department under the expanded SCI Act regime. Further, as noted
above, the secrecy provisions of existing sections 41 and 45-47 of the SCI Act do not
ensure that the Ombudsman will have lawful access to ‘protected information’ under
that Act for oversight purposes, especially in circumstances in which voluntary
disclosure in response to a simple request is not forthcoming.
Inspection function
Unlike the statutory functions of the IGIS under the IGIS Act, the Commonwealth
Ombudsman does not have a standing function under the Ombudsman Act to
conduct inspections of agencies’ activities. Rather, inspection functions are conferred
under individual statutes conferring the relevant functions and powers on the
agencies subject to oversight. For example, inspection functions are conferred under
the TIA Act, Telecommunications Act and Surveillance Devices Act 2004 (Cth).
While the Ombudsman would have functions under the Ombudsman Act to
investigate complaints or initiate own-motion investigations into matters of
administration arising from the operation of the SCI Act (as amended by the Bill), the
Law Council considers that a standing inspection function is also needed.
A standing inspection function, equivalent to that of the IGIS in relation to ASD’s
activities under the expanded SCI regime, would enable the Ombudsman to
undertake to enable periodic monitoring of the Department’s activities, rather than
investigating specific incidents.
This is important because investigations are usually commenced ‘for cause’ where
there is a credible suspicion of wrongdoing. This is commensurate with the legal and
symbolic significance of the powers of investigation. In contrast, an ongoing
inspection function is more akin to a periodic ‘health check’. Inspections can assist in
the early identification and treatment of compliance issues or risks, before there is a
need for major remedial action. They can provide a valuable opportunity for the
relevant agency to work collaboratively with the responsible oversight body to develop
and implement corrective actions, and to continuously improve its practices.
Standing inspection functions can also provide assurance to the public and regulated
entities that there is regular oversight, and not merely investigations if a potential
problem is identified. This assurance is especially important when an agency is
conferred with functions or powers that are exercised on a covert basis, or are
otherwise subject to significant restrictions on public disclosure, which necessarily
limits the opportunities for public or parliamentary scrutiny and accountability.
Further, in such circumstances, the inspection function is likely to inform the
investigation function, in that any significant matters of concern identified in an
inspection could subsequently be the basis for commencing an own-motion
investigation. Excluding an inspection function in relation to the expanded SCI
regime may therefore limit the effectiveness of an investigative function in relation to
that regime.
In addition, an inspection function provides the legal basis for an oversight agency,
where necessary and practicable, to enter premises to observe the ‘real time’
performance of functions or exercise of powers, at short notice, without the need to
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commence a full-scale investigation into a matter. (Noting that such investigations
are normally commenced ‘for cause’ and the commencement of an investigation is
typically subject to various administrative requirements, including mandatory
notifications. As a matter of practice, formal investigations are often the subject of a
preliminary inquiry, to determine whether a matter is within jurisdiction and whether
there are any discretionary factors tending against investigation.)133
Suggestion that an Ombudsman inspection function is unnecessary
The Explanatory Memorandum appears to suggest that an inspection function for the
Ombudsman for the expanded SCI regime is considered unnecessary. It states that
‘the oversight powers of the Inspector-General of Intelligence and Security will be
significantly greater than those of the Ombudsman, which is proportionate to the
nature of the respective powers over which they have supervision’.134
The Law Council disagrees with this suggestion. The basis for determining whether it
is necessary to confer an inspection function on an independent oversight body
should not be reduced to a perfunctory comparison of the perceived gravity of the
respective powers conferred on the various entities subject to oversight—in this case,
the Department and ASD.
Rather, the powers proposed to be conferred on Departmental officials are highly
significant in their own right, and warrant independent oversight via ongoing
compliance inspections (with timing to be determined by the Ombudsman, consistent
with the discretionary inspection functions of the IGIS). The Bill proposes to confer
numerous coercive powers on the Secretary, as well as powers to request ASD to
undertake intervention activities that may have significant adverse impacts on
innocent third parties (for which ASD and the Department will have legal immunity).
Information about the authorisation and exercise of these powers is subject to highly
restrictive non-disclosure obligations, and extremely limited review avenues.
Powers of such gravity should be accompanied by an independent inspection function
to proactively check the compliance and propriety of administrative actions, systems,
practices and policies (including internal training and authorisations). This form of
oversight should be discrete and additional to powers of investigation, after
compliance problems have eventuated and have come to the attention of the
Ombudsman. Further, the means by which the Ombudsman becomes aware of
compliance problems may be limited, in the absence of a pro-active inspection
function that could enable their detection.
Moreover, the Bill proposes to establish an MA regime in new Part 3A of the SCI Act,
which is very similar to the regime presently applying to ASD under the ISA. The
inspection functions of the IGIS in relation to ASD’s ISA-MAs enable routine oversight
of the legality and propriety of ASD activities in requesting MAs (including scrutiny of
the analytical integrity of the case advanced in the request) and its activities executing
them, as well as standing inspections of policies, procedures and other operational
arrangements in readiness to execute future intervention requests (irrespective of
whether a particular SCI-Act MA has been issued and executed).
It is anomalous, and potentially arbitrary, that no analogous, independent inspection
function would be available in relation to the actions of the Secretary of the
Department in requesting SCI-Act MAs and taking actions under those MAs. It is also
anomalous that, despite the SCI-Act MA regime creating greater, and novel,
interoperability between the Department and ASD, only one agency (namely, ASD)
133
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will be subject to regular, independent inspections of its activities under that regime.
The Law Council emphasises it is no answer to suggest that the intrusive and
coercive powers under the expanded SCI regime are only intended to be exercised
sparingly, and therefore it is not necessary to confer a standing inspection function on
the Ombudsman. This reasoning suffers from three deficiencies. First, the frequency
(or otherwise) with which the intervention powers in proposed Part 3A are exercised
will be contingent on future events and the exercise of executive discretion.
Secondly, as is the case with the inspection powers of the IGIS, oversight-related
inspections provide a valuable opportunity for the independent examination of
systemic matters, such as the adequacy of internal systems, policies, processes,
training and internal compliance and assurance, and not merely the actual exercise of
intervention powers in response to specific incidents. Thirdly, the expanded
regulatory regime in Parts 2, 2A and 2B of the SCI Act will operate on an ongoing
basis, not merely in response to individual cyber security incidents, as is the case or
the intervention regime in proposed Part 3A.
Resourcing
In view of previous comments of the Commonwealth Ombudsman about the need for
further resources to perform additional oversight functions under new or expanded
national security laws, the Law Council urges the Government to increase the
Ombudsman’s resourcing to enable effective oversight of the expanded SCI regime.
This should include adequate resources to ensure an appropriate number of staff to
perform oversight functions, access to independent technical expertise, and access to
any necessary security related infrastructure including premises, ICT systems and
security cleared staff.
Secrecy and non-disclosure provisions
Limitations in permitted disclosure provisions
As mentioned above, the Law Council is also concerned that existing section 47 also
purports to override the Ombudsman’s coercive information-gathering powers in
investigations, both under the Ombudsman Act and other legislation such as the
Public Interest Disclosure Act 2013 (Cth). Further, there is no equivalent provision to
proposed section 43A (item 50 of Schedule 1), expressly authorising disclosures of
protected information to the Ombudsman.
Access to information is critical to effective independent oversight. Oversight
agencies should not be dependent on voluntary disclosures by the entities subject to
oversight. Given the breadth of the ‘protected information’ covered by the secrecy
provisions of Division 3 of Part 4 of the SCI Act,135 these provisions have the potential
to frustrate meaningful independent oversight of the expanded regime.
In contrast, proposed paragraph 47(2)(b) (item 54B of Schedule 1) expressly
excludes the information-gathering powers of the IGIS (under any enactment) from
the override provision in existing section 47. The Law Council considers that an
equivalent provision should be inserted to preserve the information-gathering powers
of the Ombudsman.
To ensure that there is no scope for legal or practical doubt or uncertainty, voluntary
disclosures can also be made to the Ombudsman, the Bill should be further amended
to include an equivalent provision to that in proposed section 43A (item 50 of
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Schedule 1) which covers voluntary disclosures to the IGIS.
Since there is a proposal to make this explicit on the face of the statute for
disclosures to IGIS officials, an equivalent provision is needed for Ombudsman
officials to avoid potential unintended consequences (both legal and practical) of
singling out disclosures to IGIS, to the exclusion of disclosures to other integrity
agencies with oversight functions in relation to administrative acts carried out under
the SCI regime.
Limitations in the power to share information with the IGIS
In addition, the Law Council is concerned that the Bill does not contain effective
provisions to enable the Ombudsman to share information with the IGIS, to ensure
the coordination of their respective oversight functions in relation to the activities of
the Department and ASD under the SCI Act.
While proposed section 43A of the SCI Act (item 50 of Schedule 1 to the Bill) permits
Ombudsman officials to disclose protected information to IGIS officials, no
consequential amendments are proposed to the non-disclosure provisions of section
35 of the Ombudsman Act. This may mean that the intended information-sharing
arrangements under the SCI Act will not be legally effective, since the permission
under proposed section 43A of the SCI Act will not necessarily override the separate
prohibition in section 35 of the Ombudsman Act.
The Law Council notes that the Intelligence Oversight and Other Legislation
Amendment (Integrity Measures) Bill 2020 (IM Bill) proposes to amend section 35 of
Ombudsman Act to enable information-sharing with the IGIS.136 However, there is a
risk that the SCI Act amendments in the present Bill may be passed and commence
before the proposed amendments in the IM Bill.
The Law Council recommends that the present Bill is amended to include this
measure, as a contingent amendment that will commence if the proposed
amendments to the SCI Act are passed and commence before the amendments to
the Ombudsman Act in the IM Bill. This would be a very simple amendment, which
simply inserts provisions that already been drafted in the IM Bill.
Attorney-General’s certification power
Further, unlike the IGIS, the Commonwealth Ombudsman is subject to Ministerial
intervention in relation to their acquisition of information. Subsection 9(3) of the
Ombudsman Act provides that the Attorney-General can issue a certificate to the
Commonwealth Ombudsman in respect of certain information, which has the effect of
prohibiting the Ombudsman from requesting or requiring another person to disclose it.
The Attorney-General can issue a certificate on various grounds, including if satisfied
that the disclosure of the specified information would be likely to prejudice security.
The Law Council questions the appropriateness of such intervention powers in
respect of the SCI regime, given that this regime will necessarily be focused on
national security and will conceivably deal with classified and otherwise sensitive
information relevant to Australia’s national security, defence and international
relations. The legislative possibility for Ministerial intervention to effectively preclude
the Ombudsman from inquiring into matters arising from the expanded SCI regime, by
blocking access to necessary information on the ostensible basis of national security,
is incompatible with the statutory independence of the Ombudsman.
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The Law Council therefore recommends that subsection 9(3) of the Ombudsman Act
should not apply to oversight of the SCI Act. The Law Council further observes that,
as national security powers of non-intelligence agencies are expanded (including the
powers of the Department of Home Affairs and the AFP) the continued
appropriateness of the certification regime in subsection 9(3) of the Ombudsman Act
will require reconsideration in entirety.
Recommendation 28—oversight by the Commonwealth Ombudsman
•

•

The Commonwealth Ombudsman should be conferred with ongoing
statutory inspection functions in relation to the administration by the
Department of Home Affairs of the expanded SCI regime, in particular:
-

the issuing of notices or directions to regulated entities
(particularly under proposed Parts 2C and 3A of the SCI Act);

-

applications for, and execution of, SCI-Act MAs (including
requesting the intervention of ASD); and

-

the administration and exercise of intrusive powers under Part 5
of the SCI Act (especially compliance monitoring and
investigation).

Resourcing for the Commonwealth Ombudsman should be increased
to enable the performance of these oversight functions, including:
-

access to independent technical expertise;

-

access to the necessary security infrastructure (including
physical premises, ICT systems and security cleared staff).

•

Proposed subsection 47(2) of the SCI Act (item 54B of Schedule 1 to
the Bill) should be amended to provide that the override provision in
existing section 47 of the SCI Act does not apply to the informationgathering powers of the Commonwealth Ombudsman.

•

Proposed section 43A (item 50 of Schedule 1 to the Bill) should be
amended to permit voluntary disclosures to the Ombudsman, not only
the IGIS.

•

The Bill should include the following amendments to the
Ombudsman Act:
-

the secrecy provision in section 35 should expressly permit the
disclosure of information to the IGIS, for the purpose of the IGIS
performing their functions; and

-

the Attorney-General’s power in subsection 9(3) issue nondisclosure certificates that override the ability of the
Ombudsman to request or compel certain information should
exclude ‘protected information’ under the SCI Act.

Australian Information Commissioner
The SCI regime enables the collection of personal information (although it is
acknowledged that some of the proposed cyber security system information reporting
obligations for systems of national significance expressly prohibit the collection of
personal information).137 Further to the Law Council’s comments on privacy matters
associated with the SCI regime in its submissions on the Security of Critical
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Infrastructure Bill 2017,138 the Law Council is concerned to ensure that there are
adequate compliance oversight mechanisms in relation to the obligations of the
Department under the Privacy Act 1988 (Cth) (Privacy Act).
Presently, the secrecy provisions in section 47 of the SCI Act purport to override the
compulsory information gathering powers of the Australian Information Commissioner
(Commissioner) under sections 44, 45 and 66 of the Privacy Act. Lack of access to
information has the potential to frustrate the performance by the Commissioner of
their oversight functions. The information-gathering powers of the Commissioner, at
least under the Privacy Act, should be subject to an equivalent, express exception to
that in proposed paragraph 47(2)(b) of the SCI Act (which applies to the IGIS).
To ensure that voluntary disclosures can also be made to the Information
Commissioner (at least in the performance of functions as Privacy Commissioner),
the Bill should also be amended to include an equivalent provision to that in proposed
section 43A (item 50 of Schedule 1) which covers voluntary disclosures to the IGIS.
As noted above, there is considerable potential for overlap between the Privacy
Commissioner’s functions in relation to eligible data breaches under Part IIIC of the
Privacy Act, which are caused by cyber security incidents that affect critical
infrastructure assets by compromising the security of personal information that is
stored in, or relates to, those assets. (Such as client, customer or user information.)
It is important that there is interoperability between the two regimes, including a clear
legal basis for the Privacy Commissioner to access all relevant information.
Recommendation 29—oversight by the Australian Information Commissioner
•

Proposed subsection 47(2) of the SCI Act (item 54B of Schedule 1 to
the Bill) should be amended to provide that the override provision in
section 47of the SCI Act does not apply to the information-gathering
powers of the Australian Information Commissioner, at least under the
Privacy Act.

•

Proposed section 43A of the SCI Act( item 50 of Schedule 1 to the Bill)
should be amended to expressly permit the voluntary disclosure of
information to the Information Commissioner, at least in relation to the
performance of functions as Privacy Commissioner.

Inspector-General of Intelligence and Security
The Law Council is pleased that proposed section 43A and proposed subsection
47(2) of the SCI Act have been included in the Bill. They address the concerns raised
in the Law Council’s submission on the ED Bill that the existing secrecy provisions of
the SCI Act would prevent voluntary and compulsory disclosures to the IGIS.
These provisions are also consistent with a recommendation of the Richardson
Review, as accepted by the Government, that all secrecy provisions in legislation
conferring functions on agencies subject to IGIS oversight should expressly permit
disclosures of information to the IGIS.139
As noted in the Law Council’s submission on the ED Bill, the Law Council also
welcomes the inclusion of several other measures in the Bill that will assist the IGIS in
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exercising their oversight functions and powers in relation to ASD. These measures
include notification requirements in relation to SCI-Act MAs,140 and a power to share
information with the Commonwealth Ombudsman.141
However, the Law Council remains concerned that the Bill does not propose to
amend the secrecy provisions in section 34 of the IGIS Act, which would prohibit the
IGIS from sharing information with the Ombudsman, where relevant to the
Ombudsman’s oversight functions in relation to the Department. While the IM Bill
contains proposed amendments to the IGIS Act to enable that information-sharing, it
would be preferable for these amendments to also be included in the present Bill, to
deal with the contingency that the SCI Act amendments may be passed and
commence before the proposed amendments to the IGIS Act in the IM Bill.
Recommendation 30—oversight of ASD by the IGIS
•

The Bill should amend the application of the secrecy provisions in
section 34 of the IGIS Act, to enable the IGIS to share ‘protected
information’ under the SCI Act with the Ombudsman.

Parliamentary and independent review of the expanded SCI regime
Parliamentary review
Review of the operation of the expanded SCI regime
Despite containing major expansions to the regulatory regime in the SCI Act, the Bill
does not propose to update the statutory review requirement in existing section 60A,
to require the Committee to undertake a further review after the amendments have
been operational for a period of time (for example, two-to-three years).
Existing section 60A, which is the basis for the Committee’s present review of the
SCI Act, was inserted via Parliamentary amendments to the originating Bill in 2018 to
implement a recommendation of the Committee. The Committee considered that a
statutory review was necessary, given the novel nature of the regime, and its
potentially significant impacts on industry, and human rights more generally.142
The Law Council supports the routine inclusion of statutory provisions requiring the
parliamentary or independent review of legislation after sufficient experience has
been accumulated in its practical operation and administration.143 As the Law Council
commented in its submission to the Department on the ED Bill, it would be preferable
if such review provisions were pro-actively included in proposed legislation as
introduced to Parliament, rather than being included only via Parliamentary
amendment, in response to the specific recommendations of Parliamentary
committees. The Law Council’s preferred approach would help to ensure that the
proponents of legislative proposals that will impact significantly on rights, liabilities
and regulatory burdens routinely incorporate parliamentary oversight mechanisms
140
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into the foundational design of those proposals.
Accordingly, the Law Council reiterates its earlier recommendation on the ED Bill, that
the Bill should be amended to require a further statutory review of the expanded SCI
regime. Ideally, this review would be performed by the Committee itself.
Consideration should also be given to appointing an independent expert to conduct a
statutory review, or conferring a function on the INSLM (subject to an assessment of
resourcing and workload in consultation with the current INSLM—including
consideration of other scheduled statutory reviews, annual reporting requirements,
and any intended own-motion inquiries). The Committee could then use that report
as the basis for its subsequent Parliamentary review.
Recommendation 31— independent review of the expanded SCI regime
•

The Bill should provide for further statutory reviews of the expanded
SCI regime after two or three years of operation, as follows:
-

an independent review to be undertaken by either the INSLM
(subject to the caveats noted at paragraph [326] of this
submission), or an eminent person with expertise in regulation
and enforcement matters in relation to critical infrastructure, who
is appointed by the Government with the prior agreement of the
Opposition; and

-

a subsequent review by the PJCIS, taking into account the
findings of the abovementioned independent review.

Ongoing monitoring and review functions in relation to the SCI regime
As noted in recommendation 5 above, the Law Council also considers that the
Committee should have an ongoing function in section 29 of the ISA to monitor and
review the performance by the Department of its functions under the expanded SCI
regime. This would be analogous to the Committee’s functions under existing
paragraphs 29(1)(baa) and (bba) of the ISA to monitor and review certain of the AFP’s
counter-terrorism related functions on an ongoing basis.
This would not only enable the Committee to request the Secretary to provide briefing
under existing paragraph 30(e) of the ISA (as noted at paragraph [59] above) but
would also enable the Committee to:
•

undertake own-motion reviews under section 29 of the ISA; and

•

request the INSLM to inquire into matters pertaining to the SCI regime that are
also within the INSLM’s statutory functions in relation to national security
legislation, in accordance with section 7A of the Independent National Security
Legislation Monitor Act 2010 (Cth).

Performance audit
In addition, given the significant proposed expansion of the regulatory and
administrative functions of the Department in relation to the amended SCI regime, the
Law Council considers that there would be merit in the Commonwealth
Auditor-General conducting a performance audit of the Department’s activities.
While the determination of audit priorities is an independent decision for the
Auditor-General, it would be open to the Committee to suggest this matter as a future
audit priority (noting that the Auditor-General periodically invites such suggestions).
A performance audit would provide a valuable opportunity for independent evaluation,
subject to the statutory procedural fairness obligations and protections for sensitive

Security Legislation Amendment (Critical Infrastructure) Bill 2020

Page 87

information under the Auditor-General Act 1997 (Cth). Independent evaluation by the
Auditor-General could usefully facilitate continuous improvement in the performance
by the Department of its existing and expanded regulatory and other administrative
functions under the SCI regime (as well as under the TSSR).
The Law Council also encourages the Government to increase the budget of the
Australian National Audit Office to facilitate its performance audit function, including
the expanded SCI regime, and potentially the implementation of other major pieces of
national security legislation.
Recommendation 32—suggested performance audit priority
•

The Committee should suggest a performance audit priority to the
Commonwealth Auditor-General in relation to the regulation of the
security of critical infrastructure assets. Namely, the performance by
the Department of Home Affairs in administering the SCI and TSSR
regimes, focusing on that Department’s performance as a regulator.

•

The Government should ensure that the Australian National Audit
Office is resourced adequately to perform the suggested performance
audit, and its performance audit function more broadly (including in
relation to major recent expansions of national security legislation).

Immunities and other protections under the SCI Act
Schedule 1 to the Bill proposes to confer complete immunities from criminal and civil
liability on the following persons under the expanded SCI Act regime:
•

the Director-General and authorised staff members of ASD, in executing
intervention directions issued by the Secretary of the Department, in relation to
a serious cyber security incident, under the authority of an SCI-Act MA); and

•

constables assisting ASD staff members in gaining entry to private premises in
accordance with a direction in respect of a serious cyber security incident,
which is given by the Secretary under the authority of an SCI-Act MA.144

The Bill further proposes to confer civil immunities from liability to damages on
regulated entities (but not injunctions or non-pecuniary remedies), in respect of acts
done in compliance with:
•

action directions given by the Secretary of the Department in relation to a
serious cyber security incident, pursuant to an SCI-Act MA;145

•

obligations to assist ASD in carrying out activities under intervention requests,
which are issued in accordance with an SCI-Act MA;146

•

directions given by the Minister under the existing power of direction in
section 32, which requires a regulated entity to take, or refrain from taking, a
specified action on security-related grounds (provided that ASIO has furnished a
security assessment in relation to that entity);147 and

•

obligations to provide notification in relation to cyber security incidents.148

The Law Council acknowledges the desire to confer legal protection on the individuals
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who are required to perform functions, exercise powers or comply with obligations
under the expanded SCI regime. This is especially important where there is no scope
for discretion about the manner in which those obligations must be performed, and no
ability to inform third parties (such as clients or other persons in a commercial supply
chain) of potential loss or damage that they may sustain due to the regulated entity’s
compliance with their regulatory obligations under the expanded SCI regime.
However, the Law Council has some outstanding concerns about:
•

the necessity and proportionality of proposed immunities, which extinguish third
parties’ rights to legal remedies, as compared to less restrictive alternatives
such as a statutory indemnification by the Commonwealth;

•

underbreadth of the proposed immunities for the personnel of regulated entities;

•

instances of apparent overbreadth, inconsistency and inadequate reporting
mechanisms to facilitate oversight of the immunities for ASD personnel; and

•

the potential for obligations under the expanded SCI regime to conflict with
pre-existing contractual obligations of regulated entities, especially obligations
under cyber insurance contracts (particularly cyber insurance contracts), which
in the worst-case scenario, could regulated entities’ invalidate insurance cover.

Immunities
Necessity and proportionality of proposed immunities
The Law Council notes that no justification has been given for the proposed conferral
of a civil immunity, as distinct to the conferral of a statutory indemnity by the
Commonwealth in relation to civil liability incurred by ASD personnel, constables and
regulated entities in performing the above functions.
An indemnity would be a less restrictive alternative to the complete extinguishment of
rights to any legal remedies by persons who suffer loss or damage as a result of the
activities of emanations of the state; and the extinguishment of legal rights to seek
damages in respect of the acts of critical infrastructure owners or operators, which are
done at the behest of the state under the SCI Act.
Given that a statutory indemnity would expose the Commonwealth to significant
financial liability, it would also provide the strongest possible incentive for the
reasonable and proportionate exercise of powers and performance of functions under
the expanded regime, including facilitating the adoption of rigorous internal
governance and assurance frameworks.
Recommendation 33—less restrictive alternatives to civil immunities
•

Rather than conferring civil immunities which extinguish affected
individuals’ rights to legal remedies, consideration should be given to
the Commonwealth indemnifying persons exercising powers,
performing functions or duties, or complying with regulatory
requirements, under the expanded SCI regime.

Immunities for regulated entities
Improvements from the ED Bill
The Law Council welcomes the inclusion of the protection from legal liability in
proposed subsections 35BB(4) and (5) for regulated entities (and individual officers,
employees and agents) who comply with their obligation in proposed subsection
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35BB(1) to assist ASD in carrying out an intervention request under an SCI-Act MA.
This addresses an apparent oversight in the ED Bill, in which regulated entities, and
their individual officers, employees and agents, were only protected from legal liability
in respect of their compliance with the following requirements:
•
•
•

Ministerial directions given under existing section 32 (per proposed section
35AAB);
action directions issued by the Secretary pursuant to an SCI-Act MA
(per proposed section 35AW); and
notification obligations in relation to cyber security incidents under proposed
sections 30BC and 30BD (per proposed section 30BE).

Limitations in the scope of protections
Although the Law Council welcomes this improvement from the ED Bill, it remains
concerned that the scope of the legal protections for regulated entities, and their
individual personnel (including directors and officers) is too narrow.
The protections for individual personnel of regulated entities in proposed subsections
35AAB(2), 35AW(2), 35BB(5) and 30BE(2) of the SCI Act are limited to persons who
are ‘employees, officers or agents’ of the regulated entity. These terms are presently
undefined in the SCI Act and are not proposed to be defined in the Bill and will
therefore take their ordinary meanings. They are also limited to apply to the
authorisations issued and direction given pursuant to the enactments as noted.
Given the scope of the expanded SCI regime to multiple sectors, which utilise a
diverse range of business models, it is conceivable that the ordinary meaning of an
‘employee’, ‘officer’ or ‘agent’ may not capture all persons who provide services to the
regulated entity, whose assistance or cooperation is required to implement a
regulatory obligation under the expanded SCI regime. For example, there is no
coverage of officers or employees of a body corporate that is related to the regulated
entity, or a group of related bodies corporate.
The concept of an ‘employee’ also does not clearly cover contractors who provide
services to a regulated entity. These persons are not strictly in a legal relationship of
employment with the regulated entity, but their contracted services may nonetheless
be critical to the functioning of a critical infrastructure asset, and may be necessary to
enable a regulated entity to comply with an obligation under the SCI regime.
The absence of comprehensive protections for these personnel may frustrate or delay
a regulated entity’s compliance with obligations imposed under the expanded SCI
regime. It would be understandable if such individuals were reluctant to expose
themselves to potentially significant legal liability, as a result of their taking action to
enable a regulated entity to comply with an obligation under the SCI regime. Further,
the exclusion of these persons from the protections proposed in the Bill may also
have arbitrary consequences. Statutory protections would only be conferred on a
fraction of the people whose input may, in fact, be required to enable a regulated
entity to comply with its obligations under the expanded SCI regime.
Similarly, protections may also be limited to types of activities undertaken, thus further
adding to potential confusion and reticence. The problem is compounded by
provisions such as proposed section 35AV, which provides that directions under
proposed section 35AQ prevail in the event of inconsistency with ‘obligations under
this Act’. This means individuals may also need to determine what inconsistency
(if any) may exist to determine what aspects of the Act apply in the given scenario.
The Law Council recommends that immunity provisions need to expressly cover all
participants involved (employees, contractors, directors, and officers) and extend to
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all conduct, acts and practices undertaken in good faith to comply with the Act.
The Law Council notes that section 70AA of the Banking Act provides a precedent for
managing these issues, in the context of obligations imposed on bodies corporate to
comply with certain directions issued by the Australian Prudential Regulation Authority
(APRA) under that Act.
Paragraph 70AA(1)(c) of the Banking Act provides that the following persons have
immunity from criminal and civil liability in respect of acts or omissions done in good
faith, for the purpose of a body corporate complying with a direction from APRA,
provided that the relevant act or omission was reasonable in the circumstances:
(i)

an officer or senior manager of the body corporate, or of a member of a
relevant group of bodies corporate of which the body corporate is also a
member;

(ii)

an employee or agent of the body corporate, or of a member of a relevant
group of bodies corporate of which the body corporate is also a member;

(iii)

the body corporate or a member of a relevant group of bodies corporate of
which the body corporate is also a member.

In addition, subsection 70AA(3) of the Banking Act extends the ordinary meaning of
the term ‘employee’ for the purpose of the immunity in subsection 70AA(1) to cover
persons who are ‘engaged to provide advice or services’ to the regulated entity, which
covers contractors and consultants (among others).
The need for stronger legal protections for regulated entities and their personnel
It is important that comprehensive protection is afforded to regulated entities, and
their individual personnel, whenever they are required to comply with regulatory
obligations under the expanded SCI regime. Such protection is needed to facilitate
the efficient operation of the regime, by giving regulated entities confidence to
promptly execute their obligations. There is otherwise the potential for performance
to be delayed while regulated entities consider their potential exposure to legal liability
or seek to negotiate variations to regulatory requirements. In the worst-case
scenario, the absence of legal protection may lead to instances of non-compliance if
regulated entities determine the risks to be too significant. This risks diverting
significant government and industry resources away from the substantive objective of
strengthening security capabilities across all critical infrastructure sectors.
Recommended amendments
Consequently, the Law Council favours the model in section 70AA of the Banking Act
for the conferral of immunities on regulated entities over the drafting of proposed
subsections 35AAB(2), 35AW(2), 35BB(5) and 30BE(2) of the SCI Act.
This reflects that the model in section 70AA of the Banking Act covers a wider range
of individuals who extend beyond ‘employees, officers and agents’. The Banking Act
model also imposes an objective threshold of ‘reasonableness’ in relation to the acts
or omissions done to enable the regulated entity to comply with the applicable
regulatory direction.
Immunity provisions need to cover all participants of the impacted entity involved, and
extend to all conduct, acts and practices undertaken in good faith to comply with the
SCI regime as expanded by the Bill.
Equally, the Law Council emphasises that the necessary breadth of protections for
regulated entities, and their individual personnel, highlights the need for all powers
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under the expanded SCI regime to be subject to rigorous issuing thresholds and
robust and accessible review and oversight mechanisms (as recommended
throughout this submission). This will ensure that immunities for regulated entities,
and the consequent extinguishment of third parties’ rights to legal remedies, are
enlivened only where this is necessary for, and proportionate to, achieving a
legitimate regulatory objective.
Recommendation 34—immunities for personnel of regulated entities
•

•

Proposed subsections 35AAB(2), 35AW(2), 35BB(5) and 30BE(2) of the
SCI Act should be amended to expand the coverage of immunities for
the individual personnel of regulated entities, including officers and
directors, in line with paragraph 70AA(1)(c) of the Banking Act, and the
expanded definition of an ‘employee’ in subsection 70AA(3) of the
Banking Act.
The immunities for these personnel should extend to all conduct
required to comply with the SCI Act, including but not limited to
authorisations and directions.

Immunities for ASD personnel
Improvements from the ED Bill
The Law Council is pleased that the scope of the immunity in proposed section 35BF
is more limited compared to the previous proposal in the ED Bill. The Bill proposes
that an immunity will be available to approved staff members of ASD for acts done in
the exercise of a power or an authority conferred under the SCI-Act MA regime.
Previously, the ED Bill had also proposed to confer immunity on acts done in the good
faith purported exercise of a power or an authority under the new regime. The ED Bill
also proposed to confer immunity on any ASD staff member, without a requirement for
them to be specifically approved by the Director-General of ASD to exercise
intervention powers under proposed Part 3A of the SCI Act.
The Law Council welcomes these improvements, which address several of the
concerns it raised about the scope of the immunity in the ED Bill. However, the Law
Council remains concerned that proposed section 35BF:
•

will result in ASD being conferred with multiple statutory immunities that have
the potential to overlap, but will have significant differences in their respective
scope and other applicable safeguards; and

•

is not subject to any specific Ministerial reporting requirements, in relation to the
acts or omissions of ASD that cause or are likely to cause material loss or
damage to lawful computer users or other persons.

Conferral of multiple, inconsistent immunities on ASD
The conditions of the proposed immunity for ASD personnel in section 35BF of the
SCI Act are inconsistent with other statutory immunities in favour of ASD. (Namely,
the immunities conferred by section 14 of the ISA, and Part 10.7 of the Criminal
Code—presently in section 476.5, which the amendments in Schedule 2 to the Bill will
relocate to new section 476.6).
The proposed immunity in new section 35BF of the SCI Act is not limited to acts done
in the proper performance by ASD of its functions, as is the case for the immunities
in section 14 of the ISA, and existing section 476.5 and proposed section 476.6 of the
Criminal Code.
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Moreover, the immunity in proposed section 35BF of the SCI Act does not contain an
equivalent requirement to that in proposed subsection 476.6(8) of the Criminal Code
(item 6 of Schedule 2 to the Bill) for ASD to notify the IGIS when it does an act that
enlivens the immunity, which causes significant loss or damage to a third party.
The Law Council considers that there is no reason for limiting the IGIS notification
requirement to the immunity in the Criminal Code for computer-related acts that
occurred in Australia but were, at the time of the act, intended to occur overseas, and
were reasonably believed to have occurred overseas.
The inconsistency in the scope and notification requirements of the immunities in
proposed section 35BF of the SCI Act and proposed section 476.6 of the Criminal
Code will be particularly problematic if ASD is directed by the Secretary of the
Department under proposed Part 3A of the SCI Act to intervene in a cyber security
incident, by causing a computer-related act to occur outside Australia. In this case,
the actions of the relevant ASD personnel could be potentially covered by both the
immunity in proposed section 35BF of the SCI Act, and the immunity in proposed
section 476.6 of the Criminal Code.
The Law Council considers that there should either be a single source of immunity in
such circumstances, or the pre-conditions and notification requirements applying to
each immunity should be identical.
Recommendation 35—consistency of statutory immunities for ASD personnel
•

The scope of the immunities available to ASD under proposed
section 35BF of the SCI Act (item 45 of Schedule 1 to the Bill) should be
made consistent with those under proposed section 476.6 of the
Criminal Code (item 6 of Schedule 2 to the Bill).

•

Specifically, the immunity in proposed section 35BF of the SCI Act
should:
-

apply to acts done in the proper performance by ASD of its
intervention functions under new Part 3A of the SCI Act;

-

be subject to a discretionary evidentiary certification function by
the IGIS, in relation to the issue of whether an action of an ASD
staff member was undertaken in the ‘proper performance’ by ASD
of its functions (not the broader evidentiary certification function
in proposed section 35BG); and

-

impose statutory obligations on ASD to notify the IGIS if it
undertakes acts that enliven the immunity, which cause or are
reasonably likely to cause:
▪

material loss or damage to another person; or

▪

material interference with, obstruction of, or disruption to,
the lawful use of a computer in Australia.

Reporting obligations for ASD if the immunity is enlivened
Given the significance of conferring immunities from legal liability on governmental
agencies, the Law Council also considers that there should be a statutory mechanism
to guarantee Ministerial visibility whenever ASD’s proposed immunity it is enlivened.
The conferral of immunities from legal liability is too significant for Ministerial
notification of its exercise to be left to administrative discretion from time-to-time.
Rather, ASD’s obligation in proposed section 35BH to provide reports to the Defence
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and Home Affairs Minister on its intervention activities under the SCI-Act MA regime
should be subject to a specific requirement to provide details of any circumstances in
which the immunity in proposed section 35BF was enlivened, in respect of each
request for intervention made by the Secretary.
The reporting obligation should apply if ASD becomes aware that its actions have
caused, or were likely to cause, material loss, damage or interference to third parties
who are lawfully using, or are otherwise reliant on, a computer.
Recommendation 36—statutory reporting obligations for ASD regarding s 35BH
•

ASD’s statutory reporting requirements to the Minister for Defence and
the Minister for Home Affairs under proposed section 35BH of the SCI
Act (item 45 of Schedule 1 to the Bill) should be expanded to require
ASD to provide details of any acts that:
-

were carried out in purported compliance with an intervention
request given by the Secretary, pursuant to an SCI-Act MA; and

-

caused, or were assessed as being likely to cause, material loss,
damage or interference to persons who are lawfully using, or are
otherwise reliant on, a computer.

Absence of statutory protections for contractual obligations
(including under cyber insurance contracts)
The Law Council concurs with the observations of the Australian Banking Association
in its submission to the Department on the ED Bill, which noted that the protections
proposed in the Bill only extend to the legal liability of regulated entities in criminal or
civil proceedings.149 There are no statutory protections in relation to the pre-existing
contractual obligations of a regulated entity or its contractual partners, which may be
affected by a regulatory obligation imposed under the expanded SCI regime.
In contrast, section 11CD of the Banking Act confers protections for existing
contractual obligations, which may be affected by a direction issued by APRA under
that Act. This includes the following protections:
•

protection against termination or other action by a contracting partner: the
making of a direction by APRA to a body corporate is not a basis for any other
person who is a party to a contract with the body corporate to deny contractual
obligations, enforce securities or accelerate debts under the contract, or close
out transactions in relation to the contract;150 and

•

protection if a direction makes it impossible for a regulated entity to
perform their contractual obligations: if a body corporate is prevented from
fulfilling a contractual obligation because of a direction issued to it by APRA, the
other parties to the contract are relived from obligations owed to the body
corporate under the contract. However, any party to that contract can make an
application to the Federal Court for an order relating to the effect of the APRA
direction on the contract, including an order to:
-

require a party to the contract to fulfil an obligation (thereby displacing the
‘default’ statutory rule to relieve parties of all contractual obligations, by
effectively ‘reinstating’ a specific contractual obligation or obligations); or

149

Australian Banking Association (ABA), Submission to the Department of Home Affairs on the ED Bill,
(November 2020), 8 (published on the ABA’s website, www.ausbanking.org.au/Submissions/).
150 Banking Act, subsection 11C(1A).
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-

require a party to the contract to take some other action (such as paying
money or transferring property) in view of obligations that were fulfilled
under the contract before APRA made the direction.151

Impact of the expanded SCI regime on cyber insurance contracts
The need for statutory protection of regulated entities (and their contractual partners)
in relation to their pre-existing existing contractual obligations is particularly acute in
respect of the emerging cyber insurance market.
An organisation’s cyber risk is generally understood in the insurance market to be the
possibility of loss or injury relating to or involving data or technology. This is a very
broad category of risk-related activities. A common definition of an organisation’s
cyber risk is ‘generally understood in the insurance market to be the possibility of loss
or injury relating to or involving data or technology’.152
Businesses are increasingly taking out specific cyber insurance policies to protect
themselves against risks arising from their extensive dependence on ICT to conduct
their affairs. This includes coverage in relation to network security incidents, such as
cyber-attacks, system failures and non-malicious incidents, and the costs of business
interruptions arising from such incidents.153 The Law Council’s members understand
that the number of Australian cyber insurance policies placed in 2020 increased by 20
per cent from 2019.154
Insurers expect the insured to have in place robust risk management practices, and
be able to demonstrate this when called upon to do so. Cyber insurance contracts
commonly impose obligations on the insured party to undertake agreed risk
management or risk mitigation actions, in addition to discharging duties of disclosure
to their insurer in relation to cyber incidents and their ongoing risk management or
mitigation practices. Such contracts can also impose obligations on the insured party
to permit the insurer to conduct investigations of cyber security incidents that are
notified pursuant to the insurance contract.
The expanded SCI regime could conceivably impose obligations on regulated entities
that conflict with their pre-existing, contractual cyber insurance obligations. There is
potential for conflict in relation to the following, proposed statutory obligations:
•

obligations to comply with Ministerial directions under existing Part 3 of the SCI
Act to take, or omit to take, specified action (noting that the Bill proposes to
significantly expand the critical infrastructure sectors which are potentially liable
to such directions);

•

the expanded positive security obligations under proposed Part 2A (namely, the
contents of mandatory critical infrastructure risk management programs);

•

the enhanced cyber security obligations under proposed Part 2C for critical
infrastructure assets which the Minister has determined to be ‘systems of
national significance’. (This includes: the contents of mandatory incident
response plans; obligations to conduct cyber security exercises and
vulnerability assessments; and obligations to install certain system information
software to transmit information to ASD, as part of the entity’s obligations to
provide system information); and

151

Ibid, subsections 11CD(2) and (3).
Marsh’s Cyber Insurance Market update, part of their 2020 Australian Insurance Market Recap Series.
153 See, for example, Law Council of Australia, ‘Cyber Insurance’, Cyber Precedent: Strengthening the Legal
Profession’s Defence Against Online Threats, <http://lca.lawcouncil.asn.au/lawcouncil/cyber-precedent-riskmanagement/cyber-precedent-insurance>.
154 Marsh’s Cyber Insurance Market update, part of their 2020 Australian Insurance Market Recap Series.
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•

obligations under new Part 3A in the event of a cyber security incident, including
obligations to take specified action, or to permit and assist ASD to undertake
specified intervention actions, pursuant to an SCI-Act MA.

In the worst-case scenario, there may be a risk that a regulated entity under the SCI
regime may be unable to make a claim under their cyber insurance policy, if they do
not comply with their obligations under a cyber insurance contract, due to their
compliance with inconsistent regulatory obligations under the SCI Act.
Recommended amendments
The Law Council supports the adoption of equivalent protections to those in section
11CD of the Banking Act, in relation to the pre-existing contractual obligations of
regulated entities under the SCI regime, where those obligations are adversely
affected by regulatory requirements under the expanded SCI regime. This should
include, but should not be limited to, obligations under cyber insurance contracts.
Such statutory protection would recognise the multiplicity of contractual arrangements
that regulated entities are likely to have with third parties, and the potential for
regulatory obligations under the expanded SCI regime to either preclude them from
performing their obligations, or to enliven grounds for their contractual partners to
terminate a contract, or take other adverse action under the contract (such as an
insurer declining to pay a claim made under an insurance contract).
Just as the Banking Act seeks to mitigate the potentially harsh effects of APRA’s
directions on the pre-existing contractual obligations of the banking sector entities that
are regulated under that Act, similar protections should be extended to all entities that
are proposed to be regulated under the expanded SCI regime. This is particularly
important for cyber insurance contracts, which as explained above, have the potential
to be in direct conflict with regulatory obligations under the expanded SCI regime.
The need for transparency about the intended regulatory approach
In addition, the Law Council calls on the Government to provide a public explanation
of the intended regulatory strategy and approach to minimise the potential for conflict
between contractual obligations, especially under cyber insurance contracts, and
statutory obligations imposed under the expanded SCI regime. The extrinsic
materials to the Bill, including the Regulation Impact Statement, do not appear to
address this matter. The regulatory impacts on individual entities, critical
infrastructure sectors, and the cyber insurance market could be significant.
The Law Council also calls on the Government to consult with the insurance industry
about the management of the impacts of the expanded SCI regime on contractual
insurance obligations of critical infrastructure owners and operators. It is important
these implications are assessed in addition to the proposal to make ‘insurance
businesses’ directly subject to the expanded SCI regime, as a regulated ‘critical
infrastructure sector’ (being a sub-set of the ‘financial services and markets sector’ in
proposed section 8D of the SCI Act, inserted by item 21 of Schedule 1 to the Bill).
The Committee may also wish to consider whether the proposed consultation preconditions for the making of Ministerial rules should extend beyond regulated entities,
and also include their insurers.
Recommendation 37—interaction of statutory obligations under the SCI Act with
pre-existing contractual obligations, particularly cyber insurance contracts
•

Proposed sections 35AA, 3AW, 35BB and 30BE of the SCI Act should be
amended to include additional protections for pre-existing contractual
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obligations, which are affected by a regulatory obligation imposed
under the expanded SCI Act. These protections should correspond with
those in section 11CD of the Banking Act. They should cover
obligations arising under regulated entities’ insurance contracts,
including but not limited to cyber insurance cover.
•

The Explanatory Memorandum (particularly the Regulation Impact
Statement) should be amended to explain the intended regulatory
approach to manage interactions between obligations under insurance
contracts (especially cyber insurance contracts) and statutory
obligations under the expanded SCI regime.

Expanded immunities for ASD under the Criminal Code
Schedule 2 to the Bill proposes to expand the immunities conferred on ASD under
Division 476 of the Criminal Code, in relation to the computer offences in Part 10.7
and any other offences under Commonwealth, State or Territory laws, and any civil
liability for those acts.
This proposed expansion would be additional to the criminal and civil immunities
proposed in new section 35BF of the SCI Act (item 45 of Schedule 1 to the Bill) in
relation to the exercise by ASD of the intervention powers under new Part 3A of the
SCI Act, on the request of the Secretary, in accordance with an SCI-Act MA.
While not acknowledged in the Explanatory Memorandum to the Bill, these
amendments would implement part of recommendation 74 of the Richardson Review.
The unclassified report, released in December 2020, indicates that the Richardson
Review was supportive of proposals advanced in the submissions of ASD and the
Department of Home Affairs. It recommended that the immunity be expanded to
cover additional actions of ASD, as well as ASIS and AGO.155
In December 2020, the Government announced its acceptance of that
recommendation in full.156 However, the proposed amendments in the Bill are specific
to ASD, and the Explanatory Memorandum makes no reference to the position in
relation to ASIS and AGO.

Current immunities for ‘computer-related acts’
Presently, subsection 476.5(5) of the Criminal Code provides that ASD, ASIS and
AGO are not subject to any civil or criminal liability for any ‘computer-related act’ that
is done in the proper performance of a function of the agency. This is provided that
one of the following circumstances exists:
•

the act is done outside Australia;157 or

•

the act is done inside Australia, but it is preparatory or ancillary to the doing of
another act outside Australia, and the act done inside Australia is not one for
which ASIO would require a warrant or statutory authorisation (namely,
telecommunications interception or telecommunications data access, or access
to data held in, or accessible from, a computer).158

155

Richardson Review, Unclassified Report: Volume 2, (December 2019), 226-227 at [24.200]-[24.203] and
recommendation 74.
156 Australian Government Attorney-General’s Department, Commonwealth Government Response to the
Comprehensive Review of the Legal Framework of the National Intelligence Community, (December 2020), 23.
157 Criminal Code, subsection 476.5(1).
158 Ibid, subsections 476.5(2) and (2A).
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A ‘computer-related act’ means an act, event, circumstance or result involving:
(a)

the reliability, security or operation of a computer; or

(b)

access to, or modification of, data held in a computer or on a data storage
device; or

(c)

electronic communication to or from a computer; or

(d)

the reliability, security or operation of any data held in or on a computer,
computer disk, credit card, or other data storage device; or

(e)

possession or control of data held in a computer or on a data storage device;
or

(f)

producing, supplying or obtaining data held in a computer or on a data
storage device.159

The limitation of the immunity to acts done outside Australia (and only preparatory or
ancillary acts done inside Australia) reflects that the functions of ASIS, ASD and AGO
are limited to the collection of intelligence in relation to the acts, capabilities and
intentions of persons outside Australia. As noted previously, the IGIS has a function
to issue an evidentiary certificate that an act was done in the proper performance by
ASD, ASIS or AGO of its functions.160

Proposed expansions of the immunities
The key proposed amendments in Schedule 2 to the Bill will:
•

expand the immunities to acts of ASD which cause a computer-related act to
occur, not merely the direct doing of a computer related act;161

•

expand the immunity for computer-related acts done outside Australia to include
computer-related acts that are done inside Australia, but which ASD reasonably
believed would occur outside Australia;162

•

expand the immunity for preparatory and ancillary actions to those which are
done outside Australia, as well as inside Australia (and in both cases, this
immunity excludes acts for which ASIO would require a warrant or statutory
authorisation to do in Australia, including telecommunications interception and
telecommunications data access);163 and

•

oblige ASD to give the IGIS written notification of instances in which it has relied
on a statutory immunity, if it is aware that the computer-related act has caused
material damage to, interference with, or obstruction of, a computer that is in
Australia.164

Law Council position
Any proposal to confer immunities from legal liability on a government agency is a
highly significant measure. In addition to conflicting with the fundamental notion that
the law should apply equally to all persons, the conferral of civil liability extinguishes
the rights of aggrieved persons to legal remedies for loss, harm or damage suffered.
159

Ibid, subsection 476.5(3).
Ibid, subsections 476.5(2B) and (2C).
161 Bill, Schedule 2, item 6 (inserting proposed subsections 476.6(1) and (2) of the Criminal Code).
162 Ibid (inserting proposed subsection 476.1(1) of the Criminal Code).
163 Ibid (inserting proposed subsections 476.6(2) and (3) of the Criminal Code).
164 Ibid (inserting proposed subsection 476.6(8) of the Criminal Code).
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A cautious approach is particularly important where it is intended that the relevant
agency will operate on a largely covert basis to undertake the acts which are covered
by the proposed immunity. This means that it will be more difficult for affected
persons to know the causes of loss or damage they have sustained. The usual
mechanisms for Parliamentary and public accountability will also be inapplicable.
The need for the expanded immunity
The Law Council acknowledges the justification provided in the Explanatory
Memorandum and in the unclassified report of the Richardson Review, that it can be
technically impossible for ASD to be certain that a computer-related act which is
intended to be carried out overseas will, in fact, be carried out on a computer that is
located outside Australia. In some cases, it may not be possible to eliminate the
potential that one or more of the computers being targeted (or which may be affected
collaterally) is, in fact, in Australia.165
The Law Council acknowledges that there are significant difficulties in precisely
identifying the location of a computer, given global network connectivity; the use of
geolocation blocking or obfuscation technologies by malicious actors; the portability of
devices and infrastructure; and the fact that the definition of a ‘computer’ in many
statutes, in fact, covers multiple individual devices (for example, one or more
networks or systems, or any combination of these). However, given the significance
of immunities from legal liability, the details of the proposal require close scrutiny.
The single paragraph of reasoning in the Richardson Review, and the discussion in
the Explanatory Memorandum, do not address the necessity of conferring an
immunity, as opposed to alternatives, such as reliance on the defence of mistake of
fact in relation to the location of a computer. Nor do they specifically address the
need for a civil immunity, as opposed to the less restrictive alternative of the
Commonwealth conferring a statutory indemnity for loss, damage or injury arising
from computer-related acts which are undertaken or caused by ASD. The Law
Council also has concerns that the actions covered by the proposed expansion of the
immunity are disproportionately broad, and that the obligations on ASD to notify the
IGIS of certain matters (so that they can be overseen in a timely way) are too narrow.
These concerns are detailed below. While they were raised in the Law Council’s
submission on the ED Bill, they remain outstanding, and the Explanatory
Memorandum does not provide any insight into the reasons for this inaction.
Expanded criminal immunity
No explanation is given as to why the existing defence of mistake of fact in section
9.1 of the Criminal Code, in relation to the reasonable belief that the relevant
computer-related act would occur outside Australia, would not sufficiently address the
identified risk that ASD staff members may be exposed to criminal liability.
Presumably, mistake of fact would be the present legal basis for any computer-related
acts carried out by ASD which are directed to computers that are reasonably but
mistakenly believed to be overseas.
Any private individual or body corporate would need to rely on the defence of mistake
of fact in relation to applicable elements of the computer offences in Part 10.7 in
relation to their activities, including actions to secure computer networks or systems
utilised by critical infrastructure assets which they own, operate, use, or maintain or
service. The basis for conferring preferential treatment upon ASD (or any other
165

Explanatory Memorandum, [1255]-[1265]; and Richardson Review, Unclassified Report: Volume 2,
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intelligence agency) has not been articulated.
Expanded civil immunity
No specific explanation is given for the expansion of civil immunity for computerrelated acts done inside Australia, which were intended to occur overseas. As noted
above, a civil immunity extinguishes the rights of affected individuals to legal
remedies in respect of loss or damage sustained as a result of the disruption or
disabling of the relevant computers. This includes the extinguishment of a right to a
legal remedy for so-called ‘relational loss’, such as adverse financial impacts on
businesses or individuals which use, or are otherwise reliant on, those computers to
derive an income, but do not own or hold a proprietary interest in the computer itself.
It does not follow that the justification for a criminal immunity must extend
automatically to a civil immunity. The Law Council further cautions against making
the mistaken assumption that the conferral of a civil immunity is, in any way, less
serious or legally significant than a criminal immunity. The extinguishment of a right
to a legal remedy for serious loss, damage or harm can have a disastrous impact on
the lives and livelihoods of the affected individuals, which can also have broader
social and economic effects.
These cautions should be given particular weight when the act causing loss or
damage is done inside Australia. This reflects that the ensuing harm will almost
certainly be sustained by Australian people (including businesses), whose security
and wellbeing the Government and its security agencies are entrusted, and
empowered, to protect.
As the Richardson Review itself acknowledged, as a matter of principle, there is a
need for stronger safeguards in respect of intrusive acts done inside Australia, for all
the abovementioned reasons. This led the Richardson Review to recommend that
intelligence legislation should retain the existing distinctions between ‘onshore’ and
‘offshore’ activities, subject only to limited exceptions.166 The wholesale expansion of
the existing civil immunity in section 476.5 of the Criminal Code, and consequent
extinguishment of legal remedies of aggrieved Australian persons, is difficult to
reconcile with that principled distinction.
Safeguards
If the proposed expansion of the immunity is to proceed, it is essential that its scope
is targeted precisely, and that it is made subject to rigorous oversight mechanisms,
including reporting requirements.
The Law Council acknowledges that the proposed amendments make some
credible—but overall insufficient—attempts to satisfy this imperative, namely:
•

the proposed expansion of the immunity to computer-related acts done in
Australia in new subsection 476.6(1) will be subject to the same requirements
as the existing immunity for computer-related acts done outside Australia.
Namely, it will only apply to acts done in the proper performance by ASD of its
functions, which will be subject to evidentiary certification by the IGIS;

•

an additional obligation to notify the IGIS will apply to the expanded immunity
(and the existing immunity for preparatory acts in Australia) if ASD becomes
aware that it has done or caused computer-related act that has resulted in
material damage, interference or obstruction of a computer in Australia (which
will facilitate independent oversight of the legality and propriety of those acts);

166

Richardson Review, Unclassified Report: Volume 1, (December 2019), 222 at [9.124] and
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•

in the case of computer related acts done, or intended to be done, outside
Australia for the purpose of producing intelligence on an Australian person in
accordance with an MA issued to ASD under section 9 of the ISA, the statutory
issuing criteria of necessity and proportionality will apply under that provision;
and

•

in the case of computer-related acts done, or intended to be done, outside
Australia pursuant to an intervention direction given under an SCI-Act MA
(per proposed Part 3A of the SCI Act in Schedule 1 to the Bill), the statutory
issuing criteria of necessity, proportionality and technical feasibility will apply.

However, the Law Council recommends some further enhancements to address:
•

outstanding matters relating to telecommunications interception and access to
telecommunications data, which may occur in the course of, and as part of, ASD
doing or causing the computer-related act in Australia, which enlivens the
expanded immunity from any criminal or civil liability; and

•

some apparent gaps in the scope of the proposed obligations to notify the IGIS
of certain acts done by ASD, which cause or are reasonably likely to cause,
lawful computer users inside Australia to suffer material loss, damage
interference or obstruction.

Proposed scope of the expanded immunity
Ability to intercept telecommunications and access telecommunications data
The expanded immunity in proposed subsection 476.6(1) applies to conduct
undertaken by ASD staff members inside Australia, which the ASD staff member
reasonably believes is likely to cause a computer-related act, event or circumstance
to occur outside Australia.
The expanded immunity is not subject to the prohibition in proposed subsection
476.6(3) on intercepting telecommunications or accessing stored communications or
telecommunications data, or accessing data held in or from a computer. (That
prohibition applies only to the immunity in proposed subsection 476.6(2) for acts of
ASD staff members which are preparatory or ancillary to a computer related act that is
done outside Australia.)
Overriding the existing statutory prohibitions under the TIA Act
Proposed subsection 476.6(4) states that the immunity provisions in proposed
subsections 476.6(1) and (2) override all other Australian laws. Moreover, the
criminal immunity provisions in subsections 476.6(1) and (2) are not limited to
immunity from the computer offences in Part 10.7 of the Criminal Code, but rather are
expressed as applying to any criminal liability under any law of Australia.167
Consequently, the expansion of immunity in proposed subsection 476.6(1) would
appear to override the prohibitions and associated offences in the TIA Act on
intercepting and communicating the contents of Australian telecommunications, and
accessing and communicating stored communications and telecommunications data,
other than in accordance with warrants or authorisations obtained under that Act. In
other words, the expanded immunity in new subsection 476.6(1) would not merely
In addition to the words ‘any civil or criminal liability’ in the chapeau to each of proposed subsections
476.6(1) and (2) the expression ‘criminal or civil liability’ is defined in proposed subsection 476.6(10) to mean
‘any civil or criminal liability (whether under this Part, under another law or otherwise)’. This is consistent with
the definitions and statutory expression in existing section 476.5 (which will apply only to ASIS and AGO under
the proposed amendments, and new section 476.6 will deal exclusively with ASD).
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override the computer offences in Part 10.7 of the Criminal Code.
New Part 3A of the SCI Act may lead to increased use of the s 476.6(1) immunity in
connection with telecommunications interception or data access
It is conceivable that ASD may rely on the expanded immunity in proposed subsection
476.6(1) of the Criminal Code when exercising powers of intervention under the
proposed SCI-Act MA regime. In particular, it appears that the proposed immunity in
new subsection 476.6(1) of the Criminal Code will apply if:
•

ASD is lawfully requested, under an SCI-Act MA to cause a computer-related
act to occur outside Australia (which might lawfully include the incidental
interception of telecommunications that are passing over, or have passed over,
a foreign telecommunications network, or accessing foreign telecommunications
data); and

•

ASD staff engage in conduct which causes a computer-related act to occur, with
the intention and reasonable belief that it will occur outside Australia; but

•

the computer-related act ultimately occurs inside Australia; and

•

the computer-related act causes the unintentional interception of a
telecommunication that is passing over the Australian telecommunications
network (ATN), or access to a stored communication that has passed over the
ATN, or access to telecommunications data pertaining to a telecommunication
that has passed over, or is passing over, the ATN.

If this occurs, then any access to, and use of, such unintentionally collected Australian
telecommunications content or metadata may be covered by the expanded immunity
in proposed subsection 476.6(1). That is, the override provision in proposed
subsection 476.6(4) could be taken as an attempt to override the statutory
prohibitions in the TIA Act on accessing, and making secondary uses and disclosures
of, Australian telecommunications content (for example, the contents of emails, text
messages or voice calls) and data (for example, metadata).
If the immunity in proposed subsection 476.6(1) applies to ASD’s actions under the
SCI-Act MA regime in the circumstances outlined above, it will give ASD a broader
immunity than what is possible under proposed section 35BF of the SCI Act.168
Recommended amendments
The Law Council considers that the possibility outlined above necessitates
amendments to Schedule 2 to the Bill. In particular, there should be an explicit
statutory prohibition on ASD making subsequent use of, or disclosing, any Australian
telecommunications content or data that it has obtained through causing a computerrelated act to occur inside Australia, which invokes the expanded immunity in
proposed subsection 476.6(1) of the Criminal Code.
Rather, telecommunications content or data obtained in reliance on the immunity in
proposed subsection 476.6(1) should be subject to an explicit requirement to be
quarantined as soon as possible after it has been identified, and deleted as soon as
possible thereafter. It should not be available to ASD, or Home Affairs, to use in the
performance of their functions generally.
However, if there is considered to be a compelling operational case for the retention
and subsequent use of such information, then this case should be documented in
168

See Bill, Schedule 1, item 45 (inserting proposed section 35AX(5) of the SCI Act) which provides that ASD
cannot be requested to undertake an act of intervention in responding to a cyber security incident that includes
the interception of a telecommunication, or accessing of a stored communication, or telecommunications data.
The effect of this prohibition is to limit the scope of the immunity in proposed section 35BF.
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unclassified, publicly available materials, so that it can be held to scrutiny. Further, if
any subsequent use and disclosure is to be permitted, contrary to the Law Council’s
primary recommendation, this should be subject to a much higher threshold than the
existing secondary use and disclosure provisions in the ISA and TIA Act.
That higher threshold should be in the nature of a limited exception to the Law
Council’s recommended prohibition and deletion obligations. That exception should
be restricted to defined, exceptional circumstances, such as preventing or responding
to an imminent risk to life or safety. It should also be subject to a strict test of
necessity, and not mere operational utility or assistance to ASD or others.
This is necessary to reflect that ASD will have intercepted a telecommunication
passing over the ATN, or accessed Australian telecommunications data, outside the
authorisation framework provided under the TIA Act. Consequently, there will have
been no independent assessment and approval of the necessity and proportionality of
the interception or access. Importantly, the secondary use and disclosure framework
under the TIA Act for lawfully intercepted telecommunications content and lawfully
accessed telecommunications data reflect that the prior interception or access activity
was specifically authorised under the TIA Act. In contrast, proposed subsection
476.6(1) of the Criminal Code could effectively enable ASD to intercept
telecommunications content, and access telecommunications data, outside the
dedicated authorisation framework in the TIA Act.
Recommendation 38—limitations on use of any telecommunications content and
data obtained in reliance on the immunity in proposed subsection 476.6(1)
•

Proposed section 476.6 of the Criminal Code (item 6 of Schedule 2 to
the Bill) should be amended to prohibit ASD from making any
secondary use or disclosure of telecommunications content or data
that has been obtained in reliance on the immunity in proposed
subsection 476.6(1) in respect of a computer-related act which occurs
inside Australia, but was intended to occur outside Australia.

•

ASD should be subject to statutory requirements to:
-

quarantine any such telecommunications content or data as
soon as possible once it is identified, and securely delete it as
soon as possible thereafter; and

-

notify the IGIS of the interception or access, as soon as
practicable after it has been identified.

Potential impacts on technical capability investment
As a broader comment, the Law Council also considers it important that the
Government’s strategy for investing in technical capability development for the
national intelligence community includes a focus on proportionality and privacy.
That is, sustained attention and resources should be devoted to developing, acquiring
and using technical capabilities (particularly for computer access and exploitation,
and cyber security activities) that can accurately identify the location of computers
and the target data held in, or accessible from, those computers; and avoid collecting
or interfering with non-target computers and non-target data.
Permanent immunity as a potential a disincentive to capability investment
Long-term, indefinite reliance should not be placed on blanket legal immunities such
as that proposed in new subsection 476.6(1) of the Criminal Code, or laws that permit
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the ‘incidental’ overcollection of non-target data provided it is deleted and not
accessed or used for investigative purposes or the performance of other functions.
This is an important aspect of the policy imperative for laws to keep pace with
technological developments. Just as security agencies understandably seek updates
to outdated laws that may restrict or prevent them from taking full advantage of new
technologies in performing their functions, it is equally important that ‘permissive’
provisions conferring powers and immunities on those agencies are not permanently
framed around present limitations in technical capabilities in precisely identifying the
matters being targeted (such as computers, data or other content).
It is also important that the availability of such permissive provisions does not create
a disincentive to investment in research and development to refine the precision and
privacy protections in technical capabilities, to the greatest possible extent.
Recommended solution: statutory sunset clause and review requirement
To address the above risk, the Law Council recommends that the expanded immunity
in proposed subsection 476.6(1) for computer-related acts done in Australia is subject
to a sunset clause. There should also be a statutory requirement for a ‘pre-sunsetting
review’ to inform decision-making about whether the expanded immunity remains
necessary, having regard to any technological developments that may better enable
the accurate identification of the location of a target computer.
Recommendation 39—sunsetting and review of proposed s 476.6(1)
•

The expanded immunity for ASD in proposed subsection 476.6(1) of
the Criminal Code, in relation to computer-related acts done
in Australia, should be amended as follows:
-

it should be subject to a five-year sunset clause, after which time
it will cease to have effect unless extended legislatively; and

-

to inform Parliamentary decision-making about possible
extension, there should be a requirement for a statutory review to
consider whether the immunity remains necessary, including in
view of technical capabilities available to ASD to ascertain the
true location of a target computer. This review should be
undertaken by the PJCIS (with access to independent expert
technical advice); or another independent expert appointed by
the Government with the agreement of the Opposition.

Proposed IGIS notification requirements
The Law Council welcomes the requirement in proposed subsection 476.6(8) of the
Criminal Code for ASD to notify the IGIS, in writing, if it engages in conduct that
enlivens the immunity, which also causes material damage to, interference with, or
obstruction of, a computer in Australia.
This notification requirement has the potential to assist the IGIS in focusing their
oversight on actions of ASD that cause significant loss, damage or other adverse
consequences for people inside Australia. This includes oversight activities of the
following kind:
•

giving independent consideration to the legality and propriety of ASD’s actions
which impacted adversely on persons inside Australia;
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•

•

considering whether to recommend that ASD pay compensation or make other
reparations to persons who are adversely affected by a computer-related act
that ASD has caused to occur in Australia; and
considering whether to issue an evidentiary certificate that the actions of ASD
were done in the proper performance of that agency’s functions

By extension, the IGIS notification requirement is also likely to require ASD to
implement systems and processes to monitor the impacts of its computer-related
acts, particularly to ascertain whether they have had any unforeseen impacts on the
operation of computers within Australia, despite ASD’s best endeavours to avoid this
risk from materialising. It would be open to the IGIS to form a view that the standards
of propriety in relation to the use of the expanded immunity require ASD to implement
such monitoring arrangements (in addition to ASD implementing systems and
processes to ensure that it takes all reasonable steps to prevent this risk from arising,
when planning and executing operations that involve causing a computer-related act
to occur overseas).
Given the importance of the notification requirement to effective oversight, the Law
Council is concerned that its scope is too narrow in three respects (outlined below).
Acts which are likely to cause material damage, interference or obstruction
First, proposed subsection 476.6(8) would only require ASD to notify IGIS of
computer-related acts which ASD knows have caused material damage to,
interference with, or obstruction of, a computer. There is no reporting requirement if
ASD is aware that it has caused a computer-related act to occur, which is reasonably
likely to cause material interference, loss or damage, but ASD does not categorically
know whether this result has, in fact, occurred. This circumstance could arise if ASD
is unable to trace the results of its actions, or if there is a delay in the onset of the
reasonably foreseeable impacts of a computer-related act, whether intentional or
otherwise.
The Law Council considers that the threshold for notifying the IGIS should be ASD’s
awareness of the likely impact of its actions, whether or not that impact has
crystalised or was capable of being identified by ASD. That is, if ASD is aware of a
real and not remote possibility of its actions having such an impact on other persons,
then it should be required to notify the IGIS, and provide details of its actions and the
likely impacts it has identified. This reflects that it is important for the IGIS to have an
opportunity to focus its oversight on activities that are likely to have major, adverse
consequences for persons inside Australia. These activities are high-risk, and the
legislative framework governing the expanded immunity should therefore facilitate the
practical ability of the IGIS to prioritise their oversight over other, lower risk activities
(whether conducted under the SCI regime, or in the performance of another function).
Importation of criminal fault elements as a pre-condition to IGIS notification
Secondly, the notification requirement in proposed subsection 476.6(8) applies only if
the ASD staff member who engages in the action would ‘commit an offence’ but for
the immunity in proposed subsection 476.6(1) or (2) (as applicable).
As the Criminal Code provides that an offence consists of physical and fault
elements,169 the Law Council is concerned that the proposed reporting obligation
would technically only apply if ASD self-assessed that its staff member had satisfied
the requisite fault elements for a computer offence in Part 10.7 of the Criminal Code
(or any other offence against an Australian law) as well as the physical elements.
169

Criminal Code, sections 3.1 and 3.2.
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This could result in underreporting to IGIS, or a misunderstanding among ASD staff
members of the circumstances in which such reporting must occur.
The Law Council considers that this potential loophole or source of confusion should
be removed. Proposed subsection 476.6(8) should make explicit that the IGIS
notification obligation applies if the person has engaged in conduct of the kind that is
specified in subsections 476.6(1) and (2), which also satisfied the physical elements
of a computer offence against Part 10.7 of the Criminal Code, or any other offence
against a law of the Commonwealth or a State or Territory.
From a policy perspective, it is important that the proposed statutory notification
mechanism is effective in giving the IGIS an opportunity to focus its oversight on
those of ASD’s activities that present the highest risk of causing harm to third parties.
Such oversight would involve making an independent assessment of whether ASD’s
activities were both lawful and proper (including whether they demonstrated due
regard for human rights) and were compliant with ASD’s internal policies.
Limiting the statutory notification requirement to those instances in which ASD has
self-assessed its actions to have met the criminal fault elements for an offence is
likely to render that notification mechanism redundant. It will conceivably be very rare
that ASD staff members would be likely to meet the criminal fault elements for an
offence—for example, by knowingly or recklessly contravening an applicable
prohibition; or by knowingly or recklessly exceeding the limits of their lawful authority.
The Law Council therefore encourages the Committee to ensure that any proposed
statutory notification requirement will have substantial practical utility, in assisting the
IGIS to focus their independent oversight of ASD on those of its activities which pose
a high risk of intrusion on third parties’ rights and interests. The Law Council is
doubtful that a proposal to tie a statutory notification requirement to the existence of
criminal fault elements will be effective in realising that objective.
Recommended amendments
To address the issues outlined above, the Law Council recommends the following
amendments to proposed subsection 476.6(8) of the Criminal Code:
Recommendation 40—ASD’s obligations to provide written notifications to IGIS
•

Proposed subsection 476.6(8) of the Criminal Code (item 6 of
Schedule 2 to the Bill) should be amended to require ASD to notify the
IGIS of the following matters:
-

ASD should be required to notify the IGIS if it becomes aware
that its conduct is reasonably likely to cause material damage to,
interference with, or obstruction of a computer that is in
Australia; and

-

ASD should be required to notify the IGIS if it becomes aware
that one of its staff members has engaged in conduct that would
satisfy the physical elements of an offence in Part 10.7 of the
Criminal Code, or any other offence against a Commonwealth,
State or Territory law.
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